< e
Q
s <

DIY Lab Operations Manual v1.0

INTERNAL USE ONLY

Evin Safdia
December 2017



Table of Contents

TADIE OF CONTENTS ...ttt ettt e e st e e s bt e e s b et e s bt e e s abe e e sabeeesabeeesaneeesareeesanenesanneas 2
REQUEST ZSCalEr PrOViSIONING....cci ettt e e e e e e e e e et e e e e e e e e e e e ses e aasbssaeeeeeeaeeseessanssnteanneseaaanens 3
TraffiC FOrWAIAING . .eveiieeeeeeeee ettt e e ettt e e e e ettt e e e e eebaeee e e e tbaeeeeeaassaaaesantsseaesassaseesaassanaasanns 5
LCT 3t VT a1 1= TSR USOTRROP 5
TUNNEI PrOVISIONING ... ittt e e e e e e et e e e e e e e e e ee e e btataeeaeeeaeaeeessnssstesaaeeeaaeseesaasnntesennes 5
Creating a GRE Tunnel on Ubiquiti ER-X.........cuuiiiiiiiiiiee ettt e e e e e e e cnnnrene e e e e e e e 6
Creating a Firewall Rule for Sending Traffic to GRE Tunnel on Ubiquiti ER-X ........cccceecvieiieiiiieeeennee, 7

O T o g LI or= 11T Y o o TSR 8
FAY 0L o [=T oY i or- 1 4[] o P PP UROTSRPP 11
HOSTEO Database ....cuueieiiiieiiiie ettt et st e e st e e st e e s bt e e sab e e e s b e e e sane e e saree e e renesareeas 11
0] (- F TSP STOTR 13
SAML ConfigUration fOr ZSCAlEN.......cccuiiiee ettt e et e e e e et e e e e e abae e e e eereaeeeeeans 13
ACtiVEe DireCtory INTEEIatiON ...ueeeeieie e e e e s e e e e e e e e e e e e e e e e eeeeeeeaaenees 20
NanNolog STreaming SEIVICE (INSS) ....oe i iiiie ettt e ettt e e e et e e e e e tb e e e e eeabaeeeeeassseeaeeaassaeseeanseeeans 27
Deploying a NSS Server — Virtual Appliance 0N ESXi ....uuvviieeiiiiieccciiiiieee et e e e 27
Creating @ NSS Feed — SPIUNK ENTEIPIISE ....uuuiiiiiiiieee ettt e e e e e e e e e e erre e e e e e e e e e e e eennnes 33
VIFEURE ZEN (VZEN) ..ttt ettt e h e sttt e s at e e bt e s ht e et e e sbe e e abeesaeeeabeesaeesabeesaeesabeasbeesaeeens 38
ZSCAlEr Private ACCESS (ZPA) ... .ueeiee ettt ettt e ettt e e e et e e e e e e tteae e e eebaaeeeeeassaeeeseastaseaesassasaeaassenaananns 39
APPENAIX | = HAFAWAIE oeeeieiieeeiiteeee ettt e e e e e e e e e st e e e e e e e e e e e e e s s ssastaeeeeaaaeeeessanssssasaeeaaaaeeesnannnnes 40
APPENAIX ] = SOFEWAIE ceeeeee et e e e e e e e e e s e baeteeeeeeaaeeeeesaassssaaeeeeaaaeeeennnnnnes 41
Appendix Hl — Additional GUIdANCE ....cceiii it ee e e e e e e e e e e e s bebreaeeeeaaaeeessnnnnes 42
INStAIlING VIMIWAIE ESXi 5.5 ..cceiiieiieeciieteee ettt e e e e e e e e ettt e e e e e e e e e e s e s s anabtsteaeeeaaaeeeeesnnnsnsreannees 42
Creating a Windows Server 2012R2 Virtual Maching ...........uueeieiiiii it e e e 47
Installing Active Directory DOMaAin SEIVICES ....cccii i iiiiieiee e et e e e e e e e e e re e e e e e e e e e e e eeannsreaeeees 53

T 1 T gV =Y o1 (W o | 0 =T o o S EUE 59



Request Zscaler Provisioning

1. Login to Zscaler Corporate Okta: https://zscaler.okta.com
2. Click Salesforce:
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3. Okta will launch Salesforce in a new tab. From the Salesforce interface, click Provisioning
Requests.

salesforce ‘ Search Search Evin Safdia v  Setup  Help & Training m
€15

m Chatter Leads Accounts Contacts Opportunities Reports Dashboards Forecasting Pipeline Marketo  Equipment Requests | Provisioning Requests | + v
|
1

1

4. On the Provisioning Request page, click New.

Home Chatter Leads Accounts Contacts Opportunities Reports Dashboards Forecasting Pipeline Marketo  Equipment Requests [tiioibind + ~

Provisioning Requests

Help for this Page @
' Home
View: | All v || Got | Clone|Create New View
Recent Provisioning Requests

Recently Viewed ¥

5. On the Select Provisioning Request Record Type, ensure Zscaler Cloud is selected and click
Continue.

New Provisioning Request
.~ Select Provisioning Request Record Type

Help for this Page €@

Select a record type for the new provisioning request. To skip this page in the future, change your record type settings on your personal setup page

Select Provisioning Request Record Type

Record Type of newrecord  [Zscaler Cloud ¥

6. Inthe Information section of the provisioning request, fill out the following fields:

Organization Domain Must be unique, example: Safdia.com

Preferred Cloud Mandatory, contact SE Leader/Buddy for Insight
Internal User Please ensure this is checked




Information
Organization Domain
Preferred Cloud?

Additional Organization domains

Provisioning Type

GEO SE Director Email

Account
Opportunity

Internal User?

Z-App for existing customer?

2-App Deployment Form

Click lookup icon.

Qs
Q)i

I = Required Information

Comments for provisioning team

Extension Justification

7. Inthe Contact Information section, fill out these fields:

Send Initial Login Credentials Ensure SE is Added to the Chosen Column
To

SE

Click the Magnifying Glass and Search for Yourself

Contact Information

Send Initial Login Credentials To |20t Chosen
Customer P lse
Partner
- Y >
SE  [User v [Evin Safdia LS|
Customer Contact Q)
Partner Contact Q

8. Scroll to the bottom and click Save.

System Information

Provisioning Status [ _None-- v Record Type  Zscaler Cloud

Provisioning Date [12/11/2017 ]
orgID
# Users Last Week

Owner  Evin Safdia

Save & New | | Cancel

9. The provisioning request will be created and displayed. Scroll to the POC Products section and
click Add/Manage Products.

POC Products

Add/Manage Products

POC Products Help (2

No records to display

10. On the Add/Manage Products Page, add the relevant items and click Save. See your buddy / SE
Leader if you need more information.

() o
Products Added

Action Product Name sku Category
Delete  ZIA Secure Transformation Bundie ZIATRANS-BUNDLE User Based
Delete Zscaler Internet Security Platform Zsc-siP Platform
Action Product Name sku Category
Add Device Protection Z-DEVICE-GB User Based
Add ZIA Business Bundle ZIA-BUS-BUNDLE User Based
Add  ZIAProfessional Bundie 2ZIA-PRO-BUNDLE User Based
Add Priority Categorization Service ZSC-PRI-CAT User Based
Add Advanced Threat Protection ZSEC-ATP User Based
Add  Light Applcation Access Connection ZPA-AAC-S1-PRE Maintenance Fee
Add ThreatLabZ Threat Insights Service Z-TLZ-TI-PRE User Based
Add Cloud Sandbox ZSEC-WEB-ABA Security

dd Zscaler Web Access Control ZSECWEB-WAC Security

11. Your provisioning request is now complete. You will receive an email with login information, you
can check status from the Provisioning Requests tab at any time.



Traffic Forwarding
GRE Tunnel

Tunnel Provisioning
1. Login to the Zscaler Cloud Portal using your admin credentials.

LOGIN ID PASSWORD
€5 zscaler C )(
Remember my Login ID Q@ English (US) v

2. Hover over the ? in the top right and then click Submit a Ticket.

C 2

Sign Out

JRIT
t Library
Zulu
Submit a Ticket ThreatLabz | Security R

Cloud Configuration Requirements

3. Onthe Submit a Ticket Page, enter the required information and click Submit.

Contact Email Your email address

Issue Subject GRE Provisioning

Description Please include your Public IP
Address and Physical Location.

Customer Type Future Customer — Prospect or POC

Ticket Type Task

Priority Low

Area Provisioning

Provisioning GRE Tunnel

Contact Name Your name

Requestor Time Zone Your time zone




Contact Email” [ ]

Issue Subject” [ ]

CC List (separate multiple email

addresses with a comma)

Description™

Customer Type* IF_.:Q re Customer - Pros PO ']
Ticket Type* (res )
Priority™ le i 'l
Area” [Provisioning ')
Provisoning* (GRE Tunne ')
Contact Name” ( )
Organization® vINTERNAL

Contact Phone

Requester Time Zone™ (urc.scst ')

Upload a file (often helps Choose File | No file chosen

troubleshoot issues)

4. Your GRE provisioning request is now submitted. You will receive a reply shortly (usually 24-48
hours) from Zscaler Support with the required information.

Creating a GRE Tunnel on Ubiquiti ER-X
1. Use Terminal (OSX) or Putty (Windows) to SSH into your Ubiquiti ER-X
2. Enter the following commands to provision a GRE Tunnel to Zscaler. You can use tab to auto

complete.
| [command INotes |
1. | configure Enables configuration mode
2. | setinterfaces tunnel tunO encapsulation gre tunO is the name of the created tunnel
3. | setinterfaces tunnel tun0 local-ip x.x.x.x This is the IP address of switchO on your ER-X
4. | set interfaces tunnel tunO remote-ip X.X.X.X This is the Primary Destination IP provided to
you by support.
5. | set interfaces tunnel tunO address x.x.x.x/24 IP picked at random from RFC6598
6. | commit
7. | exit




Alternatively, you can use the Config Tree to create the tunnel. If you load the dashboard, you should
see tun0 is connected, but no traffic is being passed:

tun0 tun0 tunne 100.64.205.1/24 1476 0 bps 0 bps Connected

Creating a Firewall Rule for Sending Traffic to GRE Tunnel on Ubiquiti ER-X
1. | configure Enables configuration mode
2. | set protocols static table 1 interface-route
0.0.0.0/0 next-hop-interface tun0

3. | set firewall modify vzen-gre rule 10 action modify Creates Firewall Rule vzen-gre

4. | set firewall modify vzen-gre rule 10 modify table 1

5. | set firewall modify vzen-gre rule 10 source address | IP range of traffic you want to send through
XXX XXX XX the GRE tunnel

6. | set interfaces switch switchO firewall in modify
vzen-gre

7. | commit

8. | exit

Now that this rule has been created and committed, you should see traffic flowing through the tunnel
(assuming you have an active client on the source IP range you specified).

Open a web browser from a machine in the IP range being sent through the tunnel and navigate to
https://ip.zscaler.com

If everything is working properly, you should see a screen like below:

You are accessing this host via a Zscaler proxy hosted at Dallas | in the zscloud.net
cloud.

Your request is arriving at this server from the IP address 165.225.34.129
The Zscaler proxy virtual IP is 165.225.34.36.

The Zscaler hostname for this proxy appears to be zsc-dfwlal.

® You are logged out of your company's security service

Need help? Contact your IT support




Using the Zscaler App
1. Login to your Zscaler cloud portal.

LOGIN ID PASSWORD

> zscaler 0 ) G ) EX3

Remember my Login ID @ English (US) v

2. Hover over Policy and click Zscaler App Portal.

& Policy ﬁ& Administration

Zscaler App Portal

3. From the Zscaler App Portal, click Administration.

(;ZSCBIGI @ Dashboard  [J Enrolled Devices 43 App Profiles | % Administration

4. Download the latest version of the application for the operating system you want to install it on.

PERSONAL COMPUTERS MOBILE DEVICES Do ad Client Certificates

App Update Method

1.3.1.0

1.2.4.000030 0 Li] A 3

® x|
m 1.3.0.262 0 3] A EA
® x|




5. Launch the installer on your desired client machine. Click Next.

= Zscaler Setup - B

Zscaler Setup

Welcome to the Zscaler Setup Wizard.

<

< Back ll Next > ;’ Cancel ‘
6. Click Next on the ready to install screen.
(= Zscaler Setup - B

Ready to Install f;

Setup is now ready to begin installing Zscaler on your computer.

‘ < Back [ Next > M Cancel ‘

7. Wait for installation to complete and click Finish.

(= Zscaler Setup - O

Completing the Zscaler Setup Wizard

Setup has finished installing Zscaler on your computer.

<

< Back Cancel




8. The Zscaler App launches automatically. Authenticate with a user that you have added to the
hosted database or via a configured authentication method to connect and begin sending traffic

to Zscaler. See the Authentication section for more information.
Zscaler Security - 8

5> zscaler

Zscaler Security — O

Connectivity

> zscaler
v

Web Security Username testuser@safdia.com
ON
') TURN OFF

0 Status Off-Trusted Network o

Notifications Server 104.129.194.38
Client 10.0.1.111
Q Time Connected Tue, Dec 12 2017 02:20:08 PM
More
Statistics
Total Bytes Sent 1238

Total Bytes Received 9896




Authentication

Hosted Database

1.

Login to the Zscaler Cloud Portal using your admin credentials.

LOGIN ID

PASSWORD

> zscaler (

J(

en

Remember my Login ID

@ English (US) ~

2. Hover over Administration and click User Management.

ytics & roicy £ Administration

£ Settings

3. Click Add User.

4,

USERS GROUPS DEPARTMENTS

© Add Usel & Dov i © Import I sample |

Enter the following information and click Save.

User ID

Desired Username

User Display Name




Groups You can create new groups with the +

Department You can create new departments with the +

Password

Confirm Password

Add User b 4

User
User ID
[ Test l @ | safdia.com v |
User Display Name Groups
[ TEST USER ] I Test Users vl
Department
[ Test Users v ]
Comments
Password
Password Confirm Password
= | [corveesed ]
-
Save Cancel

5. You have now created a user that can authenticate to the Zscaler cloud you are provisioned on.



Okta

SAML Configuration for Zscaler
Note: An Okta developer account is required, see Appendix Il for details. Optionally, an Active Directory
Server is used to synchronize users, for help setting one up, see Appendix Ill.

1. Login to your Okta developer instance (https://dev-######.admin.oktapreview.com)
2. From the Dashboard, hover over Developer Console at the top left and click Classic Ul.

G’J Dashboard hips://dev-B37845.0ktapreview.com

o

Welcome to Okta

Choose a quick start quide to get up and running In minutes.

HE ©© B B =l

Android » Angular » Java » » Node Js »

3. From the Classic Ul Dashboard click Applications.

Q Classic Ul ¥ E. Safdia evinsafdia-dev-897845 Help and Support Sign out

okta Dashboard D ns ty S s My Applications @ Upgrade

4. From the applications page click Add Application.

==z Applications @ Help

| WL | 555 Assign Applications =3 Register OAuth Service

ACTIVE o

INACTIVE



5. Inthe search box type in “Zscaler” and then click Add next to the first Zscaler option.

Z5caler Admin Login

D Zscaler

Supports SAML

v T IO

Add

Add

6. Fillin the following fields and click Next. Leave other fields at default values.

Your Zscaler Domain

zscalertwo, etc.)

The Zscaler Domain your account is provisioned one (zscloud,

User Display Name

Push Okta First & Last name

Department Name

Push AD Department

Group Name

Push Okta Group Name

Application label

Your ZScaler Domain

User Display Name (optional)

Department Name (optional)

Group Name (optional)

Group Filter (optional)

Application Visibility

Browser plugin auto-submit

Cancel

ZScaler

[ zscalerbeta.net ]

admin.zscaler.net

Push Okta First & Last name v

Display Name

[Push AD Department v

Push Okta Group Name v

Do not display application Icon to users
Do not display application Icon In the Okta Mobile App

¥ Automatically log In when user lands on login page




On the Sign-On options page, select SAML 2.0 and the click View Setup Instructions.

Sign-On Options

SIGN ON METHODS

Secure Web Authentication

Default Relay State

SAML 2.0 Is not configured until you complete the setup Instructions.

View

etup Ir

Identity Provider metadata Is avallable If this application supports dynamic configuration.

CREDENTIALS DETAILS

Application username format Okta username v

Password reveal A ers to securely see thelr pa 0 ec ende

Is disabled, since this app Is using SAML

with no password

Previous Cance m

The SAML 2.0 instructions will open in a new tab, keep these open for later use. Switch back to

the main Okta tab and click Done.
Sign-On Options

Secure Web Authentication

® SAML 2.0

Default Relay State

SAML 2.0 Is not configured until you complete the setup Instructions.

View Setup Instructions

Identity Provider metadata Is avallable If this application supports dynamic configuration.

CREDENTIA ETAILS

Application username format Okta username v

Password reveal Allo ers to securely see thel 0 ecommende

Previous Cancel




9. Open a new browser tab and navigate to the Cloud portal for your Zscaler instance.
(admin.zscloud.net, admin.zscalertwo.net, etc) Sign in with your admin credentials.

LOGIN ID PASSWORD

> zscaler [ \ =

Remember my Login ID @ English (US)

10. Hover over Administration and click Authentication Settings.

ytics & Policy ¢§ Administration

¥ Settings

@y ACCOUNT MANAGEMENT

& Authentication
/5 AUTHENTICATION CONFIGURATIC

Authentication Settings

11. Under Authentication Profile, click SAML and then click Configure SAML.

Authentication Profile
Directory Type

© Hosted DB Active Director ’ OpenLDAP

Authentication Frequency

Authentication Type

12. Configure the options as pictured below. SAML Portal URL and the Public SSL certificate are
available from the Okta instructions tab we opened earlier Set Login Name Attribute to NamelD.



When finished, scroll down to configure Auto-Provisioning options

Identity Provider (IDP) Options

SAML Portal URL Login Name Attribute

[I https://dev-897845.oktapreview.com/app/zsc... ] I\laﬂ'—;l'_}

Public SSL Certificate
Service Provider (SP) Options

Sign SAML Request

Signature Algorithm

st 1000

Request Signing SSL Certificate

Certificate 2( Expires 2018 September ) v |

SP's Public SSL Certificate SP's Metadata

Download Download

13. Enable SAML Auto-Provisioning and enter the following attributes, then click Save.

User Display Name Attribute DisplayName
Group Name Attribute memberOf
Department Name Attribute Department

Auto-Provisioning Options
Enable SAML Auto-Provisioning

User Display Name Attribute Group Name Attribute

I DisplayName | memberOf

I Department

[

|
oeparmanttomo A J |

|

]

Save Cancel

14. Click Save at the bottom of the Authentication Settings Page, then click OK in the confirmation

dialog.
Force Reauthentication for All Users

Last Reauthentication

If you enable SAML Single Sign-on, all your users will be redirected to

Force Reauthentication

the SSO login portal (Identity provider) for authentication. Please
confirm the change.

ok

Cancel




15. Activate your changes by hovering over the activation icon at the top right of the console and
click Activate.

16. Hover over administration and select Company Profile.

lytics . Policy 62 Administration

£ Settings

17. Under General Information copy the Company ID, we will need this a few steps later in the Okta
portal.

ORGANIZATION SUBSCRIPTIONS

General Information
Company ID

[ | ]

Name

Domains



18. Return to the Okta console, you should be on the Assignments page for the Zscaler Application
you created. Click Assign > Assign to Groups.

Assign -
Assign to People Sarsaon
Assign to Groups

Groups

19. Click Assign next to the Everyone group and then click Done.

Assign ZScaler to Groups X

Q [search

o Everyone N
Al users In your organization ssign

20. Click Provisioning.

7 ZScaler
@5 zscaler —
Actve v 8 “"“ 2, Viewlogs
:] Assignments
Assign v # Convert Assignments Q searc Groups v

21. Click Configure API Integration.




22. Check the box next to Enable API integration, paste the organization ID we copied earlier and
then click Save.

[’J Enable API integration ]

Organization ID [zscalerbela.net |]

Test API Credentials

23. You have successfully configured Okta Authentication via SAML 2.0 for Zscaler.

Active Directory Integration

Note: For the sake of simplicity, your Active Directory Domain should match your Zscaler organization
domain.

1. From the desktop of your Active Directory VM, login to the Okta portal. (Ensure IE ESC is

disabled from Server Manager). Hover over Directory from the top menu and click Directory
Integrations.

0 kta Dashboard

Pecple
(%) Dashboard
Sroups
Status Profile Editor
[ Directory Inteqgrations ]

Profile Masters

2. Click Add Active Directory.

No directories added

[ Add Active Directory ] Add LDAP




3. Review the installation requirements, scroll down and click Set Up Active Directory.

INSTALLATION REQUIREMENTS

Install on Windows Server 2008 or later

You need access to a Windows server to Install the Okta Active Directory agent. You don't need to Install
the agent on the domain controller Itself.

Must be a member of your Active Directory domain

The agent's host server must be a member of the same Windows domaln as your Active Directory users.

Consider the agent a part of your IT infrastructure

The Windows server where the agent resides must be on at all imes. In other words, don't Install it on
your laptop. The agent host server must have a continuous connection to the Internet so It can
communicate with Okta.

Run this setup wizard from the host server

We recommend running this setup wizard In a web browser on the Windows server where you want to
Install the agent. Otherwise, you will need to transfer the agent Installer to the agent host server, then run

the Installer.
Set Up Active ctory »

4. Click Download Agent.

o Download the Okta Active Directory agent

The Okta Active Directory agent is a lightwelght, secure connector that allows Okta to Integrate with your Active Directory domain. The agent
enables Okta features such as user import and delegated authentication.

Download Agent ]

5. Onthe Internet Explorer download prompt, click Run.

Do you want to run or save OktaADAgentSetup-3.4.10.exe (2.13 MB) from dev-897845-admin.oktapreview.com?

@ This type of file could harm your computer. l Run ” Save "‘ ‘ Cancel

6. The Okta AD Agent will open, click Next.

Okta AD Agent 3.4.10

Publisher: Okta, Inc

Web site: https://www okta.com
Email address:  info@okta.com

Okta AD Agent Installer will instal or upgrade Okta AD Agent
on your computer.

Click Next to continue.

Copyright © Okta. Inc 2017
This program is protected by copyright law and international

treaties. Unauthorized reproduction or distribution of this
program, or any portion of it, is a violation of applicable laws.

[ <mack || mext> | [ cancel |

7. Accept the default installation location and click Install.

Installation options
These options detemine how the application will be installed.
Installation folder:
C:\Program Files (x86)\Okta\Okta AD Agent ] [ rowse.. |
Required disk space: 4,838KB
Available disk space: 31,610,764 KB

InstallMate®

<Bad(|lnsﬂ|canc=|




Ensure your domain name is listed in the Domain field and click Next.

Select AD Domain
Select which Active Directory domain youd like to manage with this agent

Domain: Jzslab.locall

InstallMate®

[ <sack | Next> | Cancel

On the Service Account page, either allow the installer to create an account or specify one to
use. Click Next.

Okta AD Agent Windows Service Account
Select a domain user for the Okta AD agent to un as

The Okta AD agent will be configured to run as this account, and will access the
directory using this account.

(® Create or use the OktaService account (recommended)

O Use an alternate account that I specify

Username: | OktaServi local ]

Password: [ ]

InstalMate®

[ <Bak ][ Next> | [ cancel |

. If you selected to allow the creation of the OktaService account, you will be prompted to specify
a password. Enter a password in both fields and click Next.

Okta AD Agent Windows Service User o

The installer will create a new domain user for the Okta AD agent to run as. This user
will be used by all agents managing the domain.

Please enter a password for this user.

Username:  OktaService @zslab.local

bassuord: [eessessene )

Retype password: | seessssned l

InstallMate®

|<Back||Next>'1Cancel|

. Click Next on the Proxy Configuration screen.

Okta AD Agent Proxy Configuration
Speciy a proxy server forthe Okta AD agent to access Okta

The Okta AD agent will be configured to use this proxy server.

[[Juse proxy server (eave this unchecked to detect proxy server automatically)

Address: | ]
(host:port)

Username (optional): | |

Password (optional): | |

InstallMate®

<Back || Next> | [ cancel




12. Select Preview and enter your subdomain name, it should be listed on the Okta page in Internet
Explorer. Click Next.

(o] Okta AD Agent 3.4.10 [E3)
Register Okta AD Agent
Enter your Okta customer domain to register this AD agent with Okta.
O Production

O Production - EMEA

® Preview

O custom

Enter your Okta customer domain. For
example, if you access Okta using
https://mycompany.oktapreview.com,
enter "mycompany”.

| <Back ‘[ Next > ] | Cancel |

13. Sign In with your Okta Developer admin account.

Sign In

L I

© Please enter a username

[er )

© Please enter a password

[] Remember me

Need help signing in?

14. Click Allow Access.

Okta AD Agent s requesting permission to
+ Access the Okia Agent APIs
+ Register a new Okta Agent

- manage the properties of an app

pontAlow

15. Installation will complete. Click Finish.
(o] Okta AD Agent 34.10 =1

Installation completed

Okta AD Agent has been successfully installed on your
computer.

oo )

16. Return to Internet Explorer and the Okta page should show confirmation that the Agent has
started. Click Next.

Agent Installation

@ Active Directory agent started!



17. Select the Organizational Units you would like to sync users and groups from and click Next.

" Select the Organizational Units (OUs) that you'd like to sync Users from:

& [] de=zslab,dc=local
[ computers
[ foreignsecurityprincipals.
@ [] managed service accounts
[ users

Show more

Select the Organizational Units (OUs) that you'd like to sync Groups from:

& [ dc-zsleb,dc=local
[ computers
[ foreignsecurityprincipals
[ managed service accounts

& [ users

Show more

Okta username format User Principal Name (UPN) M

18. Click Next on the configuration confirmation.

Import AD Users and Groups

@ Active Directory agent configured!

19. On the attributes page click Next to use the default values.

&, Set Up Active Directory

Basic Settings Configured e Build User Profile Done!

o Select the attributes to build your Okta User profile

[] Auribute Neme Type  Description Imported Attributes

[J USNintersite Integer  USN-Intersite Base Schema (required)

20. Click Done.

o Agent Setup Complete

Your Active Directory domaln Is now Integrated with Okta. m
You can now sync your AD users to Okta and tum on useful authentication featres. We recommend nstalling

multiple agents for high avallability. Read Next Steps to leam more.

21. Click Import at the top.

zslab.local

Acve v | ViewLogs

Agent Monitors

22. On the Import page, click Import Now.

zslab.local

Actve v | Viewlogs

Import

Import Results



23. Select Full Import and click Import.

Import from Active Directory

What type of import would you like to do?

The following actions are performed by both Import types:
+ New users created In Active Directory will be created In Okta

- Existing users modified In Active Directory will be modified In Okta
- Users disabled In Active Directory will be deactivated in Okta

- Group and OU changes In Active Directory will be reflected In Okta

O Incremental import

ﬁ cancel

24. Import will complete and discover your users and groups. Click OK.

« 0 new users Imported

« 0 existing users updated
2 existing users unchanged
0 users removed

1 groups scanned

« 0 new groups Imported

« 0 existing groups updated

» 1existing groups unchanged
« 0 groups removed

25. On the Import Results page, select the account you want to import and click Confirm
Assignments.

Import Results

WX importNow | 2 ort € w - 0 imp I c
ALL NO EXACT PARTIAL IGNORED ] Sex Confirm Assignments 2 O
Show([10 v | Showing1-2of2
] Imported User okta okt User Assignment @
NO Okta user matches found 4% NEW Okta user Q| @
Testl Us ASSIGN TO
testi@zslab.local
NO Okta user matches found +% NEW Okra user O| ¥
Test2 ASSIGNTO Test2 User

test2@zslab.local

26. On the confirmation dialog, check the box for Auto-activate users after confirmation and then
click Confirm.

Confirm Imported

Click Confirm to complete the following assignments:

2 new Okta users will be created from Active Directory users

O existing Okta users will be assigned to Active Directory users

O Active Directory users will be ignored

m cancel



27. Active Directory integration is now complete, you may want to configure scheduled import or
periodically import manually.



Nanolog Streaming Service (NSS)

NSS is used to pull log data from the cloud and send it to a customer’s SIEM product. Ensure that you
have NSS provisioned on your Zscaler instance, if you do not have it in your cloud portal, submit a
provisioning request or support ticket to add it.

Deploying a NSS Server — Virtual Appliance on ESXi
1. Login to the Zscaler Cloud Portal using your Admin credentials.

LOGIN ID PASSWORD

&> zscaler oo Y en

Remember my Login ID @ English (US) v

2. Hover over Administration and click Nanolog Streaming Service.

& Policy L3 Administration

£¥ Settings

Nanolog Streaming Service

3. From the NSS Page, click Add NSS Server.

NSS SERVERS NSS FEEDS

No.  Server Name v Type Status SSL Certificate

4. Enter a name for the server and select the type of logs it will be used for. Click Save.

Add NSS Server X

NSS Server

Name Type
l] NSS-1| ] @ NSS for Web NSS for Firewal

Status




5. Don’t forget to activate your changes.

Activate L

6. Now that the server is added, click Download under SSL Certificate. Save this certificate for
later, it will be installed on the NSS Virtual Appliance to allow it to authenticate to the Zscaler

cloud.

NSS SERVERS NSS FEEDS

© Add NSS Server (a1 Deploy NSS Virt. .t. Download MIB
No.  Server Name v Type Status SSL Certificate H
1 NSS-1 NSS for Web Enabled 4 i

7. Click Deploy NSS Virtual Appliance.

NSS SERVERS NSS FEEDS

© Add NSS Server @ Deploy NSS Virt & Download MIB Q
No.  Server Name v Type Status SSL Certificate E
1 NSS-1 NSS for Web Enabled Download s

8. On the NSS Virtual Appliance Deployment dialog, select NSS type and enter numbers for Users
and Peak Transactions per hour. Since this is for a Lab you can use small numbers. Click
Compute.

NSS Virtual Appliance Deployment X

NSS Virtual Appliance Deployment

NSS Type

© NSS for Web NSS for Firewall

Number of Users Peak Transactions per Hour
I 10 l I 1000 I

Platform




9. Click Download NSS Virtual Appliance.

Recommended VM Specs

RAM Disk Storage

‘ s ‘ ‘ 500 GB

Recommended Hypervisor Specs
CPU Number of Cores
|

Dedicated Bandwidth NSS Virtual Machine

10. The NSS appliance will download in OVA format. Click Close.

11. When the Virtual Appliance finishes downloading, login to your ESXi console and click
Create/Register VM from the top menu.

64-bit (x86-64) Intel Xeon. Atleast 2.0 GHz ‘

() Get vCenter Server ][?ﬁl Create/Register VM ] [@g Shut down  [B Reboot | (@ Refresh | £} Actions

12. On the Select creation type screen, select Deploy a virtual machine from an OVF or OVA file
and click Next.

51 New virtual machine

vEZEEGTTH  Select creation type
2 Select OVF and VMDK files
3 Select storage
4L
5 Deployment options

How would you like to create a Virtual Machine?

Create a new virtual machine This option guides you through the process of creating a
virtual machine from an OVF and VMDK files.

6 Additional settings Deploy a virtual machine from an OVF or OVA file.
7 Ready to complete.

Register an existing virtual machine

Back l Next | Finish Cancel
13. Enter a name for your NSS Virtual Appliance and select the NSS OVA file that you downloaded.
Click Next.

45 New virtual machine - Nanolog Stream Server

¥ 1 Select creation type Select OVF and VMDK files

ZiSslectOVE I VDI Bios) Select the OVF and VMDK files or OVA for the VM you would like to deploy
3 Select storage

4 License agreements
5 Deployment options

Enter a name for the virtual machine.
[ anoiog Stream serverf )

6 Additional settings
TR ETEE Virtual machine names can contain up to 80 characters and they must be unique within each ESXi instance.

% (@ VMDEMO.ova

Back |[ Next ]| Finisn Cancel




14. Select datastore for the Virtual Appliance and click Next.

31 New virtual machine - Nanolog Stream Server

V1 Select creation type

V' 2 Select OVF and VMDK files

M soecisone ]
4 License agreements
5 Deployment options

Select storage
Select the datastore in which to store the configuration and disk files.

The following datastores are accessible from the destination resource that you selected. Select the destination datastore for the
virtual machine configuration files and all of the virtual disks.

6 Additional settings

7 Ready to complete Name

v | Capacity v Free v Type v | Thinpro...v  Access v

datastoret 481568 18146GB  VMFS5 Supported  Single
150 54278 22678 NFS Supported | Single
2items
[ Back |[ Next ]| Fmsn |[ cancel |

15. Click Next on the deployment options screen.

#3 New virtual machine - Nanolog Stream Server

V1 Select creation type
V' 2 Select OVF and VMDK files
¥ 3 Select storage

Select deployment options

Deployment options

v
5 Ready to complete

Disk provisioning
I Power on automatically

Network mappings

VM Network | VM Network v
® Thin O Thick
2

[ Back | nNext J| Fiisn

16. Review your settings and click Finish.

#51 New virtual machine - Nanolog Stream Server

¥ 1 Select creation type
V2 Select OVF and VMDK files

Ready to complete

Review your settings selection before finishing the wizard

V3 Select storage
v 4 Deployment options

Product
B 5 Ready to complete u

VM Name

Disks.

Datastore
Provisioning type
Network mappings
Guest OS Name

25_nss_9.0
Nanolog Stream Server
25_nss_9.0-disk1.vmdk
datastore1

Thin

VM Network: VM Network

Unknown

f E Do not refresh your browser while this VM is being deployed.

17. The Virtual Appliance will be imported. Once imported, you can access it from the Virtual

Machines menu option.
~ (51 Virtual Machines m|

[ Back || nex

[ Finish J[ cancel |



18. Open the NSS Virtual Appliance console.

& Console &8 Monitor ® Shut down Suspend ) Restart | / Edit | @ Refresn | £ Actions
L7 il Nanolog Stream Server
Guest 0S FreeBSD (64-bit)
E5Xi 5.0 and later (VM version 8)
VMw s Yes
Memory 4GB J
C,

19. Login to NSS with the Username: zsroot and the password zsroot. It is recommended that you

change the default password with the passwd command.
[FreeBSD/amd64 (NSS) (ttyuB)

20. Type in sudo nss configure to configure network settings.
You will configure the following settings:

DNS Server IP Address X.X.X.X

Management Interface IP Address with CIDR netmask | x.x.x.x\16

Default Gateway for Management IP X XXX
Service IP Address with CIDR netmas x.x.x.x\16
Default Gateway for Service IP X XXX

nameserver (Resolver IP address) [10.6.8.381:

Do you wish to add a new namMeserver? <n:no y:yes> [nl:

ifconfig_emB (Management interface IP address with netmask) [1: 18.8.8.18/16
efaultrouter (Mangement interface default gateway IP address) [1: 18.8.8.1

lsMnet _dev=eml (Service interface IP address with netmask) [1: 18.8.8.19/16
lsMnet_dflt_gw (Service interface default gateway IP address) [1: 18.8.8.1
jSuccessfully applied changes

[zsroot@NSS ~1$ i

21. Using a utility like WinSCP or CyberDuck, upload the NssCertificate.zip file to the management IP
of the NSS VM.

"B, Downloads - zsr00t@10.0.0.18 - WinSCP - o X
Local Mark Files Commands Session Options Remote Help
[F & £3 synchronize & [ @ (5 Queve v Transfer Settings Default - i@~
@ z5r00t@10.0.0.18 & New Session
£..C: Local Disk CEE e =i E-- zsroot TEE e B A D & |, Find Files
5 Upload ~ [7 Edit ~ & L7 [ Properties |£5 (g1 [+ -] [V [m i -] ¥
C\Users\Evin Safdia\Downloads fJusi/home/zsroot
Name Size Type Changed Name Size Changed Rights Owner
= Parent directory 12/12/2017 4:01:16 PM t 1/11/2014 TWXT-XI-X root
WNssCertificate.zip| 4KB WIinRARZIP archive  12/12/2017 3:46:05 PM WNssCertificatezip 4KB 12/12/2017 9:46 PM werr-- zsroot
| okta.pem 2KB PEMFile 12/12/2017 9:57:37 AM
£ VMDEMO.ova 588,464 KB Open Virtualizatio. 12/12/2017 4:01:16 PM
> Zscaler-windows-13.1.. 23,829 KB Application 12/12/2017 1:05:17 PM
0B0f598 MB in 0 of 4 1hidden 0B 0f3370Bin0of 1 9 hidden

ScP 0:03:58

22. Return to the NSS console and enter the command sudo nss install-cert

[zsroot@NSS ~1$ sudo nss install-certf]

23. Assuming you uploaded the certificate bundle to /usr/home/zsroot; enter
Jusr/home/zsroot/NssCertificate.zip and press the Enter key. The console should display the




24.

25.

26.

27.

message “Certificates Successfully Installed.”

[zsroot@NSS ~1$ sudo nss install-cert

lease enter complete path to the certificate bundle(.zip): Zusr/home/zsroot/Nss
ertificate.zip

ertificates successfully installed

[zsroot@NSS ~1$ ||

Check your configuration by running the command sudo nss dump-config.

[zsroot@NSS ~1$ sudo nss dump-config
onfigured Values:
CloudName:zscalerbeta.net
nameserver:18.08.08. 38
Mgmt IP:18.8.8.187/16
Default gateway for Mgmt IP:16.6.8.1
Service IP:18.8.8.19/16
Default gateway for Service IP:18.8.8.1
[zsroot@NSS ~1$

Next we will download the NSS binaries. Enter the command sudo nss update-now and press

the Enter key.

[zsroot@NSS “1$ sudo nss update-now

[Downloading latest version

Installing build /sc/smcdsc/nss_upgrade.sh

Dec 12 17:35:37 NSS Zscaler: Update [1693]1 sucessfully disabled upgrade

Dec 12 17:35:37 NSS Zscaler: Update [1693]1 Sudo is ok!?

[Dec 12 17:35:37 NSS Zscaler: Update [1693]1 No migration of sc.conf required
[Finished installation?

[zsroot@NSS ~1$

Finally, run the command sudo nss start to start the NSS service. You can enable automatic start
on reboot with the command sudo nss-enable-autostart.

$ sudo nss start

: allocated ZSCOMM Bxffffff8088df8808 of 1246976 bytes
: started for 1882: err=8, cur=1

SS service running with pid 1882

[zsroot@NSS ~1$

Your NSS VM should now be configured and connected to the Zscaler cloud. You can verify your
configuration with the command sudo nss troubleshoot netstat|grep tcp.

[zsroot@NSS ~1$ sudo nss troubleshoot netstatigrep tcp

/+SHARED MEMORY REY 17 (/sc/)

cp aC 8%) 133C 8%) 18.8.8.19.3324 184.129.193.181.9422
ESTABLISHED
[zsroot@NSS ~1$




Creating a NSS Feed — Splunk Enterprise
For information on downloading and installing Splunk Enterprise, see Appendix Ill.

1. Login to the Zscaler Cloud Portal using your Admin credential.

LOGIN ID PASSWORD

5> zscaler e ) G [ oo |

Remember my Login ID @ English (US) ~

2. Hover over Administration and click Nanolog Streaming Service.

¢§ Administration

3. Click NSS Feeds.

NSS SERVERS NSS FEEDS

OAdNsSSener O DeployNSSViL.. & Download B EEr
No.  Server Name v Type Status SSL Certificate E
1 NSS-1 NSS for Web Enabled D | I

4. On the NSS Feeds page, click Add NSS Feed.

NSS SERVERS NSS FEEDS

Log Filter Feed Output Format Feed Attributes

5. Enter a Feed Name, the SIEM IP Address and a SIEM TCP Port. Select Splunk CIM from the Feed
Output Type dropdown and your NSS Server from the NSS Server dropdown. The SIEM IP
address is the local IP address that the NSS Virtual Appliance will use to communicate with the
SIEM server, the SIEM TCP port is a port you have selected to use to communicate Zscaler logs
to the SIEM, we will configure this in Splunk later. Click Save.



NSS Feed

Feed Name NSS Type
(o |

NSS Server Status

I NSS-1 - I

SIEM IP Address SIEM TCP Port
[ o | [ 35000 |
Log Type

© Web Log

Feed Output Type Feed Escape Character

M |

Feed Output Format

}-%02a{mMtn}-%02d{dd} ¥@2a{hn}:%02d{mm} %¥22d{ss}\treason=¥s{reason}\tevent_id=%d{recordid}\tprotocol=%s{proto}\taction=¥s{action}\ttran
onsize=¥d{totalsize}\tresponsesize=¥g{respsize}\trequestsize=3d{regsize}\turlcategory=¥s{urlcat}\tserverip=8s{sip}\tclianttranstime
=%d{ctime}\trequestmethod=%s{regmethod}\trefererURL=%s{ereferer Jituseragent=%s{ual\tproduct=Nss\tlocation=%s{location}\tClient IP=%s{cip}\ts
tatus=¥s{respcode}\tuser=¥s{login}\turl=%s{eurl}\tvendor=Zscaler\thostname=¥s{ehost}\tclientpublicIP=%s{cintip}\tthreatcategory=%s{malwarec
at}\tthreatname=%s{threatname}\tfiletype=%s{filetype} \tappname=%s{appname}\tpagerisk=%d{riskscore}\tdepartment=¥s{dept}\turlsupercategory
=%s{urlsupercat}\tappclass=¥s{appclass}\tdlpengine=%s{dlpeng}\turlclass=%s{urlclass}\tthreatclass=%s{malwareclass}\tdlpdictionaries
=%s{dlpdict}\tfileclass=¥s{fileclass}\tbwthrottle=¥s{bwthrottle}\tservertranstine=Hd{stine}\n -

User Obfuscation Timezone
°

Duplicate Logs

aT -

‘ Disabled -

Save Cancel

6. Activate your changes.

7. Switch back to the Splunk console, either on the desktop of your VM or in your web browser and
click the Cog next to Apps.

Explore Splunk

8. Click Install app from file.



9. Click Choose File and browse to the Zscaler Splunk app file. For information on downloading, see
Appendix Il. Click Upload.

Upload an app

y a .spl or tar.gz app file to install, you can upload it using this form

Splunk CLI. =

You can replace

@®

File
Choose File | zscaler-app...1308301.1gz

Upgrade app. Checking this will overwrite the app if it already exists

Cancel Upload

10. The Zscaler App is now installed and will show in the App list.

Name + Folder name + Version 3 Update 3 Visible 3 Sharing *
checking
SplunkForwarder SplunkForwarder Yes No App | Permissions
SplunkLightForwarder SplunkLightForwarder Yes No App | Permissions
Zscaler App for Splunk ZscalerAppForSplunk 4.1M- Yes Yes App | Permissions
201308301

11. At the top right, click Settings and then Data inputs.

Fo
ndexes

Add Data Report

Monitoring Console

r manag

uted search

12. Click Add new next to TCP under the Local inputs section.

Local inputs

Set up data inputs from files and directories, network ports, and scripted inputs. If you want to set up forwarding and receiving between two Splunk instances, go to Forwarding and receiving

Type Inputs Actions
Local event log collection - Edit
Collect event logs from this machine.

Remote event log collections 1 Add new
Collect event logs from remote hosts. Note: this uses WMI and requires a domain account

Files & directories 6

Index a local file or monitor an entire directory.

Local performance monitoring o Add new
Collect performance data from local machine.

Remote performance monitoring o Add new
Collect performance and event information from remote hosts. Requires domain credentials.

HTTP Event Collector [} Add new
Receive data over HTTP or HTTPS.

TCcP 0
Listen on a TCP port for incoming dta, e.g. syslog
UDP 0 Add new

Listen on a UDP port for incoming data, e.g. syslog



13. Enter the port you used when you created your NSS feed and click Next.

Add Data —@ | Next>

Select Source Input Settings Review Done

Local Event Logs

ollect event log

Configure this instance to listen on any TCP or UDP port to capture data sent over the network (such as syslog).
Learn More [2

Remote Event Logs

c e th TCP uoP
Port” | 15000
Example: 514
Source name override’
Only accept connection from ?
TCP/UDP 2 ad plunk.com, plunk.c
Config

14. Select Uncategorized > zscalerweblogs for Source Type, Zscaler App For Splunk for app context
and zscalerlogs_index for Index. Click Review.

AddData ————® <

Input Settings Review Done

Input Settings

Optionally set additional input parameters for this data input as follows:

Source type

The source type is one of the default fields that Splunk assigns to all
incoming data. It tells Splunk what kind of data you've got, so that Splunk Select New
can format the data intelligently during indexing. And it's a way to

categorize your data, so that you can search it easily.
zscalerweblogs v

App context

Application contexts are folders within a Splunk instance that contain

configurations for a specific use case or domain of data. App contexts App Context
improve manageability of input and source type definitions. Splunk loads

all app contexts based on precedence rules. Learn More (2

Host

When Splunk indexes data, each event receives a "host" value. The host

value should be the name of the machine from which the event originates Method P DNS T
The type of input you choose determines the available configuration

options. Learn More (2

Index

Splunk stores incoming data as events in the selected index. Consider

using a "sandbox" index as a destination if you have problems determining Index
a source type for your data. A sandbox index lets you troubleshoot your

configuration without impacting production indexes. You can always

change this setting later. Learn More (2

Create a new index

15. Review your settings and click Submit.

AddData ——— ® g

e ngs Review Done
Review
Input Type TCP Port

Port Number 15000

Source name override N/A
Restrict to Host N/A
Source Type zscalerweblogs
App Context ZscalerAppForSplunk
Host (DNS entry of the remote server)

Index zscalerlogs_index



16. Your TCP data input has been created successfully. You can click Start Searching or return to the
home screen and click the Zscaler App to see your data.

< TCPinput has been created successfully.

Configure your inputs by going to Settings > Data Inputs

Start Sea g Search your data now or see examples and tutorials. (2

Extract Fields Create search-time field extractions. Learn more about fields. (2
Add More Data Add more data inputs now or see examples and tutorials. [2
Download Apps Apps help you do more with your data. Learn more. [2

Build Dashboards Visualize your searches. Learn more. [2

17. Assuming you have traffic flowing through Zscaler, you should see events when you search. You
can use Splunk to build a dashboard to display this information graphically.

Search @ Smart Mode -

(sesterevios

+ 39 matching events illa

[FHide & Zoom out

Linearscale = 1bar=1second

10 10
s 6
- mm o= - - - - - - L] - m mm o B

1z Pm 13730 13800 PM 13830 PM 11:39.00PM

Tue Dec 12

2017
[ Hide 39 events over al time

B= Geoon Fopons prev - 2 3 4 nets 10perpage~
3 selected fields Edt
@ host 2017-12-12 23:39:08  reason=Allowed event_id-6498809261949794305  protocolsSSL  action=Allowed transactionsizes5329
p— responsesize=4719 requestsize=610 urlcategory=Internet Services serverips172.217.13.78 clienttranstine=10767
requestmethod=CONNECT  refererURL=None useragen

a sourcetype (1) Warrior ClientIP=73.206.190.92 status=200

50 interesting fields.

appname=Google Play  pagerisk=0 b
a action (1 osd S

buthrottlesN0 s
a app (1 hosi=1000.19+ | sou
a appciass (5

stine=10767
calerweblogs - | source-

@ apprame 5 =) 22 2017-12-12 23:39:05  reason-Allowed event_id=6495809273359859713  protocol=SSL  action=Allosed transaction:
= 11:39.06.000 P11 B ur. y=Internet Services serverip=52.218.200.184 clienttr
a buthrotte (1 requestmethod=CONNECT  refererURL=None useragent=Hacintosh Version 10.13.1 (Build 1781003) Ztunnel/1.8 product=Nss
# byton 2} Warrior ClientIP=73.206.190.92 status=200 s ia.. ur: = 1443
—zscal, 2 .206.190.92 =Clean Transaction
# bytes_in (24) filetypeslione pagerisk=0 0 Department urlsup gory=
p— Comunication  appclass=Consuner Apps ngis iness Use =Clean Transaction clpdictionaries=hione

8
a category (5) hosi=100019+ | s

calerweblogs - | source=tcp 15000+

Server IP Locations - Past 24 Hours Transactions - Past 24 Hours
= 10,000
= I
8,000
©
6,000
3
= — total
4,000
2,000
date_hour
Top Users - Past 7 Days Top URL Categories - Past 7 Days Suspicious/Spyware - Past 30 Days
Home...her url count percent
Home...ther File host ssp.adriver.ru:443 183 53352770
roxa...com Television/Movies Miscell_Unknown  sspadriver.ru 51 14868805
test..com oo
7. ¢ mc.yandex.ru 34 9912536
g Home.est Online Shopping
Home...nel . xfidelity-media.com:443 15 4373178
€.t Social Networking
ehacom carch bs-metadsp. yandex.ru 15 4373178
1
Sz com Professi...ervices Internet Services  webtracking-v01.bpmonline.com 10 2915452
evin....com
o 25,000 50,000 75,000 Corperat. rieting me.yandex.ru:443 8 2332362

count ad mail ru:443 6 1.749271



Virtual ZEN (VZEN)

Open a support ticket to request a VZEN for internal user. Be sure to specify if you want Small, Medium
or Large.



Zscaler Private Access (ZPA)



Appendix | - Hardware

The Ubiquiti EdgeRouter-X is a cost effective solution for creating GRE/IPSEC tunnels to the Zscaler
cloud.

https://www.amazon.com/Ubiquiti-Networks-ER-X-

Router/dp/B0144R449W/ref=sr 1 1?ie=UTF8&qid=1513003584&sr=8-18&keywords=ubiquiti+ER x

In order to leverage features like NSS, ZPA, VZEN, etc, it is ideal to have you own ESXi host server in
order to run the necessary virtual machines. While ESXi can be difficult to use on non-approved
hardware, HP Z420 is approved and affordable. You can pick up one with 32-64GB of RAM and an eight-
core Xeon for around $400. | added a 1TB SSD to mine to speed things up.

https://www.ebay.com/sch/i.htm|? from=R40& trksid=p2380057.m570.11313.TR12.TRC2.A0.HO.XHP+Z
420.TRS0& nkw=HP+7420& sacat=0




Appendix Il — Software
ESXi

https://my.vmware.com/en/web/vmware/evalcenter?p=free-esxi6

Splunk Enterprise

https://www.splunk.com/en us/download/splunk-enterprise.html

Zscaler App for Splunk (A New Version is in Development)

https://splunkbase.splunk.com/app/1580/

Okta Developer

https://developer.okta.com/signup/

Rufus

https://rufus.akeo.ie/

Putty

http://www.putty.org/

WinSCP
https://winscp.net/eng/download.php

CyberDuck

https://cyberduck.io/?l=en




Appendix Il — Additional Guidance

Installing VMware ESXi 6.5
1. Either burn the ESXi ISO file to a disc or make a bootable USB using Rufus.
2. Boot the USB/Disc on your compatible hardware, see list:
https://www.vmware.com/resources/compatibility/search.php

ESXi-6.5.8-4564186-standard Boot Menu

ESXi-6.5.8-4564186-standard Installer

Boot from local disk

Automatic boot in 1 second...

VMuare ESXi 6.5.0 (MKernel Release Build 4564106)
VMuare, Inc. VMuare Virtual Platforn

2 x Intel(R) Xeon(R) CPU E5-2670 v3 @ 2.30GHz
16 GiB Menory

nfs4lclient loaded successfully.

3. The installer will begin with the welcome message:

Helcome to the VMuare ESXi 6.5.8 Installation

VMuare ESXi 6.5.0 installs on nost systens but only
systens on VMuare’s Compatibility Guide are supported.

Consult the VMuare Compatibility Guide at:

http://uau.vmuare .con/resources/conpat ibility

Select the operation to perforn.




4. Press the enter key and then select the disk to install to:

Select a Disk to Install or Upgrade

* Contains a VMFS partition
# Clained by VMuare Virtual SAN (VSAN)

Storage Device Capacity

Local:
VMuare  Virtual disk (npx_.umhbal:C0:T1:L0) 1.00 TiB
Renote:

(none)

5. Choose your language:

Please select a keyboard layout

Suiss French
Suiss German
Turkish

US Duorak
Ukrainian
United Kingdon

Use the arrou keys to scroll.

6. Set aroot password:

Enter a root passuord

Root passuord:
Confirm passuord:

7. Now scanning for components will complete:



Enter a root passuord

Root passuord:
Conflirm passuord:

8. Press F11 to repartition the disk and begin installation:

Confirn Install

The installer is configured to ESXi 6.5.0 on:
mpx.unhbal:CO:T0:L0.

Harning: This disk uill be repartitioned.

9. Wait for installation to complete:

Installing ESXi 6.5.0

10. Once installation completes, press the Enter Key to reboot:



Installation Conplete
ESXi 6.5.8 has been installed successfully.
ESXi 6.5.8 uill operate in evaluation node for 60 days.

To use ESXi 6.5.0 after the evaluation period, you nust
register for a VMuare product license.

ster your server, navigate to the server’s

To adnini
hostnane or IP address fron your web brouser or use the
Direct Control User Interface.

Reboot the server to start using ESXi 6.5.0.

11. The host will reboot:

Reboot ing Server
The server uill shut doun and reboot .
The process uill take a short tine to complete.

12. Once the host reboots, the DCUI splash screen will be displayed:

VMuare ESXi 6.5.8 (VMKernel Release Build 4564106)
VMuare, Inc. VMuare Virtual Platforn

2 x Intel(R) Xeon(R) CPU E5-2678 v3 @ 2.38GHz
16 GiB Menory

Dounload tools to manage this host from:

http://8.8.8.
http://[feD: :250:56fF :febB:4e691/ (STATIC)

<F2> Custonize Systen/Vieu Logs <F12> Shut Doun/Restart

13. Press the F2 Key to customize system settings:



Systen Custonization Configure Managenent Netuork

Configure Passuord Hostnane:
Configure Lockdoun Mode

1Py4 Address:

Conf igure Managenent Netuork

Restart Managenent Netuork 192.168.85.30

Test Managenent Netuork

Netuork Restore Options. 1Pv6 Addresses:
feBO: :250:56F :fel

Conf igure Keyboard
Troubleshoot ing Options

Vieu Systen Logs
Vieu Support Infornation

Reset Systen Conf iguration

<Esc> Log Out
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14. Once networking has been configured, you can navigate to the ESXi web console and begin to
create Virtual Machines or configure additional settings.



Creating a Windows Server 2012R2 Virtual Machine
1. From the ESXi Web Console, click Create / Register VM:

() GetvCenter Server | 51 Create/Register VM | (I3 Shutdown [B Reboot | (@ Refresh | £ Actions

2. On the select creation type screen select Create a new virtual machine and click Next.
31 New virtual machine

B4 1 Select creation type

2 Select a name and guest OS.

Select creation type

How would you like to create a Virtual Machine?
3 Select storage

4 Customize settings

This option guides you through creating a new virtual
machine. You will be able to customize processors, memory,
network connections, and storage. You will need to install a
guest operating system after creation.

Create a new virtual machine

5 Ready to complete

Deploy a virtual machine from an OVF or OVA file

Register an existing virtual machine

Back Next Finish Cancel |
- |

3. Enter a name for your Virtual Machine, select Windows and Microsoft Windows Server 2012
from the appropriate dropdown boxes:

3 New virtual machine - Windows Server 2012R2 (ESXi 6.5 virtual machine)

v 1 Select creation type

2 Select a name and guest OS

3 Select storage

Select a name and guest OS

Specify a unique name and OS

4 Customize settings Name

5 Ready to complete

[ windows server 2012R2

Virtual machine names can contain up to 80 characters and they must be unique within each ESXi instance.

Identifying the guest operating system here allows the wizard to provide the appropriate defaults for the operating system

installation

Compatibility ESXi 6.5 virtual machine v
Guest OS family Windows v
Guest OS version Microsoft Windows Server 2012 (64-bit) v

Back Next Finish

Cancel
|

4. Select a storage location from your configured datastores and click Next.




#31 New virtual machine - Windows Server 2012R2 (ESXi 6.5 virtual machine)

¥ 1 Select creation type Select storage
R4 2 Select a name and guest
R4 3 Select storage

Select the datastore in which to store the configuration and disk files.

4 Customize settings The following datastores are accessible from the destination resource that you selected. Select the destination datastore for the
5 Ready to complete virtual machine configuration files and all of the virtual disks.
Name v Capacty v Free  ~ Type  ~ Thinpro..v Access ~
datastore1 4815GB 22331GB VMFS5 Supported Single
IS0 54278 22678 NFS Supported Single
2items

5. Customize hardware settings or leave defaults and click Next. Please note that CD/DVD Drive
can be set to host device if you have a physical 2012R2 installation disk in the host machine’s

optical drive or you can select an appropriate ISO datastore if you have configured one.

31 New virtual machine - Windows Server 2012R2 (ESXi 6.5 virtual machine)

¥ 1 Select creation type Customize settings
v 2 Select a name and guest OS
R4 3 Select storage

Configure the virtual machine hardware and virtual machine additional options

R4 4 Customize settings

3/Ready to complete 3 Add hard disk Bl Add network adapter (& Add other device

» [ crPu
» @& Memory

» 3 Hard disk 1

> 'SCSI Controller 0 LS! Logic SAS v

SATA Controller 0

USB controller 1 USB 2.0 v
» BN Network Adapter 1 VM Network v | ¥ Connect
» {5 CD/DVD Drive 1 Datastore 1SO file v @ Connect

> @ Video Card Specify custom settings v

Finish

[ eax ]
6. Verify all options and click Finish to create the VM.

¥ New virtual machine - Windows Server 2012R2 (ESXi 6.5 virtual machine)
¥ 1 Select creation type Ready to complete
¥ 2 Selecta name and guest 0S Review your settings selection before finishing the wizard
v 3 Select storage
¥ 4 Customize settings
" Name Windows Server 2012R2
Datastore datastore1
Guest OS name Microsoft Windows Server 2012 (64-bit)
Compatibility ESXi 6.5 virtual machine
VCPUs 1
Memory 4096 MB
Network adapters 1
Network adapter 1 network VM Network
Network adapter 1 type E1000e
IDE controller 0 IDEO
IDE controller 1 IDE 1
SCsi controller 0 LSI Logic SAS
SATA controller 0 New SATA controller
Hard disk 1
Capacity 40GB
Datastore [datastore1] Windows Server 2012R2/
Back Next Finish
4




7. The VM will be created, power it on to begin installing Server 2012R2:

Windows Server 2012R2

Guest 0S Microsoft Windows S 0 MHz a
Compativility

Viware Tools No

CPUs 1

Memory 468

8. On the Setup screen click Next and then Install Now.

— Windows Setup
‘Windows Setup

B Windows Server2012R2 Windows Server2012 R2

Language to install: [ERGEIURREAStates) =

Install now

Time and currency format: (SR I <

Enter your language and other preferences and click “Next" to continue.

Corporation. Al i

Repair your computer

soft Corporation. Al rights res

9. Wait for setup to initialize, select “Windows Server 2012 Standard (Server with GUI)” and click
Next.

() € Windows Setup [

Select the operating system you want to install

Operating system Architecture | Date modified
Windows Server 2012 R2 Standard (Server Core Installation)  x64

11/14/201

3
3

Windows Server 2012 R2 Datacenter (Server Core Installation)

Windows Server 2012 R2 Datacenter (Server with a GUI) x64

11/14/2013

Description:
This option is useful when a GU! is required—for example, to provide backward compatibility for an
application that cannot be run on a Server Core installation. All server roles and features are

supported. You can switch to a different installation option later. See "Windows Server Installation
Options."

10. Read and respond to the license agreement, then click Next.

@ o Windows Setup [0

License terms

Your use of this software is subject to the terms and conditions of the license
agreement by which you acquired this software. If you are a volume license
customer, use of this software is subject to your volume license agreement. You
may not use this software if you have not validly acquired a license for the
software from Microsoft or its licensed distributors.

EULAID:WSB_R8_1_ED_SRVSTD_V_en-us

[ i accept the license terms

[ e ]

11. Select “Custom: Install Windows only (advanced)”



,(j[}v' [S5e=)
@ & Windows Setup
Which type of installation do you want?
Upgrade: Install Windows and keep files, settings, and applications
e ttings, and applications are moved to Windows with this option. This option is only
available when a supported version of Windows is already running on the computer.
: Install Windows only (advanced)
ren't moved to Windows with this option. If
start the computer using the installation
recommend backing up your files before you continue.
Help me decide
12. Click Next on the installation target page:
=]
@ oG Windows Setup
Where do you want to install Windows?
Name Totalsize| Free space| Type
7 Drive0 Unallocated Space 40068 40068
9 Refresh 7< Delete & Format New
€ Load driver :j: Extend
Next
13. Wait for installation to complete:
) Windows Setup
Installing Windows
Your computer will restart several times. This might take a while.
J/ Copying Windows files
Getting files ready for installation (0%)
Installing features
Installing updates
Finishing up

14. When setup is complete, the VM will reboot and prompt you to create a password for the built-
in administrator account. Enter a password and click Finish.



Settings

Type a password for the built-in administrator account that you can use to sign in to this computer.
User name

Password

Reenter password

15. Select actions at the top right of the virtual console and hover over Guest OS > Send Keys and
click Ctrl-Alt-Del.

Press Ctrl+Alt+Delete to sign in.

207

Monday, December 11

o

16. Type in your password and press the Enter key.

Administrator

17. You have successfully created a Server 2012R2 Virtual Machine. Please name the machine,
configure networking and apply a license key before proceeding. Also, don’t forget to install the
VMware tools from the Actions > Guest OS Menu.



[B windows Server 2012R2

Server Manager * Dashboard Manage

Dashboard WELCOME TO SERVER MANAGER

@ & O =5 £ Actions €

Tools

View

Help

i Local Server

li Al Servers . .

i Fil and Storage Servces b n Configure this local server
QUICK START

2 Add roles and features

3 Add other servers to manage

4 Create a server group

Hide

ROLES AND SERVER GROUPS
Roles: 1 | Servergroups: 1 | Servers total: 1
iy File and Storage 1 § Local Server 1
Services
@ Manageability @ Manageability
Events Events
Performance Services R‘
BPA results Performance
BPA results




Installing Active Directory Domain Services

1. Select Add roles and features from the server manager dashboard.
'WELCOME TO SERVER MANAGER

a Configure this local server

QUICK START

2 Add roles and features
3 Add other servers to manage

4 Create a server group

Hide
2. Click Next on the before you begin page.
f . DESTINATION SERVER
Before you begin WIN-VazsCRIATF
This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the puting needs of your ization, such as sharing documents, or
In{3llation Type hosting a website.

Se| Select installation type

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the i isites have been close the wizard,

p
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default

[ <Previous | [ Next> | [ nstall | [ Cancel |

3. Click Next on the select installation type page.

. . DESTINATION SERVER
Select installation type WIN vassczeTe
Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VHD).

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

O Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

<Previous | [ Next> | [ mstal | [ cancel




4. Click Next on the select destination server page.
o AdRdeadewewzd  [=[oE

Select destination server DESTINATION SERVER

WIN-VBESCRI247F

Before You Begin Select a server or a virtual hard disk on which to install roles and features.
Installatiot*Type @) Select a server from the server pool
O Select a virtual hard disk
Server Roles Server Pool
Features
Filter: |
Name 1P Address Operating System

WIN-VBEBCRI247F 8 Microsoft lows Server 2012

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

[<Previous | [ Next> | [ instal | [ Cancel |

5. On the select server roles page, check the box next to Active Directory Domain Services. Click
Next.

DESTINATION SERVER
Select server roles WIN-VazsCR2eTF
Before You Begin Select one or more roles to install on the selected server.
Installation Type Roles Description
Server Selection ~ N ~ Active Directory Domain Services
[ Active Directory Certificate Services | (AD DS) stores information about
abjects on the network and makes
Features [ Active Directory Federation Services this information available to users
ADDS [ Active Directory Lightweight Directory Services e eor ad et A
e 5 A uses domain controllers to give
Confirmation [ Active Directory Rights Management Services network users access to permitted
[ Application Server - resources anywhere on the network
[ DHCP Server through a single logon process.
[] DNS Server
[ Fax Server
b [H] File and Storage Services (1 of 12 installed)
[ Hyper-v
[ Network Policy and Access Services B
[ Print and Document Services
[J Remote Access
[] Remote Desktop Services
v
[[<Previous | [ Net> | [ nstal | [ Cancel

6. On the select features page, click Next.

Se | ect featu res DESTINATION SERVER

WIN-VBEBCRI247F

Before You Begin Select one or more features to install on the selected server.
Installation Type Features Description
Server Selection i
PR NE T Framework 3.5 Features | Ol EoeEi i
Server Roles - power of the .NET Framework 2.0
b [H] .NET Framework 4.5 Features (2 of 7 installed) APl with new technologies for
b [ Background Intelligent Transfer Service (8ITS) ||  building applications that offer
AD DS [] Bittocker Drive Encryption appealing user interfaces, protect
i | your customers’ personal identity
Confirmation [ BitLocker Network Unlock information, enable seamless and
[] BranchCache secure communication, and provide
[ Client for NFS the ability to model a range of
o business processes.
[J Data Center Bridging
[ Direct Play
[ Enhanced Storage
[ Failover Clustering
Group Policy Management
[] 1IS Hostable Web Core
[ Ink and Handwriting Services .
— . I, v
<] " HE

<Previous | [ Net> | | nstall | [ Cancel




7. Click Next on the AD DS Page.
T e R S

Active Directory Domain Services DESTINATION SERVER

WIN-VBEBCRI24TF

Before You Begin Active Directory Domain Services (AD DS) stores information about users, computers, and other devices
on the network. AD DS helps administrators securely manage this information and facilitates resource

sharing and collaboration between users. AD DS is also required for directory-enabled applications

Server Selection such as Microsoft Exchange Server and for other Windows Server technologies such as Group Policy.

Installation Type

Server Roles Things to note:
Features

* To help ensure that users can still log on to the network in the case of a server outage, install a
minimum of two domain controllers for a domain.

Confirmation * AD DS requires a DNS server to be installed on the network. If you do not have a DNS server
installed, you will be prompted to install the DNS Server role on this machine.
* Installing AD DS will also install the DFS DFS ion, and File ion services
which are required by AD DS.
[[<Pprevious | [ Next> | | instal | [ Cancel

8. Review the confirmation page and click Install.

Confirm installation selections O N ABEBCRF

WIN-VBEBCRI24TF

Before You Begin To install the following roles, role services, or features on selected server, click Install.
Installation Type [] Restart the destination server automatically if required
Server Selection Optional features (such as administration tools) might be displayed on this page because they have
: been selected automatically. If you do not want to install these optional features, click Previous to clear
SRS their check boxes.
Features
AD DS Active Directory Domain Services

Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

Export configuration settings
Specify an alternate source path

[<Previous | | Next> | [ mstal | [ Cancel

9. When installation is complete, click Close.

Installation prog ress DESTINATION SERVER

'WIN-VBEBCRI247F
View installation progress

© Feature installation

C ion required. on WIN-VBEBCRI247F.

Active Directory Domain Services
Additional steps are required to make this machine a domain controller.
Promote this server to a domain controller
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
/AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or open this

page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

<Previous | [ Net> | [ Close | [ Cancel




10. In the Server Manager window, click the Notifications Icon and the click Promote this server to
a domain controller.

v @ | FA Manage  Tools View Help

|, Post-deployment Configuration
[ ]

Configuration required for Active Directory Domain
Services at WIN-VBEBCRJ247F

Promote this server to a domain controller

o Feature installation
1 —

Configuration required. Installation succeeded on
WIN-VBEBCRJ247F.

Add Roles and Features

Task Details

11. On the deployment configuration page, select Add a new forest and type in a root domain name
and click Next.

& I\ Active Directory Domain Services Configuration Wizard [= o
- . TARGET SERVER
Deployment Configuration WIN-VBEBCRI247F

Deployment Configuration

omain Controller Options

Select the deployment operation

i O Add a domain controller to an existing domain
Addiional Options O Add a new domain to an existing forest

Paths ® Add a new forest

Options
Specify the domain information for this operation

Prereq
Root domain name: zslab.local

More about deployment configurations

12. Type in a DSRM Password and click Next.

= Active Directory Domain Services Configuration Wizard |;|i-
. . TARGET SERVER
Domain Controller Options WIN-VBEBCRI247F

Deployment Configuration

Select functional level of the new forest and root domain
Domain Controller Options
DNS Options Forest functional level: Windows Server 2012 R2 !

T Domain functional level: Windows Server 2012 R2 [+]

Specify domain controller capabilities

Domain Name System (DNS) server
= .

Type the Directory Services Restore Mode (DSRM) password
Password: [

Confirm password: eesssecend

More about domain controller options

< Pre

= et | [ Ganea




13. Click Next on the DNS Options page.

DNS Options WIN-VBEBCRI247F

TARGET SERVER

I A\ Adelegation for this DNS server cannot be created because the authoritative parent zone cannot be found... Show more x

Deployment Configuration
pioy 9 Specify DNS delegation options

Domain Controller Options

[ Create DNS delegation

Additional Options
Paths

Review Options
Prereguisites Check

More about DNS delegation

[<Previous | [ Net> | | install

| [ cancel

14. Click Next on the Additional Options page.

Additional Options

Deployment Configuration B B . g
Verify the NetBIOS name assigned to the domain and change it if necessary

Domain Controller Options
DNS Options

The NetBIOS domain name: ZsLAB

Paths
Review Options
Prereguisitas Chack

More about additional options

TARGET SERVER
WIN-VBEBCRJ247F

[<previous | [ Net> | [ instal

o

15. Click Next on the Paths page.

Paths

Deployment Configuration B B
Specify the location of the AD DS database, log files, and SYSVOL

Domain Controller Options

DNS Options Database folder: CAWindows\NTDS
Additional Options Log files folder: CAWindows\NTDS
SYSVOL folder: C:\Windows\SYSVOL
Review Options
Prerequisites Check
More about Active Directory paths

TARGET SERVER
WIN-VBEBCRJ247F

EIEIE

<Pr=vious|| Next > | ‘ Instal

i | [ cancel




16.

Review your selections and click Next.

=

I=m

Active Directory Domain Services Configuration Wizard

Review Options

De;

ployment Configuration

Domain Controller Options

DNS Options

TARGET SERVER
WIN-VBEBCRJ247F

Review your selections:

Configure this server as the first Active Directory domain controller in a new forest.

Additional Options

The NetBIOS name of the domain: ZSLAB

The new domain name is "zslab.local". This is also the name of the new forest. ‘
Forest Functional Level: Windows Server 2012 R2 ‘

Domain Functional Level: Windows Server 2012 R2
Additional Options:

Global catalog: Yes

DNS Server: Yes

Create DNS Delegation: No

These settings can be exported to a Windows PowerShell script to automate
additional installations

More about installation options

nstall

17. Wait for the Prerequisite Check to complete and click Instal
[=[= |

TARGET SERVER
WIN-VBEBCRJ247F

=

3

Active Directory Domain Services Configuration Wizard

Prerequisites Check

[[@ Al prerequisite checks passed successfully. Click Install to begin installation. Showmore X

t Configuration
- Prerequisites need to be validated before Active Directory Domain Services is installed on this
Domain Controller Options|  computer

DNS Options Rerun prerequisites check
Additional Options

A View results

Paths

Windows Server 2012 R2 domain controllers have a default for the security setting
named "Allow cryptography algorithms compatible with Windows NT 40" that prevents
weaker ¢ ithms when ishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (httpy/
go.microsoft.com/fwlink/?Linkld=104751).

This computer has at least one physical network adapter that does not have static IP
address(es) assigned to its IP Properties. If both IPv4 and IPv6 are enabled for a network
adapter, both IPv4 and IPv6 static IP addresses should be assigned to both IPv4 and
1Pv6 Properties of the physical network adapter. Such static IP address(es) assignment
should be done to all the physical network adapters for reliable Domain Name System

. If you click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

18. The VM will automatically restart. Select Actions > Guest OS > Send Keys > Ctrl-Alt-Del. Enter the
administrator password to login.

19. You have successfully installed AD DS and promoted your VM to domain controller. Select Active
Directory Users & Computers from the Tools menu to create test users and groups.

Server Manager * Dashboard o Pommge  Took  view hep
Dashboard 'WELCOME TO SERVER MANAGER
Local Server
W& Al Servers
0 Configure this local server
AD DS
£ DNs QUICK START
R File and Storage Services b 2
3
WHAT'S NEW ~
4 Create a server group
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles:3 | Servergroups: 1 | Serverstotak 1
AD DS 1 2 DNS 1

Manageability @ Manageability

Events Events
Services Services
Performance Performance
BPA results BPA results



Installing Splunk Enterprise
1. Download the Splunk Enterprise installer, see Appendix Il for more information.

2. From your desired virtual machine, launch the Splunk Installer, read and respond to the license

agreement and click Install.

Splunk Enterprise Installer HE“

splunk>enterprise

View License Agreement

["] Check this box to accept the License Agreement

Default Installation Options
- Install Splunk Enterprise in C:\Program Files\Splunk
- Run Splunk Enterprise as Local System account

- Create Start Menu Shortcut

Cancel Customize Options

3. Wait for Splunk installation to complete and click Finish.

i Splunk Enterprise Setup ILIJ

Splunk Enterprise was succesfully installed.

Launch browser with Splunk Enterprise

4. Splunk is now installed and will launch in the browser. Login and select the free license option.

Splunk is now ready to use.

Apps & Explore Splunk

Search & Reporting ‘:li‘

erd deta to Splunk
y extract fields.

Close



