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Workshop Goals

The objective of this workshop is to help you understand Prisma Access, its use cases and get yourselves
familiar with how to configure Prisma Access:

e to efficiently secure mobile users’ traffic,
e to provide next-gen secure remote access to internal applications
e to secure branch offices consistently and in an operationally efficient way

Network Diagram

Workshop Topology /_\,

SSL / IPSec tunnel from Endpoint
— IPSec tunnel from HQ and Branch
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192.168.101.0/24 _|_| .. 192.168.2.0/24

Branch-1 192.168.102.0/24

Each attendee gets a completely separate environment that would be used to simulate a branch office.

The environment includes:

e NGFW-Branch: PA VM-Series firewall (this could have been any routing device capable of setting
IPSec tunnel using standard IKE / IPSec)

e win7-subnetl: Windows VM in Subnet 1

e win7-subnet2: Windows VM in Subnet 2

e win7-mobile: Windows VM (that simulates a remote mobile user)

e Panorama: Read-only access to Panorama.
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How to access your environment

e Login credentials for NGFW-Branch
o Username / Password: admin / Ignite19

e Login credentials for win7-subnet1, win7-subnet2, win7-mobile & Panorama:
o Username / Password: student / Ignitel9

e Login Credentials for GlobalProtect:
o Username: employee[ID] (where ID is your student-id / seat number)
o Password: Ignitel9

Activity 0 - Log in to the Workshop Portal

In this activity, you will:

e Logintothe Hands-On Workshop from your laptop

e Test connectivity
Step 1: First, make sure your laptop is installed with a modern browser that supports HTML5. We
recommend using the latest version of Firefox, Chrome or Internet Explorer.

Step 2: Go to class URL. The instructor will provide you with the class URL and login credentials.

Palo Alto Networks

Palo Alto Networks

Class Login

Please login to proceed.

Class ID

Class
Secret Key

Step 3: Enter your assigned Class ID and Class Secret Key.
Step 4: Click Verify to start your lab environment.

Step 5: Fill the Class Login form and click Submit
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Palo Alto Networks

Palo Alto Networks

Class Login

Please login to proceed.

Email [

First Name
Last Name
Company
Job Title

Password

U1 would like to speak to a specialist.
Send me updates on threat research, news, and events.

By submitting this form, you agree to our Terms of Use and acknowledge our
Privacy Statement.

Submit

Step 6: Click Access Application

Palo Alto Networks.

Step 7: You should see 5 VMs in the next screen.

NGFW-Branch and Panorama GUI can be accessed using their mgmt. link. win7-mobile, win7-subnetl
and win7-subnet2 can be accessed via their corresponding Console link.

win7-mobile win7-subnetl win7-subnet2 NGFW-Branch

SERVICE SERVIC
No services No services No services mgmt

CONSOLE CONSOLE CONSOLE CONSOLE
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Activity 1 - Configure On-Premise Network

These are pre-requisite steps necessary to get your environment ready for the workshop. These are

specific to your personal workshop environment and not related to Prisma Access.

1. Change the IPv4 interface addresses for ethernet1l/2 and ethernet1/4
Login to VM-Series firewall web console (Credentials: admin / Ignite19)

i.
Step 1: Click on the mgmt link for the NGFW-Branch virtual machine.

NGFW-Branch

Accept any self-signed certificate prompt that you may get.

Step 2: You are now on the NGFW login page.

#2 paloalto

NETWORKS®

Username | | -]

Password 2

Log in with the following:
Name: admin

Password: Ignite19
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paloalto

Dashboard ACC Monitor Policies Objects  Network Device & Commit &8 @ Config~ Q Search
RS 3 coumns |~ -2 NERY Last updated: 08:11:59
General Information 5 x | Logged In Admins 5 x || Config Logs 5 X
vice Name  NGFW Admin From Client Session Start  Idle For Wo data aailable.

1030.11.1 admin Censcle Ccu
255.255.255.0 panorama 10.30.11.5 Panorar na Locks =X
10.30.11.254 admin 12.247.216.126 web Mo locks found
File Name Name Time
2c:c2:60:4d:63:f4 | e— T —
PA-UM
rial # 015300000648

hi 63060000FDFBBBOT

)i 564D4267-618C-CD0A-FA33-8586359)

e VM-100
8.0.0
0.0.0

666-3868 (02/25/17)
666-3868 (02/25/17)
2169-2656 (03/01/17) mitfrom1.tar
118008-120286 (03/01/17)
20170307.4018%

led Mar 8 08:12:00 2017
Uptime 0 days, 0:24:50 System Logs = x

System Resources = X a Web from 12.247.216.126 using

Management CPU 10% [ ) admin. From: 12,247.216.126.

sion 2017030740163
Session Count 7/ 256000

CLOUD ELECTION: 50200 urlcloud.paloaltonetwiorks.com IP:

b. Navigate to Network > Interfaces > Ethernet Page. You will see that all 4 interfaces are
down:

Interface Interface Type Management Profile Link State  IP Address Virtual Router
() ethemet1/1 Layer3 172.16.1.1/24 default
(&l ethemet1/2 | Layer3 Ping 192.168.99.1/24  default

&= ethernet1/3 Layer3 172.16.2.1/24 default

BEE B

&= ethemnetl/4 Layer3 Ping
c. Click ethernet1/2
i. Click IPv4
ii. Update the IP address from 192.168.99.1/24 to 192.168.X.1/24
X is your student-ID.
For example, if your student-ID is 1 then set it to 192.168.1.1/24
And if your student-ID is 25 then set it to 192.168.25.1/24
iii. Click Advanced tab
iv. Change the Link State to UP
d. Click ethernetl/4
i. Click IPv4
ii. Update the IP address from 192.168.199.1/24 to 192.168.Y.1/24
Y is your student-ID+100.
For example, if your student-ID is 1 then set it to 192.168.101.1/24
And if your student-ID is 25 then set it to 192.168.125.1/24
iii. Click Advanced tab
iv. Change the Link State to UP

192.168.199.1/24 | default
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For example, for student 55, after the change it would look like this:

Camraes

4

Interface Interface Type Er::%?g"' Link State  IP Address

&= ethemet1/1  Layer3 172.16.1.1/24
===l ethernet1/2 | Layer3 Fing 192.168.55.1/24
&= ethernet1/3 | Layer3 172.16.2.1/24
&= ethemetl/4 | Layer3 Ping 192.168.155.1/24

e. Set Link State of interfaces ethernet 1/1 and ethernet 1/3 to UP
i. Click ethernet1/1
ii. Click Advanced tab
iii. Change the Link State to UP
iv. Repeat this for ethernet 1/3

2. Change the IPv4 interface addresses for tunnel.1 and tunnel.2
a. Inthe VM-Series firewall, Navigate to Network > Interfaces > Tunnel page
b. Click tunnel.1
i. Click IPv4
ii. Update the IP address from 192.168.99.251/24 to 192.168.X.251/32
X is your student-ID.

For example, if your student-ID is 1 then set it to 192.168.1.251/32
And if your student-ID is 25 then set it to 192.168.25.251/32

c. Click tunnel.2
i. Click IPv4
ii. Update the IP address from 192.168.199.252/24 to 192.168.X.252/32
Xis your student-ID
For example, if your student-ID is 1 then set it to 192.168.1.252/32]

And if your student-ID is 25 then set it to 192.168.25.252/32
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For example, for student 55, after the change it would look like this:

4|

Interface Management Profile IP Address Virtual Router Security Zone
tunnel none none none
tunnel.1 192.168.55.251/32 | default trust

tunnel.2 192.168.55.252/32 ) default trust

3. Commit your changes.
4. Verify ethernet interfaces 1/1, 1/2,1/3, 1/4 are all UP

Ethernet | VLAN | Loopback | Tunnel

4|

Interface Interface Type r;'fl;:'" Link State  IP Address
—

@@ ethemnet1/1  Layer3 172.16.1.1/24

@@ ethemnet1/2 | Layer3 Ping 192.168.55.1/24

@ ethemet1/3 | Layer3 172.16.2.1/24

@ ethemet1/4 | Layer3 Ping 192.168.155.1/24
—

5. Update Branch Network Subnets
a. Set the IP address for win7-subnet 1
i. Loginto win7-subnetl (student / Ignitel9)
Step 1: Click on the CONSOLE link for the Windows virtual machine. This will

open a new window. You may need to disable pop-up blockers on your browser.

win7-subnet1

No services

CONSOLE

Step 2: You will be connected to the Windows desktop through your browser.
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f. ravello Application: student01-lgnite18-HOW-13-CredentialTheftPrevention VM: win7 Intemal IP: 192.168.10.100 @

Press CTRL + ALT + DELETE to log on:

B

Click the Ctrl Alt Del icon in the upper right-hand corner.
Step 3: Log in with the following credentials:

Username: student
Password: Ignite19

ii. Go to Control Panel > Network and Sharing Center

B=8 HoR ==
O—O [ » Control Panel » All Control Panel ltems » ~ [ 42| search Control Pane ol
Adjust your computer’s settings Viewby: Smallicons ¥
¥ Action Center 4 Administrative Tools [g AutoPlay
@ Backup and Restore & BitLocker Drive Encryption B3 Color Management
Credential Manager ;‘5‘ Date and Time G Default Programs
@ Device Manager @5 Devices and Printers B Display
@ Ease of Access Center Folder Options JA Fonts
) Getting Started 4 HomeGroup Py Indexing Options
€ Internet Options E E Location and Other Sensors
F Mouse & Network and Sharing Centgy Netification Area Icons
& Parental Controls B Personalization
& Phone and Modem 3 Power Options [ Programs and Features

iii. Click on Change adapter settings

iv. Double click Local Area Connection 3

v. Click Properties

vi. Select Internet Protocol Version 4 (TCP/IPv4)
vii. Click Properties
viii. Update the IP address and the Default Gateway.
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1. IP address: 192.168.X.100
2. Default Gateway: 192.168.X.1
Xis your student ID

3. Click OK and then close remaining windows

-

ix. For example, Student 1, after the chaqge would have

Internet Protocol Version 4 (TCP/IPvd) Properties [ % |3

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

") Obtain an IP address automatically
@ Use the following IP address:

IP address:

I 192 . 168 .

Subnet mask:

Default gateway:

Obtain DNS server address automatically
@ Use the following DNS server addresses:
Preferred DNS server: 8 .8 .8 .8

Alternate DNS server: 4 .2 .2 .2

[ validate settings upon exit

-

x. Verify you can ping the default gateway.

And if you are Student-ID is 25, then Ping 192.168.25.1

[ For example, if you are Student-ID is 1, then Ping 192.168.1.1

b. Set the IP address for win7-subnet 2
i. Loginto win7-subnet2 (student / Ignitel9)

ii. Follow the steps to change the IP address and Default Gateway.

1. IP address: 192.168.Y.100
2. Default Gateway: 192.168.Y.1
Y is your Student ID + 100

3. Click OK and then close remaining windows.

Hands-on Lab - Prisma Access




1.
=

For example, Student 1, after the change would have

Internet Protocol Version 4 (TCP/IPvd) Properties

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(") Obtain an IP address automatically

@) Use the following IP address:

IP address: I 192 . 168 . 101 . 100 I
Subnet mask: 255 . 255 . 255 . O
Default gateway: 192 ., 168 . 101 .

Obtain DNS server address automatically
@ Use the following DNS server addresses:
Preferred DNS server: 8 .8 .8 .38
Alternate DNS server: 4 .2 .2 .2

[ |validate settings upon exit Advanced...

o< J[ concel |

—»

iv. Verify you can ping the default gateway

For example, if you are Student-ID is 1, then Ping 192.168.101.1
And if you are Student-ID is 25, then Ping 192.168.125.1

Troubleshooting: If you can’t ping successfully, make sure the interfaces ethernet1/1, ethernet1/2,

ethernet1/3, ethernet1/4 in your NGFW-Branch are UP.

Hands-on Lab - Prisma Access
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Activity 2 - Secure Mobile Users Internet

Traffic

Prisma Access helps secure your mobile users internet traffic, providing a Clean Internet Pipe. Portals and

Gateways are offered across multiple regions in the Cloud. The GlobalProtect Agent on the users’ endpoint

automatically determines the best Gateway for the user, sets up a tunnel and takes the users’ traffic

through this tunnel. Security inspection for the users’ traffic happens closer to where the user is, removing

the need to back-haul users’ traffic to HQ or the Data Center (DC) for the purpose of security inspection

and threat prevention.

Internet

! Active Directory
| 192.168.200.50

Secure Mobile Users

................

Ubuntu
192.168.200.100

= SSL / IPSec tunnel from Endpoint

=— |PSec tunnel from HQ

N

1. Login to the win7-mobile VM (student / Ignite19)
2. The GlobalProtect App will be launched, and you will see this screen:

User
(Employee / Contractor)

Hands-on Lab - Prisma Access
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Sign In

Enter lagin credentials

Portal: how-gpcs-us.gpcloudservice. com

Username

Password

Cance

3. Enter the following:
USERNAME: contractor[id] PASSWORD: Ignitel9
For example: contractor44 / Ignite19

Click Sign In. A tunnel from your mobile device to GPCS will be

established. This will take a minute.
GlobalProtect =

>

Connected
You are securely connected to the
corporate network

Gateway [ US West v ]

4. Click the hamburger = icon and then Settings to bring up the GlobalProtect Settings window.
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& GlobalProtect Settings (m23m]

General |Connecﬁon Host Profile | Troubleshooting | Notification
Account
User:
Portals
Portal Status
how-gpcs-us.gpdoudservice. com Connected

5. Click the Connection tab to see the connection details.

& GlobalProtect Settings (3]
General | Connection |Host Profie ITroubIeshoot’ng | Notiﬁaﬁon|

Gateway Type Tunnel Authenticated
US West External Yes Yes

Assigned local IP: 172.30.7.2

Gateway IP: 139.180.242.225

Gateway Location:

Protocol: IPSec

Uptime: 00:09:20

Bytes In: 21323 Bytes Qut: 98935
Packets In: 68 Packets Cut: 153
Packets IfError: 0 Packets O/Error: 0

6. You will now check to see where students in the class are connected to.
a. Login to Panorama (student / Ignite19)
Navigate to Panorama > Cloud Services > Status > Monitor > Mobile Users
The largest green bubble on the map indicates where the most users are connected to. Click
on that bubble, and you will see the number of users connected to that gateway. You are
likely connected to that.
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—— DEVICE GROUPS ——————— TEMPLATES ———
paloalto |
NETwORKS Dashboard ACC Monitor Policies Objects Network Device & Commit

Panorama

U3 Log Ingestion Profile

I Log Settings

v L server Profiles
% Syslog ) Service Connection ) Remote Networks (@) Mobile Users Logging Service
(2 Email
[@HrTP
3 rRADIUS
[ TACACS+
(% Loap o °
[ Kerberos ®
[ SAML Identity Provider
[ scheduled Config Export ®
2 Software
@3 Dynamic Updates L
2 Plugins
¥ £ Cloud Services
(q) status z
.4 Configuration
£, Licenses
£ support
¥ (@ Device Deployment

Monitor

2 Software [ ]
@, GlobalProtect Client
s Region Current Users Peak Users Peak Users Timestamp Status
€, Licenses US West (Oregon) 0(0.0%) 0 2018-03-14 10:49:44 POT QoK
{5 Master Key and Diagnostics
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7. In Panorama, review the Security Policies under Mobile Users Device Group.
a. Navigate to Device Groups > Policies > Mobile_User_Device_Group

HETWORKS Dashboard ACC Monitor Policies Objects Network Device Panorama

m paloal_to —— DEVICE GROUPS —————— TEMPLATES —

Panorama |~ i Mobie_User_Devics_Group

Shared

¥ 8 Security . [ Ry —

= Pre Rules Mobile_User_Device_Group
&= Post Rules g Duvivend

b. Review the Policies, check the Security Profiles.
What access does the user (employee or a contractor) have?
What security features are enabled under the Security Profiles in the Secure-Internet-Traffic
policy?

8. From win7-mobile, open Chrome and use bookmarks to browse to www.msn.com or
www.yahoo.com or www.google.com . You should be able to successfully browse to MSN, Yahoo
and Google.

9. Use bookmarks in Chrome to browse to www.eicar.org/download/eicar.com
You should observe that you have been blocked access to the page, as it is identified as a security

Threat.
Palo Alto Networks URL © X ﬂ MSN | Outlook, Office, Sk X ) Bl Virus/Spyware Downloac X \\ ‘é‘ |E|M
&« C t | ® www.eicar.org/download/eicar.com T

Virus/Spyware Download Blocked

Download of the virus/spyware has been blocked in accordance with company policy. Please contact your system
administrator if you believe this is in error.

i|®0 @

File name: eicar.com

-
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10. Use bookmarks in Chrome to browse to urlfiltering.paloaltonetworks.com/test-phishing
You should observe that you have been blocked access to the page, as it is identified as a phishing

URL. If it does not work, make sure you access the URL with http:// and not https://

[ Web Page Blocked x o+ =& = |
<« C {} @ Notsecure | urlfiltering.paloaltonetwarks.com/test-phishing * O

£ Apps ﬂ MSN Yshoo (& Google [ Download *EICAR [ Phishing Test Site

Web Page Blocked

Access to the web page you were trying to visit has been blocked in accordance with company policy. Please contact
your system administrator if you believe this is in error.

User: contractor5
URL: wrlfiltering.paloaltonetworks.com/test-phishing

Category: phishing

Summary:
v’ Security is delivered from the cloud and closer to where the users are.
v’ Security capabilities such as URL Filtering, Threat Prevention and WildFire are included.
v" Removes the need to back-haul users traffic to the HQs or the data center.
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Activity 3 - Secure Branch Sites (1 WAN Link

Prisma Access provides consistent security for all your branch offices. All the branch sites have the same

set of security policies and controls. You can on-board your branch sites to any of the regions in
that is supported by Prisma Access.

the Cloud

To on-board you need to set up a site-to-site IPSec tunnel from your branch to the Prisma Access. You can

use any IPSec VPN capable device including SD-WAN devices to set up this tunnel.

In this workshop you will use VM-Series firewall as the on-premise device.

Secure Branch Sites (1 WAN Link)

= 8S5L /IPSec tunnel from Endpoint
= |PSec tunnel from HQ and Branch
A)

Mobile

E g Eg 192.168.2.0/24
192.168.200.0/24
M oo M 192.168.102.0/24
"""" H Q 192.168.1.0/24 oo Branl:hz
192.168.101.0/24 _|_| |_| ______
Branch-1

1. Login to Panorama (student / Ignitel19)
2. Navigate to Panorama > Cloud Services > Configuration > Remote Networks
3. Search for the configuration corresponding to your branch.

Hands-on Lab - Prisma Access
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—— DEVICE GROUPS ————— TEMPLATES ———
Objects

paloalto

HETWORKS Panorama

Dashboard ACC Maonitor Policies Network Device

Panorama =

{0 authentication Profile PrismaAccess ——————————— Cortex Data Lake —

ﬁﬂuiﬁenlicalion Sequence
User Identification
W =2 Managed Devices

Summary
=8 Health Template Stack Remote_Network_Template_Stack «

2 Troubleshooting Remote_Network_Template «

QTemplates Parent Device Group Shared

= Device Groups Remote_Network_Device_Group ~

= Managed Collectors Overlapped Subnets

B Collector Groups

v % Certificate Management Onboarding

&l Certificates
& Certificate Profile LY branch-ic-1
& 55L/TLS Service Profile .
[ scer

Log Ingestion Profile

Log Settings [E] Branch-1D-1 Germany Morth 2 Mbps IPSec-WAN1-1 dynamic

v @ Server Profiles "] Bramch-1D-10 UK 2 Mbps IPSec-WAN1-10 dynamic

Prisma Access Primary IPSec Tunnel

| — ‘ — Location IPSec Tunnel Peer IP Address

4. Review the configuration for Branch-ID-[student-ID].
- What Bandwidth should be used for your branch?
- What Region in the cloud should your branch set up a tunnel with?
- What IPSec Tunnel profile should your branch use?
- What are your Branch Subnets that can be reached via this tunnel?
- Is Secondary WAN Link used?

Onbearding
MName  Branch-1D-1
Bandwidth 2 Mbps
Location Germany North

IPSec Tunnel  IPSec-WAN1-1

Static Routes | BGP oS

[ 192.168.1.0/24

Entter the subnets for your remate networks,

|#| Enable Secondary WAN

1PSac Tunnel | IPSec-WANZ-1-Passive

5. ldentify the Service IP Address of the IPSec Peer in the Cloud. Service IP address is the IP address of
the instance in GPCS to which you need to set up an IPSec tunnel from your branch.

Hands-on Lab - Prisma Access Page 20



Navigate to Panorama > Cloud Services > Status > Network Details > Remote Networks

You will need this later.

Do not use the Branch-ID-*-Active Remote Network for this activity.

Status | Monitor

Network Details

b. Search for your Branch and get the corresponding Service IP Address and write it down.

() Service Infrastructure () Service Connection (@) Remots Networks () Mabile Users
| Branch-ID-5
Mame Service IP Address cal IP Address Static Subnet EBGP Router
Branch-10-5 13.52.196.218 lynamic 192.168.5.0/24 172.31.1.22
rancn-10-o-Acive L0, dynamic 192.168.105.0/24 172.31.1.20
Branch-1D-50 168.149.240.43 dynamic 192.168.50.0/24 172.31.1.23

6. Set up IPsec tunnel to that Service IP Address in GPCS using 1st WAN link (Ethernet1/1)
a. Login to on-premise device (NGFW-Branch in this workshop)
i. Credentials (admin / Ignite19)
b. Navigate to Network > Network Profiles > IKE Gateways
Click WAN-1-IKE -GW and Open the configuration screen

52 Interfaces
) Zones
S5 VLANS
B Virtual Wires
& Virtual Routers
@2 IPSec Tunnels
£ DHCP
2 DNS Proxy
b @ GlobalProtect
&qos
@uop
¥ [Z] Network Profiles
& GlobalProtect 1PSec Crypto
T IKE Gateways
& 1PSec Crypto

User FQDN (email address)

o T Address Interface i 1D Type jis]
User FQDN {email address)

I I

WAN-1-TKE-GW

d. Update the Peer Address (10.10.10.10) with the Service IP Address you obtained from the
Panorama.
Also change the wan1-99@ignite.local and cloud1-99@ignite.local identifiers, replacing 99
with your student-id. For example: wanl-1@ignite.local and cloud1-1@ignite.local for
student ID #1
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IKE Gateway

General | Advanced Options

Name WaN-1-TKE-GW

Version | IKEv1 only mode v
Address Type (®) 1Pv4 () IPv6

Interface | ethernetlf1 o

Local IP Address | 172.16.1.1/24 e

Peer IP Address Type (@) 1P () FQDN () Dynamic

I Peer Address |54,153.96.102 i -

Authentication (@) Pre-Shared Key () Certificate

Pre-shared Key  ssssssss
Confirm Pre-shared Key esssssss

Local Identification  User FQDN {email address) w || wanl-1@ignite.local

Peer Identification | User FQDN {email address) cloud1-1@ignite.local

e. Select WAN-1-IKE-GW and Enable it.
f. Go to Network > IPSec Tunnels and Select WAN-1-IPSec and Enable it.

2 paloalto

il RS

Dashboard ACE Monitor Policies

= reedfaces
PR Zoewen
i VLN
Bt wires Nare Srabug Type Irkerface Local 1P
*ﬂ:: Rauters o] WAN-1-1PSec Dt T dusto Ky echernet11 172.16.0.1/2
% pHo WIAN- 2. 1P - ———
5 DI Prowy
7 B GlobalProtect
& Po-nals
B, Gatoways
Ll
B Dvvicn Block Lint
[ Ciertiess dpps
W Cientiess Aop Groups
o o5
W LLDe
7 ([ Metwark Profies
£ GlsbalProtect IPSes Crypto
T IKE Gabevwarys
£ 1PSex Crypin
B IKE Crypte
3 Moritor
P Interfacn Mgrnt
i Zone Protection
A QoS Profile
W LLDP Profile
B FER Prdils.

B Dow s 0oetls Bomon B rortmy

pas g iwbranch-ignite ) Borw g pesr- K xzisclz. srv raveisud Samir
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7. Update the Routing Table
a. Navigate to Network > Virtual Routers > default

paloalto

NETWORKS

Dashboard ACC Monitor Policies Objects

&3 Interfaces

¥4 Zones
figuration RIP OSPF (o]

5 VLANs n
Pa Virtual Wires default [Z]  ethemeti1 tic Routes: 6
#}# Virtual Routers MP status:

£ IPSec Tunnels Disabled

atharnati /2

b. Click Static Routes and Click Route-WAN-1-Tunnel-Setup

Virtual Router - default

Router Settings

IPv4 | IPv6

Static Routes

Redistribution Profile

RIP

OSPF [7] default-route

0SPFV3 [] Alt-default-route

[] Route-WAN-1-Tunnel-Setup
BGP t-Route-WAN-1-Tunnel-Setup
[] Route-WAN-2-Tunnel-Setup
[T] Alt-Route-WAN-2-Tunnel-Setup

Multicast

c. Update the Destination with Service IP Address you obtained from the Panorama for your
Branch. Please use /32 address. This will allow the tunnel to be set up with Prisma Access
over ethernetl/1
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Virtual Router - Static Route - IPv4 ®

Destination | 54.153.96.102/32

nterface  ethernet1/1 v
MNext Hop | IP Address hd
172.16.1.254
Admin Distance 10 - 240
Metric | 10
Route Table | Unicast hd
BFD Profile  Disable BFD -
"I path Monitoring
Failure Condition (@) Any All Preemptive Hold Time {min} 2

d. Commit the changes on the VM-Series Firewall.

8. After the successful commit, Verify Tunnel is UP
a. Navigate to Network > IPSec Tunnels and verify Tunnel Info and IKE Info are green

#2 paloalto ' . : :
HETWORKS Dashboard ACC Monitor Policies Objects Device

&2 Interfaces
B Zones
S5 VLANS

Virtual Wires Name 5 Tipe Interface Local IP Peer Address s Interface
) ] Statu nterf: I Add Statu: nterf:
@ virtual Routers ] WAN-1-IPSec @ Tunnel info Auto Key ethemet1/1 172.16.1.1/24 54,153.96.102 [- Y. tunnel.1
C@IPSec Tunnels

2 <

£ pree [F] WAN-2-1PSec - -

25 DINS Proxy

Troubleshooting: If the tunnel does not come up, verify the following:
e |KE gateway settings - make sure you have the correct Peer IP address and the peer identifier.
e Confirm the IKE gateway and IPSec tunnels are enabled.
e Verify the Virtual Router settings are specified as above
e Check the System Logs and determine if IKE phase 1 and IKE phase 2 came up.

9. Verify your branch office is secured
a. From win7-mobile VM, as a remote user (contractor[id]) connected to Prisma Access,
access resources inside your branch. To access win7-subnetl, Ping 192.168.<student-
id>.100
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B Command Prompt

pdng 192 168.1.186

168 . 1188 with tes of dat:
;) ime _ =

Hinimum = 175

At this time, you should be able to access other branch resources as well, if they are
connected to Prisma Access. For example: 192.168.25.100 if Student #25 has completed th

tunnel set up successfully.

Troubleshooting: If you can’t ping successfully, make sure that you are :
e Connected to the correct Portal address for the class
e You are connected as employee[ID] GlobalProtect

10. As a user inside the branch, access internet
a. Logintowin7-subnetl VM (student / Ignite19)
b. Browse to www.yahoo.com. This should be successful
Browse to www.eicar.org/download/eicar.com. This should be blocked.

Palo Alto Networks URL © X ﬂ MSN | Outlook, Office, Sk X Virus/Spyware Downloac X

z <« C (0 ® www.eicar.org %r

C.

Virus/Spyware Download Blocked

G Download of the virus/spyware has been blocked in accordance with company policy. Please contact your system
administrator if you believe this is in error.

File name: eicar.com

d. Inthe Panorama, review the Security Policies for Remote_Network Device Group.
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http://www.yahoo.com/
http://www.eicar.org/download/eicar.com

—— DEVICE GROUPS —— ———— TEMPLATES ———
paloalto E
NETWORKS Dashboard ACC Monitor Policies Objects Network Device Panorama

anrams RO i tworkc Dovie. G -

v 88 Security

= Pre Rules - Remote_Network_Device_Gro...
= Post Rules
= Default Rules Name Location Zone Address User HIP Profile Zone
v r‘i‘;crvptiun 1 Secure-Internet-Traffic Remote_Network_Device_Group i Branch-Office any any any iR Internet
Pre Rules
= Post Rules 2 | Secure-Access-to-HQ Remote_Network_Device_Group i Branch-Office any any any R HQ
v Application Override 3 Secure-Access-to-Branch  Remote_Network_Device_Group i Branch-Office any any any iR Branch-Office
= Pre Rules [ GP-Remote-Users
== Post Rules 1 HQ

11. As a user inside the branch, access HQ.
a. From win7-subnetl Ping 192.168.200.50 should be successful.

ISummary:

v Branch offices secured by Prisma Access
v Secured consistently and operationally efficiently
v Enables secure communication between

o Remote mobile users and the branch

o Remote branch offices

o Remote branch offices and HQ
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Activity 4 - Securing Branch Offices with 2

WAN Links (Primary / Secondary)

You can on-board your remote network or branch office using more than 1 WAN link. In this activity, you

will on-board using 2 WAN links and use the 2" WAN link as a Secondary or Back-up. The Secondary
Tunnel will become active in case the tunnel through Primary WAN link is identified as DOWN.

Secure Branch Sites (2 WAN Links)

—— 8SL/ IPSec tunnel from Endpoint

= |PSec tunnel from HQ and Branch —

Mobile
¢

E E EE 192.168.2.0/24
192.168.200.0/24
M oo M 192.168.102.0/24
"""" H Q 192.168.1.0/24 oo Branch2
192.168.101.0/24 _|| | n ______
Branch-1

You will setup IPsec tunnel
from both branch WAN links
to the same GPCS region in
the cloud. One is primary
and one is secondary.

Region 1 Region 2

Tunnel.1 Tunnel.2
Ethi1M Eth1/3
PANW 192.168.1.0/24
NGFW 192.168.101.0/24 |

Branch for Student #1
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1. Login to Panorama (student / Ignitel19)
2. Navigate to Panorama > Cloud Services > Configuration > Remote Networks

3. Search for the configuration corresponding to your branch.

—— DEVICE GROUPS ——————— TEMPLATES ———

paloalto

NETWOHRKS

Panorama |

8 Authentication Profile
ﬁl\utﬁentjcaﬁon Sequence
{8 user Identification
'V =3 Managed Devices
Summary
C#® Health
9 Troubleshooting
@ Templates
(=4 Device Groups
&> Managed Collectors
(&3 Collector Groups
v %’]Cem‘ﬂcate Management
& Certificates
§ Certificate Profile
& SSL/TLS Service Profile
g scep
EE Log Ingestion Profile
Log Settings
v @ Server Profiles

Dashboard ACC Monitor

Policies

Service Setup Remote Networks Mobile Users

Template Stack Remote_Network_Template_Stack +
‘- Remote_Network_Template «
Parent Device Group Shared *
Remote_Network_Device_Group *
Overlapped Subnets

Onboarding

Prisma Access

Location

J Germany North
Branch-1D-10 UK

2 Mbps
2 Mbps

Objects Network Device Panorama

Primary IPSec Tunnel
Peer IP Address

dynamic
dynamic

IPSec-WAN1-1
1PSec-WAN1-10

4. Review the configuration you will see that Secondary WAN Link that has been already configured in

the Panorama

Onboarding ®

Name  Branch-ID-1
Bandwidth 300 Mbps
Region US West (N. California)
IPSec Tunnel | IPSec-WAN1-1

Branch Subnets ,n IP Subnets &
[7] 192.168.1.0/24

Enable Secondary WAN
IPSec Tunnel  [PSec-WAN2-1-Passive

Enter the subnets for your remate networks.

5. Set up IPsec tunnel to Prisma Access using 2nd WAN link (Ethernet1/3)
a. Login to on-premise device (NGFW-Branch in this workshop)
i. Credentials (admin / Ignite19)
b. Navigate to Network > Network Profiles > IKE Gateways
c. Click WAN-2-IKE -GW and Open the configuration screen
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(@& Interfaces n

¥ Zones
5 VLANS
B virtual Wires [T | ame Peer Address Interface 1P hnj Type D
¥ Virtual Routers
.@ IPSec Tunnels
& DHCP
25 DNS Proxy
P @ GlobalProtect
o'n‘s QoS
& Lop
W U2 Network Profiles
{8 GlobalProtect IPSec Crypto
¥ IKE Gateways
{8 1PSec Crypto

3.52.196.218  ethemeti/i 172.16.1.1/24 doudi-5@ignite.local User FQDN {email address) wani-5@ignite.local
User FQDN {email address)

d. Update the Peer Address (10.10.10.10) with the Service IP Address you obtained from the
Panorama previously. You are using the same Service IP as the WAN-1-IKE-GW.
Also change the wan2-99@ignite.local and cloud2-99@ignite.local identifiers, replacing 99
which your student-id. For example:

IKE Gateway

General | Advanced Options

Name WAN-2-IKE-GW
] Version IKEv1 only mode e

Interface  ethernet1/3 -

Local IP Address 172.16.2.1/24 v

Peer IP i
Address 54,153.96.102 v

Authentication (® ' Pre-Shared Key Certificate

Pre-shared Key esessess
Confirm Pre-shared Key esssesess

Local Identification ufgdn |l wan2-1@ignite.local

Peer Identification User FQDN (email address) | cloud2-1@ignite.local

e. Select WAN-2-IKE-GW and Enable it

f. Navigate to IPSec Tunnels and Select WAN-2-IPSec and Enable it.
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paloalto

(ETWORKS Dashboard ACC Monitor Policies

&3 Interfaces
4 Zones
9% VLANs L
& Virtual Wires [] Name Status Type Interface

i Virtual Routers ] WAN-1-IPSec Auto Key ethernet1/1
5 1PSec Tunnels

% DHCP 71 WANZS
%? o V] WAN-2-IPSec go Tunnel
v @ GlobalProtect
@ portals
@, Gateways
Mom
IS Device Block List
Clientless Apps
% Clientless App Groups
. QoS
@ Lop
¥ [ Network Profiles
£ GlobalProtect IPSec Crypto
¥ IKE Gateways
{4 1PSec Crypto
£ IKE Crypto
& Monitor
& Interface Mgmt
@ Zone Protection

&, s pronie —
LR Proflc Add @30 cte @ Enable @ dsable Eys PDF/CSV

#54DEN Deafin

O Tunnel
Info

Auto Key ethernet1/3

6. Update the Routing Table
a. Navigate to Network > Virtual Routers > default

paloalto

NETWORKS Dashboard

ACC

[#a3) Interfaces
[ Zones

2% VLANS
Ba Virtual Wires
"‘y Virtual Routers
1 IPSec Tunnels

default [=] ethermet1/1

atharnat1 /2

Monitor

OSPF

Hands-on Lab - Prisma Access

Page 30



b. Click Static Routes and Click Alt-Route-WAN-1-Tunnel-Setup

C.

d.

Virtual Router - default

Router Settings

IPv4 | IPvb

Static Routes

Redistribution Profile

RIP

OSPF [] default-route
0SPF3 [] Alt-default-route
[7] Route-WAN-1-Tunnel-Setu
BGP [] Alt-Route-WAN-1-Tunnel-Setup
Route-WAN-2-Tunnel-Setup
[] Alt-Route-WAN-2-Tunnel-Setup

Multicast

Update the Destination with Service IP Address you obtained from the Panorama for your
Branch. This is the same IP as Route-WAN-1-Tunnel-Setup. Please use /32 address. This will
allow the tunnel to be set up with Prisma Access over ethernet1/3.

Virtual Router - Static Route - IPv4 ®
Name _ Alt-Route-WAN-1-Tunnel-Setup ‘

Destination 54.153.96.102/32

Interface  ethernet1/3
Next Hop IP Address

172.16.2.254

Admin Distance 10 - 240

Metric 100
Route Table Unicast -
BFD Profile Disable BFD v

Path Monitoring

Failure Condition ‘@' Any Al Preemptive Hold Time (min) 2

Commit the changes on the VM-Series Firewall.
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7. After the successful commit, Verify WAN-2-IPSec Tunnel is UP
a. Navigate to Network > IPSec Tunnels and verify Tunnel Info and IKE Info are green

M2 paloalto

NETWORKS Dashboard ACC Monitor Policies Objects

Device

&= Interfaces

) zones

4 VLANs

Ha Virtual Wires Type Interface Laocal IP Peer Address Status
S\t al| Routers Auto Key ethernet1/1 172.16.1.1/24 mExa- Ly (T
(12 IPSec Tunnels Bl
JE WAN-2-IPSec Auto Key ethernet1/3 172.16.2.1/24 54.153.96.102 D wer
= DHCP D KE In
%S DNS Proxy

8. Now, both tunnels are UP, verify connectivity and failover to secondary tunnel
a. As aremote mobile user (win7-mobile VM), trace route to branch subnet 1 (192.168.X.100)
Where X is your Student #ID. Note that your traffic travels through tunnel.1 (ip-

192.168.X.251-%)

C:\Usersistudent>tracert 192.168.5.188

Tracing route to ip—192-168-5-108_us—west—2.compute.internal [192.168.5.1881]
over a maximum of 38 hops:

43 ms 43 ms 43 ms ip—-172-30-7-1.us—west-2.compute.internal [172.308

* * * Request timed out.
* * * Reguest timed out.
4 112 ms 1180 ms 118 ms  ip—172-168-5-251.us—west—2.compute.internal [1972
.168.5.2511
5 111 ms 111 ms 118 ms  ip—1?2-168-5-18PA.uz—west—2.compute.internal [192
.168.5_18@1

Trace complete.

b. Bring down the ethernetl/1 interface
i. From the NGFW, navigate to Network > Interface > Ethernet > ethernet1/1
ii. Switch to Advanced Tab and Set the Link State to Down

Ethernet Interface ®

Interface Name

Comment
Interface Type Layer3 g
Netflow Profile None v

Config ~ IPv4  IPv6  Advanced

Link Settings

Link Speed Link Duplex Link State ' down

c. Commit
d. Wait for the tunnel to failover. Give it couple of minutes. And then check the connectivity
and check the trace route. Note that your traffic travels through tunnel.2 (ip-192.168.X.252-

¥)
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over a maximum of 38 hop
13 mz 13 mz

* *
k.3 k.3
4 116 ms 117 ms
.168.5.2521
L 117 ms 117 ms
.168.5.18A1

Trace complete.

9. Bring up ethernet1/1
10. Commit

o=
5=

13 mz

*

k.3
118 ms
117 ms

C:wlUserssstudent>tracert 192.168.5.160

Tracing route to ip—192-168-5-10@.us—west—2.compute.internal [192.168.5.1081

ip—172-38-7-1.us—west—-2.compute . internal [172.30
Request timed out.
Request timed out.
ip—192-168-5-252 .us—west—-2.compute.internal [192

ip—192-168-5-100.us—west—-2.compute . internal [192

Summary:

v Branch offices can be on-boarded to Prisma Access using 2 WAN links.
v Prisma Access monitors the tunnel and automatically falls back to using the Secondary WAN link.
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Activity 5 - Securing Branch Offices with 2
active WAN links

From your remote branch office, you can also have more than one actively used connection to Prisma
Access. You will configure them as individual Remote Networks configuration in the Panorama and specify
their individual Bandwidth requirement and Region in the Cloud.

Secure Branch Sites (2 WAN Links)

—— SSL /IPSec tunnel from Endpoint
= |PSec tunnel from HQ and Branch —
Mobile
<l »
EE EE 192.168.2.0/24
192.168.200.0/24
M oo M 192.168.102.0/24
"""" H Q 192.168.1.0/24 oo Branch2
192.168.101.0/24 I

Branch-1

You will setup IPsec tunnel from
branch WAN links to 2 different
GPCS regions in the cloud.
Both will be primary/active.

Region 1 Region 2

Tunnel.2

Eth1/1 Eth1/3

PANW 192.168.1.0/24
NGFW 192.168.101.0/24 |

Branch for Student #1
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1. Login to Panorama (student / Ignite19)
2. Navigate to Panorama > Cloud Services > Configuration > Remote Networks
3. Search for the configuration corresponding to your branch. Use Branch-ID-#-Active

paloalto

HETWORKS

Panorama u

:%Auﬂuanlicalion Profile
ﬁﬂ.uihenlicalion Sequence
User Identification
¥ =2 Managed Devices
Summary
=8 Health
4 Troubleshooting
QTemplates
lE Device Groups
== Managed Collectors
B Collector Groups
v % Certificate Management
§E Certificates
§E Certificate Profile
{8 551/TLS Service Profile
[ig scep
Log Ingestion Profile
Log Settings
v @ Server Profiles
SMMP Trap

Review the configuration

Dashboard

Service Setup

]

Template Stack Remote_Network_Template_Stack

—— DEVIGE GROUPS ——————— TEMPLATES ———

ACC Monitor Policies Objects Network

Remote Networks

Remote_Network_Template =

Parent Device Group Shared «

Remote_Metwork_Device_Group -+

Overlapped Subnets

Nnkhaardinn

LN branch-id-1

Prisma Access

Location

2 Mbps
2 Mbps
2 Mbps

Germany Morth
France South
UK

Onboarding ®

Name Branch-ID-1-Active
Bandwidth 10 Mbps
Region US East (N. Virginia)
IPSec Tunnel IPSec-WAN2-1-Active
Branch Subnets [[*JETEFT.
(7] 192.168.101.0/24

Enter the subnets for your remote networks.

Enable Secondary WAN

IPSec Tunnel

-

-

-

a.

Navigate to Cloud Services > Status > Network Details > Remote Networks
Locate and write down the Service IP Address in the Cloud for your Branch. Use Branch-ID-

IPSec Tunnel

IPSec-WAN1-
IPSec-WANZ-
IPSec-WAN1-

Device Panorama

Primary IPSec Tunnel

Peer IP Addresy

1 dynamic
1-Active dynamic
10 dynamic

#-Active. You will need this in the later step when you set up a tunnel from your branch.

{j Service Infrastructure

{j Senvice Connection {-j Remote Networks

[j Waohile Uzers

| Branch-ID-1-Active

Mame & Service IP Address Local IP Address Static Subnet EBGP Router
I Branch-ID-1-Active 139.180.246.72 I dynamic 192.168.101.0/24 172.31.1.20
Hands-on Lab - Prisma Access Page 35



6. Set up IPsec tunnel to Prisma Access using 2nd WAN link (Ethernet1/3)
b. Login to on-premise device (NGFW-Branch in this workshop)

i.
C.

Credentials (admin / Ignite19)
Navigate to Network > Network Profiles > IKE Gateways

d. Click WAN-2-IKE -GW and Open the configuration screen

paloalto

NETWORKS

283 Interfaces
[ Zones
<4 VLANS
Pavirtual Wires
"39; Virtual Routers
a1PSec Tunnels
& DHCP

Dashboard ACC Monitor Policies Objects

[T Name Peer Address Interface 1P D Type
: 54.153.96.102  ethernetl/1 172.16.1.1/24 cloud1-1@ignite.local User FQDN (email address)
(V] WAN-2-IKE-GW [§54.153.96.102 ethernetl/3 172.16.2.1/24 cloud2-1@ignite.local User FQDN (email address)

DNS

i DNS Proxy
v @ GlobalProtect
@ Portals
@, Gateways
@ Mpom
b Device Block List
Clientless Apps
Clientless App Groups
2% QoS
& Lop
v = Network Profiles
{ GlobalProtect IPSec Crypto
11 IKE Gateways

Update the Peer Address with the Service IP Address you obtained from the Panorama.

The Local/Peer Identifiers should remain as you configured them previously.

IKE Gateway

General | Advanced Options

Mame WAN-2-IKE-GW

Address Type (@) 1Pv4

Local IP Address | 172.16.2.1/24

Peer IP Address Type (@) Ip

Version | IKEv1 anly mode -
) 1Pvb
Interface | ethernet1/3 e
-
() FQDN () Dynamic
v

Pre-shared Key

Confirm Pre-shared Key

Local Identification | User FQDN {ema

Peer Identification | User FQDN {ema

Peer Mdrej |54.156.101.065 ||
Authentication |8 re-Snare ) Certificate

il address) w  wan2-1@ignite.local

il address) ¥ cloud2-1@ignite.local
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> o

Update the Routing Table. Set the Route for Service IP address to be reachable via

Ethernetl/3
Virtual Router - Static Route - IPv4

Name| Route-WAN-2-Tunnel-Setup|

54.156.191.165/32 I

ethernet1/3

MNext Hop | IP Address
172.16.1.254
Admin Distance | 10 - 240
Metric | 10
Route Table | Unicast
BFD Profile | Disable BFD
" path Monitoring

Failure Condition (®) Any All Preemptive Hold Time {min} |2

Virtual Router - Static Route - IPv4

Name) Alt-Route-WAN-2-Tunnel-Setup]

Destinationy 54,156.191.165/32 I

Interfacel ethernetl/1

Next Hop | IP Address
172.16.2.254
Admin Distance | 10 - 240
Metric | 100
Route Table | Unicast
BFD Profile  Disable BFD
| path Monitoring

Failure Condition (®) Any All Preemptive Hold Time (min} 2

Commit
Verify WAN-2-IPSec Tunnel is UP

From win7-mobile, as a remote mobile user connected to Prisma Access, verify you can

reach both the subnets in your branch
Ping 192.168.x.100 — where X is your Student # ID

Ping 192.168.Y.100 — where Y is your Student # ID+100

You can verify that both tunnels are actively used by doing tracert for both destinations.
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C:\Users\student>tracert 172.168.5.108
Tracing route to ip—192-168-5-180.us—west—2.compute.internal [192.168.5.16881

over a maximum of 38 hops:

1 44 ns 44 ns 44 ms
711
2

k.3 k.3 E 3

ip—172-30-7-1 _us—west—2 _compute.internal [172_30

Request timed out .

] * £ * -
4 118 nms 118 ms 118 msj ip—192-168-5-25%1 .usfwest—2.compute.internal [1972

.168.5.2511
5 111 ms 111 ms 118 ms
.168.5.18@1]

Trace complete.

ip—-192—-168-5-180.us—west-2 . compute.internal [192

C:\Users\student>tracert 172.168.185.188
Tracing route to ip—192-168-105-100.us—west—2.compute.internal [192.168.1685.16881]

over a maximum of 38 hops:
1 44 ms 44 ms 44 ms

* E.3
£ »*

174 ms 175% ms
55 ms 155 ms

5 155% ms 1
?2.168.185.1881

Trace complete.

ip—172-38-?-1.us—west-2.compute.internal [172.38
Request timed out.

15315511E§:§:2§§fﬁs pest—2 _compute.internal [192
ip—192-168—-185-18@_us—west—2 _compute_internal [1

Summary:

v Branch offices can be on-boarded to Prisma Access using 2 WAN links.
v" Prisma Access can be configured to use both the WAN links actively.
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Activity 6 - Next Generation Secure Remote
Access

Remote users who are connected to Prisma Access can securely access enterprise applications in their HQ
or in their branch sites. The HQs and the branch sites are on-boarded to the Cloud Service as well.

Prisma Access allows administrators to control access to enterprise applications based on User / User-
Groups, device compliance state and or the specific application being accessed.

e Authenticate First — GlobalProtect agent requires users to successfully authenticate to set up the
tunnel. Various authentication methods such as Multi-Factor authentication (MFA), SAML, RADIUS,
Active Directory, Certificates are supported

e Authorize Access — Successfully setting up a tunnel does not provide access to all application and
resources in the HQs / branch office. Only authorized users from authorized devices can access
those specific applications that are available for them.

o User-ID - based on user and the user group the user belongs to

o Host Information Profile (HIP) — based on the compliance state of the device from where
the application is accessed.

o App-ID - based on application the user is accessing

o Services - based on the service / ports on which the application is accessed.

2. Controlled access for Contractors

a. From win7-mobile, verify you are connected

b. As a contractor, connected to Prisma Access, access the Ubuntu machine in the HQ
Ping 192.168.200.100 should be successful

B Command Prompt [o|-= \@
Microsoft Windows [Uersion 6.1.76811 -

Copyright {(c)> 20089 Microsoft Corporation. All rights reserved.
C:\Users\student>ping 192.168.200.188

Pinging 192.168.208.100 with 32 hytes of data:

Reply from 192.168.200.180: bhytes=32 time=97ms TTL=61
Reply from 192.168.200.100: h time=96ms TTL=61
Reply from 192.168.200.168: hytes time=%6ms TTL=61
Reply from 192.168.200.100: hytes=32 time=96ms TTL=61

Ping statistics for 192.168.200.100:
Packets: Sent = 4, Received = 4, Lost = @ (@x loss),
Approximate round trip times in milli-seconds:

Minimum = 96ms,. Maximum = 97ms,. Average = 96ms

C:\Users\student>

c. Now, access the Windows AD Server in the HQ
Ping 192.168.200.50 should NOT be successful
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IC:\Users\student>ping 192.168.2008.58

192.168.200.50 with 32 hytes of data:
timed out.
t timed out.
timed out.
timed out.

Ping statistics for 192.168.209.58:
Sent = 4, Receive® = B, Lost = 4 {188z loss).,

C:\Users\student>

d. Inthe Panorama, review the Security Policies under Mobile User Device Group for User-ID,
HIP, App-ID and Service Port

3. Controlled access for Employees
a. Launch GlobalProtect Agent
b. Click on Settings > Refresh Connection

— e v
GlobalProtect = GlobalProtect = ]

Settings

Refresh Connection
Preferred Gateway
About

Disable

Gateway [ US West v | Gateway US West v

c. Click OK for confirmation.

GlobalProtect Rediscover Network @

This action will disconnect GlobalProtect and establish a new
! . connection. Continue?

oK ] | Cancel

GlobalProtect =3

Sign In
“ Enter login credentials

Portal:  how-gpcs-us.gpdoudservice.com

Username

Password

Cancel Sign In

d. When prompted for User credentials again, login as Privileged User.
Credentials (employee[id] / Ignite19)
For example: employee44 / Ignite19
e. As a privileged user, you should be able to access both the Ubuntu and the Windows AD
Server in HQ.
i. Ping 192.168.200.100 should be successful
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ii. Ping 192.168.200.50 should be successful

Summary:

v" Next Gen Secure remote access to internal applications.

v Successful tunnel set up does not automatically provide access to internal applications.

v Authenticate first and authorize only based on who the user is, what group the user belongs to, the
state of the device from where the user is requesting access, the application being accessed and

the ports and services being used
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