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Module 1

What’s new in XenApp 7.6

In this module, you will prepare the lab environment for the remaining exercises by using the reset
script and recreating the Controller Hosting connection. This module also introduces you to
anonymous user access and application folders. Anonymous access allows quick access to

applications by not requiring users to log in and application folders allows administrators to sort
apps into folders for organizational purposes.

Exercises in this module

Exercise 1: Preparing the lab environment
Exercise 2: Anonymous User Access
Exercise 3: Application Folders
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Exercise 1: Anonymous User Access

Overview

Anonymous user access enables unauthenticated access to applications and desktops hosted by
XenApp 7.6. Configuration requires modifying Delivery Group settings and creating a separate
unauthenticated StoreFront store.

In this exercise you will:

Create an unauthenticated Store.

Test Anonymous access.

Step by step guidance

Estimated time to complete this exercise: 25 minutes.

Configure a Delivery Group for anonymous access.

Step Action

File Action \View Help

e = BF

1. On the Student Desktop, double-click DC1.
A
0
DC1.RDP
2. | On the DC1 Desktop, double-click the Citrix Studio icon.
idio
3. Citrix Studio

[# Logging

4 [ Configuration
£ Administrators
Controllers
= Hosting
&4 Licensing
@ StoreFront
[y App-V Publishing

Common Tasks

Use this screen to perform common maintenance tasks.

Site configuration

& Citrix Studio (Acre) |
O Search
0 Machine Catalogs
|Z§ Delivery Groups | Common Tasks | Actions
=L Policies

[ Task
Register the certificate for the Licensing Service
Modify License Settings

Channe license Senver Incation

Administrator
TRAINING\Administrator

TRAINING\Administrator
TRAININ

Time

10/16/2014 : 2:53:11 PM
10/16/2014 : 2:53:00 PM
10/16/2014 - 2:53:00 PM

>

« |

Click Delivery Groups on the left.

|4 |
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£ Citrix Studio (Acme) . Actions
O Search citRIX . =
® Machine Catalogs
[ £} Delivery Groups| A Create Delivery Group
5 Policies Sessions in use No. of appliications View 4
@ Logging Sales Windows Server OS 1 [) & Refresh
4 s Configuration State: Enabled Unregistered: 0 Disconnectad: 0 @ e
é ﬁ:"m;:'lizr’:m” Win 81 Desktops Windows Desktop OS 2 o 0 P
® Hontng State: Enabled L 0 D -0 Sales s
Licensing Win7 Desktops Windows Desktop OS g ) g 0 |G Add Machines

D Storefront State: Enabled ! ’ Add Applications

[ App-y Publishing Edit Delivery Group I
@ Tum On Mamtenance Mode
@i Rename Delivery Group
Delete Delivery Group

B View Machines

B View Applications

[ Test Delivery Group

H Hep

With the Sales Delivery Group highlighted, click Edit Delivery Group on the right.

Studio Uz

Specify who can use the applications and desktops in this Delivery Group. You can assign users
and user groups who log on with valid credentials. Alternatively or additionally, you can enable

_ access for unauthenticated users.

Assign users:
Delivery Type

Domain Users (TRAINING\Domain Users)
Application Prelaunch

Application Lingering
User Settings
StoreFront

Access Policy

Restart Schedule

aGive access to unauthenticated (anonymous) users; no credentials are required to access
StoreFront
This feature requires a StoreFront store for unauthenticated users.

| ok [ cancel | [ appy |

Check the box:

Give access to unauthenticated (anonymous) users; no credentials are
required to access StoreFront

Click OK.

On the Student Desktop double-click the SF1 shortcut.

™

<)

SE1.RDP
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On the SF1 desktop, double-click the Citrix StoreFront shortcut.

File Action View Help

|

Server Group

2 Authentication
|3 stores

D) Receiver for Web
&% NetScaler Gateway
@ Beacons

& Citrix StoreFront

CIiTRIX

Name Authenticated | Advertised | Store URL Access
http://sf1/Citrix/AcmeSales  Internal network only

Acme Sales  Yes Yes

Acme Sales
Overview
Authenticated: Yes
Advertised: Yes
Subscriptions Enabled:  Yes
URL: http://sf1/Citrix/AcmeSales
Status

A\ StoreFront using HTTP not HTTPS.

Actions

Stores =
Create Store

Create Store for Unauthenticate,

Export Multi-Store Provisioning

View »
A Refresh
Help
Acme Sales a
Hide Store

Manage Delivery Controllers
Enable Remote Access

Disable User Subscriptions
Integrate with Citrix Online
Export Provisioning File
Configure Kerberos Delegation
Configure XenApp Services Sup...

Remove Store

Help

Click Create Store for Unauthenticated Users on the right.

StoreFront

Information
Store Name

Delivery Controllers

Information

This store allows users to access applications without having to provide credentials to StoreFront.
Note that applications might require authentication, but store access does not. You might use this
type of store to save your users an authentication step.

This store is for unauthenticated users, also known as anonymous users.

Click Next on the Information page.

16 |
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10.

StoreFront

¥ Information

Store Name

Delivery Controllers

Store Name

Choose a name that helps to identify the store.

‘ Store name: AcrneAnonymous’

Enter the following information:

| Store name:

| AcmeAnonymous

Click Next.

11.

StoreFront

¥ Information
¥ Store Name

Delivery Controllers

Delivery Controllers
Specify the delivery controllers and servers for this store.

Delivery controllers:

Name Type Servers

Back Create

Cancel

On the Delivery Controllers page, click Add...

17 |
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12.

Display name: XAT6

Type: {®) XenApp..7.5.(or later), ar. XenDesktop:
() XenApp 6.5 (or earlier)

() AppController
() VDI-in-a-Box

Servers
(load balanced):

- RemO\’e

Transport type: | HTTPS ~

Enter the following information:

| Display name: [ Xa76 |

Click Add...

The Add Delivery Controller window allows for the configuration of XenApp/XenDesktop
servers to use with the new Store. These servers are grouped by the specified display
name.

13.

Server name: l DC1

Type DC1 and click OK.

'8 |
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14.

Display name:

Type:

Servers
(load balanced):

Transport type:

| XaT6

® XenApp 7.5 (or later), or XenDesktop
() XenApp 6.5 (or earlier)

(O AppController

() VDI-in-a-Box

DC1

Remove

Change the t

ransport type dropdown to HTTP.

15.

Display name: XAT6
Type: \9 XenApp 7.5 (or later), or XenDesktop
@) XenApp 6.5 (or earlier)
() AppController
() VDI-in-a-Box
Servers DC1 A
(load balanced): =
Edit. | [ Remove
Trarsort e A
Click OK.

19|
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16.

Delivery Controllers

StoreFront

Specify the defvery controllers and servers for this stare.

Delivery controllers:

XenDesitop

Add.. Edit. | | Remove

Q Make sure publsned for access.

) D (e |

Click Create.

17.

StoreFront Creating store, please wait...

VFTITITTTITIT I T I T T T I T I I F I I I IIFII I

¥ Information

o Delvery Controllers

The Store will take a few minutes to create.

18.

StoreFront “AcmeAnonymous” Created Successfully

Website created

Try out the store at http://sf1/Citrix/AcmeAnonymousWeb.
¥ Information

¥ Store Name Application access

¥ Delivery Controllers Users access applications without entering a username and password.

Once the store is created click Finish.
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19.

=
File Action View Help

e z[E 8=

& Citrix StoreFront
Server Group
3 Authentication
3 Stores
Receiver for Web
&% NetScaler Gateway
9 Beacons

CITRIX'

Name
Acme Sales

AcmeAnonymous

Authenticated | Advertised | Store URL

Yes http://sf1/Citrix/AcmeSales

Citrix StoreFront

Access

Internal network only

No hitp://sf1/Citrix/AcmeAnonymous  Intemnal network only

Actions

Stores =
Create Store
Create Store for Unauthenticate...
Export Multi-Store Provisioning ...
View »

(G Refresh

H Hep
AcmeAnonymous =
AcmeAnonymous
Advertise Store
(o [ Manage Delivery Controllers
Integrate with Citrix Online
Authenticated: No Export Provisioning File
Advertised: No

Subscriptions Enabled:  No

Configure Kerberos Delegation

URL: http://sf1/Citrix/AcmeAnonymous Configure Xendpp Services Sup...
Rernove Store
Status @ Hew

A\ StoreFront using HTTP not HTTPS.

Provides self-service applications to users without needing to log on

EREEE = |

ﬁ"@mm|

Verify that the AcmeAnonymous Store appears in StoreFront, this may take several
seconds.

20- | prstan| [@) 5 |

On the Student Desktop, click Internet Explorer.

21.

http: //sf1/Citrix/AcmeAnonymousWeb /OLI *2|| X

Type http://sf1/Citrix/ AcmeAnonymousWeb/ in the address bar and press Enter.

22.

Calculator

Command Prompt

Notepad

All applications available for anonymous access will be displayed. Click on Calculator to
launch the application.

11| CiTRIX



23.

| Calculator = | o [

View Edit Help

MC MRHMS M= || M-

|
— CEHC & \-"
|
|

24,

Calculator Command Prompt Notepad

Click on Notepad to launch the application.

25. ) Untitled - Notepad
File Edit Format View Help
| ~
< >
Verify that Notepad launches and then minimize all open windows.
26.
Mozilla Firefox
Double-click the Mozilla Firefox icon on the Student Desktop.
27.

(-[ dc1.training.lab/Director \:]|[>37 Google

Navigate to http://dc1.training.lab/Director

4

12|
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28.

User name

’:’ DI redor administrator

Password

Domain
I tralnmg|

Log on

Enter the following information:

User name administrator
Password Citrix123
Domain training

Click Log on.

29.

m

& ‘P dc1.training.lab/director ?locale =en

< Would you like to remember the password for
w “training\administrator” on training.lab?

Va8 p——)
‘ Remember Password g

Never Remember Password for This Site
You can access your passwordson -~

Learn More Not Now

~ :

Click the arrow and select Never Remember Password for this Site.

30.

Director  EdgeSight oo

Trends Filters

User Connection Failures | 0 Failed Desktop OS Machines | 0 Failed Server OS Machines | 0 Licensing Status | 0

Total Failed Server OS Machines Total Failed Server OS Machines

Failed to Start

0 Stuck on Boot

Failed Server OS Machines Unregistered

As 0f10/30/2014 209 AM iy o

Sessions Connected

815 AM 820 AM 8:25 AM 830AM 835 AM 840 AM 845 AM

View Historical Trend

Notice that 1 session is connected. Click on the number 1 to view this notification.
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31.

~
il

Director EdgeSight  Acme QD

Dashboard Trends

Filters - All Connected Sessions

View: © Machines © Sessions © Connections
Filer by: Session State v |lis v || Active v | |k
Save As Gear
1 Session
Receiver Version Machine Name ®Ac
I Anonoot Active LN 1GBAM  Yes STUDENTDESKTOP 1921681010 ] 1412002 TRAINING\XA-01 192

Verify that Anon000 is displayed as the associated session and the Anonymous column
indicates Yes. This indicates an anonymous user is logged on.

P

In a production environment there will be multiple sessions in progress,
support members using Director can verify the user’s endpoint name to
troubleshoot the correct session by viewing this page or using the search box.

32.
Drector EdgeSight  Acne o i
Filters - All Connected Sessions
View: € Machines ® Sessions C Connections
Filter by: Session State v |lis v  Active v =+
Save As... Clear
% 1 Session
‘ Associated User o Session State Session Start Time  Anonymous Endpoint Name Endpoint IP Receiver Version Machine Name P Ac
AnonQ01 Active 9/2/2014 10:23 AM  Yes STUDENTDESKTOP 192.168.10.10 14.1.200.2 TRAINING\XA-01 192.
Click Search at the top right.
33.
Search for Search for endpoint
Select Endpoint from the drop down box.
34.

Search for Search for endpoint

STUDENTDESKTOP

Enter sTUDENTDESKTOP in the Search for endpoint field, select STUDENTDESKTOP
when it appears below the field.

i CiTRIX'



35.

(@)

Dashboard

~M
Director  EdgeSight s

Trends

@2 STUDENTDESKTOP
AN

Log Off Activity Manager

Applications | Processes

Application Name o Status
1 Calculator Running

«/] Untitied - Notepad Running

Verify that both Calculator and Notepad are running.

36. s
Director  EdgeSight ~ Acme D“ﬁm A o]
.~
Log Off Activity Manager
Applications I Processes
Application Name o Status
&) Untitied - Notepad Running
Select Calculator and click End Application.
37. e —
bsen| 2| 5 ©|%IT]e]
Verify that Calculator is no longer present in the system tray. Click on Notepad.
38.

File Edit Format View Help

Anonymous Access Test]

Type Anonymous Access Test in the text area.
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39.

File | Edit Format View Help

New Ctrl+N

Open... Ctrl+0

Save Ctrl+S
| [ Save As... ]

Page Setup...

Print... Ctrl+P

Exit

Click File and select Save As...

40.

1 [ <« Local Disk (C) » Users » Anon000 » Documents v & ] [ search Documents Bl

Organize v New folder = v @
.

¢ Favorites Name Date modified Type Size

I Desktop No items match your search.

8 Downloads

1% This PC

€ Network

<[ n INE

File name: | testixt v|

Save as type: | Text Documents (*.bd) v|

“ Hide Folders Encoding: IANSI v‘ I Save i | Cancel |

Enter test.txt and click Save.

41.

File Edit Format View Help

Anonymous Access Test|

Close Notepad.

42.

Dsan| (B] & O %] @]

Click on Internet Explorer on taskbar to switch back to the Citrix Receiver session.
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43.

Citrix Receiver

Click on Notepad to re-launch the application.

Logged On ¥ Q

44, e -
£l Untitled - Notepad | = | o |
File Edit Format View Help
< >
Notepad launches.
45. "J
File | Edit Format View Help
New Ctrl+N
Open... Ctrl+0
Save Ctrl+S
Save As...
Page Setup...
Print... Ctrl+P
Exit

Click File and select Open.

17 |
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46. El Open [ x|

T | [ <« Users » Anon000 » Documents v ¢ ‘ ’ Search Documents P ‘
Organize v New folder = v [ @
=
¢ Favorites Name Date modified Type
I Desktop No items match your search.
& Downloads
1% This PC

G‘H Network

< m >

File name: || vl ’Text Documents (*.txt) V|

Encoding:’ANSl VI | Open | ' Cancel I

Note that the test.ixt file was not retained. Files are not saved for anonymous users.
Click Cancel.

47.
Citrix Receiver Logged On v
Calculator Command Prompt Notepad
Close Notepad and log off from Receiver for Web.
48 : e Citrix Receiver - Windows Internet Explorer

http://sf1/Citrix/AcmeAnonymousiWeb, /Ol] 264 e B citrix Receiver X AL

You have logged off successfully.

] Back to Apps and Desktops ]

Close Internet Explorer.
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49.

I (=)

&$ Director

S&STUDENTDESKTOP c | [53' Google Pl wBa ¥ A

Director ~ EdgeSight Q m hA

-
Dashboard Trends Filters

=)
&2 STUDENTDESKTOP

© This endpoint doesn’t have any running sessions.

Close FireFox.

50. Close the connection to SF1 by clicking the X at the upper right corner and then click ok.

Exercise Summary

In this exercise, you configured the Sales Delivery Group to allow anonymous user access in
Studio. A separate unauthenticated Store was created because it is required to allow
unauthenticated user connectivity. Anonymous access was then tested to demonstrate the
limitations regarding file and session retention.
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Exercise 2: Application Folders

Overview

Application folders are an organizational tool for site administrators. Using folders, applications can
be grouped by department, type, geographic region or any way that simplifies management.

In this exercise you will:
* Add an application to a new folder during discovery.
* Create a new folder.
* Move an application into a folder.

* Move a folder.

Step by step guidance

Estimated time to complete this exercise: 20 minutes.

Step Action
1.
ESTC

Switch to DC1.

File Action View Help

ez
& Citrix Studio (Acme)
O Search
' Machine Catalogs
£ Delivery Groups

Actions

CiTRIX

Delivery Groups -
[E Create Delivery Group

[ Policies Machine type No. of machines Sessions in use No. of applications View »
g t"gg_'"ﬂ . Sales Windows Server OS 1 0 @ Refresh
“ 8‘”‘/;3”’_3 _'°t" . State: Enabled Unregistered: 0 Disconnected: 0 B v
inistrators e
o Win 81 Desktops Windows Desktop 05 2 0 ’
Controllers
State: Enabled Unregistered: 0 Disconnected: 0 Sales -

™ Hosting

7 Licensing Win7 Desktops Windows Desktop OS 2 0 0 |G Add Machines
State: Enabled Unregistered: 0 Disconnected: 0

@ Storefront 9 % Add Applications

App-V Publishin
[ 2pp g (@ Edit Delivery Group

B Tum On Maintenance Made
&l Rename Delivery Group
Delete Delivery Group

B View Machines

B View Applications

[ Test Delivery Group

Help

Select the Sales Delivery Group.
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Step Actio

File Action
X I

& Citrix Studio (Acme)
O search
™ Machine Catalogs
[= Policies
[# Logging
4 [ Configuration
£ Administrators
(5 Controllers
Hosting
o Licensing
3 StoreFront
(i App-V Publishing

3ole o amssde o |-lamm

View  Help

Actions

State: Enabled
Win 81 Desktops
State: Enabled

Win7 Desktops

No. of machines

| Machine type

Sessions in use

Click Add Applications on the right.

Windows Server OS 1 0

Unregistered: 0 Disconnected: 0

Windows Desktop OS 2 0

Unregistered: 0 Disconnected: 0

Windows Desktop OS 2 0

State: Enabled [ 0 DI :0

No. of applications

o

| Delivery Groups . 4
Create Delivery Group

View »
[ Refresh
H Hep
|Sales ... 4

(B Add Machines

f % Add Applications l

Edit Delivery Group

B Tum On Maintenance Made
&l Rename Delivery Group
Delete Delivery Group

B View Machines

B View Applications

[ Test Delivery Group

Help

Studio

Introduction

Applications

Summary

AT e

Getting Started with Applications

To deliver applications to your users, select a Delivery Group and then select available
applications. You can add and customize applications from master images or other
locations.

[Z] Don't show this again

Click Next on the Getting Started page.

21 |
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Step Action

Studio Applications
The applications listed below were found on a machine created from the master image or on the
App-V publishing server.
¥ Introduction Select applications:
Applications = | Application name + | Origin L
Summary [ & Windows PowerShell Modules Master Image
E¥ Windows PowerShell with Citrix XenApp Migration...  Master Image
¥ Windows PowerShell with Citrix XenApp Migration... ~ Master Image
¥ Windows PowerShell x86 Master Image
fa Windows Update Master Image
ﬂ Wordpad Master Image
@ XenApp Server Role Manager Master Image
<M XPS Viewer Master Image
[ Add applications manually... | Application properties...
Place the selected applications in folder:
[@ Applications\
Check the box:
| Wordpad | |
Click Change...

Applications will appear in the selected folder in Studio.
Select a folder:

fm Applications

New folder...

Click New folder...
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Step Action

7.

Enter a name for the new folder:

I Sales{

Folder path: Applications\

Type Sales in the name field and click OK.

Applications will appear in the selected folder in Studio.

Select a folder:

I v [@¥ Applications
& Sales

New folder...

Verify the Sales folder appears and click OK.

TN e

Studio Applications

The applications listed below were found on a machine created from the master image or on the
App-V publishing server.

¥ Introduction ‘ Select applications:
Applications (=] | Application name +[ Origin L]
Summary ‘ [J &% Windows PowerShell Modules Master Image 3
L:J E Windows PowerShell with Citrix XenApp Migration... ~ Master Image
(] ﬁ Windows PowerShell with Citrix XenApp Migration...  Master Image
[] ¥ Windows PowerShell x86 Master Image
(] 4% Windows Update Master Image
v a Wordpad Master Image
O @ XenApp Server Role Manager Master Image
] -4 XPS Viewer Master Image B

Add applications manually... | Application properties...

Place the selected applications in folder:
@ Applications\Sales\

Click Next.
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Studio

¥ Introduction
¥ Delivery Group
+ Applications

Summary

Summary

Delivery Group:
Applications:

Folder:

Sales
Wordpad
Applications\Sales\

Review the Summary page and click Finish.

File Action View Hel
| 2
H Citrix Studio (Acme)

O Search
™ Machine Catalogs
£ Delivery Groups
(= Palicies
[# Logging
4 B> Configuration
£ Administrators
5] Controllers
Hosting
Za Licensing
33 StoreFront
[igy App-V Publishing

CiTRIX

State: Enabled
Win 81 Desktops
State: Enabled
Win7 Desktops
State: Enabled

+ | Machine type
Windows Server OS

Windows Desktop OS

Windows Desktop OS

Click the Applications tab at the top.

No. of machines

Sessions in use No. of applications

1 0
Unregistered: 0 Disconnected: 0
2 0
[ 0 Di :0
2 0
[ 0 Di :0

Mo emse l-lomm

Actions
Create Delivery Group
View »
G Refresh
Help
|Sales A
0 |[EL AddMachines
% Add Applications
Edit Delivery Group
B Turn On Maintenance Mode
@i Rename Delivery Group
Delete Delivery Group
B View Machines
B View Applications
[ Test Delivery Group
Help

File Action View Help

20 amse =l

@z

O Search
™ Machine Catalogs
£ Delivery Groups
[= Policies
[# Logging
4 [E» Configuration
£ Administrators
(2 Controllers
= Hosting
&% Licensing
[ StoreFront
[ App-¥ Publishing

&4 Citrix Studio (Bcme)

Master Image
Master Image
Master Image

Master Image

Actions
| Delivery Groups . 4
{3 Create Application
View >
Enabled G| Refresh
Enabled | Selection 4
Applications

] Create Folder
Selected Items (2 of 4)
{3 Duplicate Application
Disable

[3% Delete

5 Move Application

Help

Click Calculator and then hold the CTRL key (COMMAND key on Mac) and click Notepad.

|24 |
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Step Actio
LS L1 =
File Action View Help
e 2

& Citrix Studio (Acme) Actions

oo citix - R

= Machine Catalogs

£ Delivery Groups Applications (4) {3 Create Application
% fﬂlici_ES 0 Show all + | Description Location State View >
ogging
+ i Configuration > f@ Applications ¥ Calculator Master Image Enabled @ Refresh

8 Administrators ¥ Command Prompt Master Image Enabled Help
Controllers Bl Notepad Master Image Enabled .
= Hosting @1 Paint Master Image Enabled Mﬂﬂ_‘
4o Licensing Applications
@ StoreFront ] Create Folder

@ App-V Publishing
Selected Items (2 of 4)
{3 Duplicate Application
Disable

[3% Delete

Move Application
pp

H Hep

Click Move Application on the right.

14.

Move 2 applications

Select a new location:

» [mw Applications

New folder...

Click the arrow to expand the Applications folder.

15.

Move 2 applications

Select a new location:

v [ Applications

New folder...

Select the Sales folder and click OK.
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Step Action

16. | @

File Action View Help
e n
& Citrix Studio (Acme)
O Search
™ Machine Catalogs
£ Delivery Groups
[= Policies
[# Logging
4 [ Configuration
£ Administrators
5 Controllers .
= Hosting | Selection 4
o Licensing Applications
D storeFront ] Create Folder
[ App-V Publishing

Actions

| Delivery Groups . 4

18 Create Application

EZE]

| Delivery Groups | Applications (2)
Show all Name #‘ Description ‘ Location ‘ State View
+|Command Prompt Master Image Enabled 6] Refresh
@ Paint Master Image Enabled Help

Applications

Command Prompt

Properties

1% Duplicate Application
Disable

&) Rename
[ EditTags
[3% Delete
@

Move Application

EEEERRRRRRRRRRRRRRR——————— RR———S—S—_AS— ., , ..., Help

Click the arrow to expand the Applications folder.

7w 0 amsse [=lom

File Action View Help

e 2@\

£ Citrix Studio (cme) . Actions
i cirmx v . =
= Machine Catalogs | Delivery Groups . 4
£} Delivery Groups | Applications (3) % Create Application
Policies Show all Name + | Desaiption Location State View »
# Logging M Calculator Master Image Enabled

4 [ Configuration v [ Applications g [ Refresh

& Administrators m—“’ipd— Master Image Enabled Help
3 Controllers [ Create Folcer )| Master Image Enabled

= Hosting Rename Folder | Selection 4

7. Licensing Move Folder Sales
@ StoreFront Delete Folder {27 Create Folder
[ App-V Publishing L —

@ Rename Folder

4 Move Folder
[ Delete Folder

Right click the Sales folder and select Create Folder.

18.

Enter a name for the new folder:

| JaparJ

Folder path: Applications\Sales\

Type Japan in the new folder field and click OK.
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Step Actio

19.

File Action View Help
|z
& Citrix Studio (Acme) A Actions
5 cirmix . )
™ Machine Catalogs ME_
£ Delivery Groups | Delivery Groups | Applications (2) 18 Create Application
= Policies Location View »
) g;‘:ﬂ'"znmn ~ Mo Appications - L. Command Prompt [ Enabled & Refresh
gurat Create Folder Master Image Enabled .
£ Administrators v @ Sales Help
B2 Controllers @ Japan . %
= Hosting | Selection 4
o Licensing Applications
@ StoreFront {7 Create Folder
[ App-V Publishing

Right-click the Applications folder and select Create Folder.

20.

Enter a name for the new folder:

Graphics Appsl

Folder path: Applications\

Type Graphics Apps in the new folder field and click OK.

21.

File Action View Help

| 2

¥4 Citrix Studio (Acme) Actions
© search

| Delivery Groups 4

¥ Machine Catalogs
1% Create Application

£ Delivery Groups Applications (0)

% folicives Show all + | Description Location Wiew 4

oggin

aging =TT (@ Refresh

4 [ Configuration pl
£ Administrators & Graphics Apps Help
=) Contrallers v faw Sales : ~
= Hosing e | GraphicsApps A
& Licensing & Create Folder

3 StoreFront

wffi Rename Folder
[y App-V Publishing

¢ Move Folder
[ Delete Folder

H Hep

Click the Applications folder.

220w e =lem

File Action View Help

3 Citrix Studio (Acme)
O Search
' Machine Catalogs
£ Delivery Groups

Actions

|:Delivery, Groups, A

18 Create Application

Applications (2)

[ Policies Location State View >
4 g :i%;;fvation ~ @ Applications B Command Prompt Master Image Enabled [d Refresh
8 Administrators T8 Graphics Apps ) Paint Master Image Enabled B vep
53 Controllers .
Hosting | Selection 4
& Licensing Applications

3 StoreFront

Create Folder
[y App- Publishing =]

Drag and drop Paint into the Graphics Apps folder.
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Step Action

23 awewee =lem

File Action View Help
@ 2
& Citrix Studio (Acme)

0O Search

™ Machine Catalogs

£ Delivery Groups

Actions

| Delivery Groups . &

18 Create Application

CiTRIX
| DeliveryGroups| Applications (1)

View »

% lL’ulici_eS = Show all Name + | Description Location State

ogging - @) Paint Master | Enabled )

4 B Configuration ~ [ Applications — e - @ Refresh
2 Adrministrators @ Graphics Apps @ vew
5 Controllers ~ Taw Sales Create Folder . .
= Hosting & Japan Rename Folder .§§|.§EEI.QD_4.
o Licensing Graphics Apps

- Move Folder

Delete Folder

3 StoreFront
(i App-V Publishing

7 Create Folder
@i Rename Folder
4 Move Folder
[gs Delete Folder

Right-click the Graphics Apps folder and select Move Folder.

24,

@ Move Graphics Apps

Select a new location:

v [ Applications

n (@ Sales
[@ Graphics Apps

New folder...

Click the arrow to expand the Sales Folder.

25.

@ Move Graphics Apps

Select a new location:

v [ Applications
v (@ Sales
(& Japan
[@ Graphics Apps

New folder...

Select the Japan folder and click OK.
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Step Action
26. o amswae o |=lam

|2
&4 Citrix Studio (cme) Actions

£ search CIRREN Delivery Groups -

Machine Catalogs
£} Delivery Groups Applications (1) {3 Create Application

Policies [ Show all Name + [ Description | Location [ state View »
? Logging —
- | Command Prompt Master Image Enabled
4 @» Configuration v @ Applications - < @ Refresh
£ Administrators v [ Sales @ rer
5 Controllers > Mo Ja
pan .
™ Hosting Selection -
& Licensing Applications

3 StoreFront

Create Folder
(i App-V Publishing o

Click Show all on the left.

200w amswe l-lemam

File Action View Help

es zc@
&4 Citrix Studio (Acme)
O Search
™ WMachine Catalogs
£ Delivery Groups

Actions

Delivery Groups =

18 Create Application

CiTRIX

Applications (5)

% folici}es 3 show all Nam & Descition Loglion Lo Lsiate View »
0gging
4 B Configration v (@ Applications Calculator Master Image ~ Sales\ Enabled ] & Refresh

8 Administrators - B Sales \|Command Prompt Master Image  Applications Enabled Help

B Controllers » B Japan T Notepad Master Image  Sales\ Enabled

Hosting @1 Paint Master Image ~ Sales\Japan\Graphics Apps\  Enabled Pr a

s Licensing [ Wordpad Master Image  Sales\ Enabled y Properties

% StoreFront 1% Duplicate Application

App-V Publishin
pp 9 Disable

Verify that all applications are listed in the correct folders.

Exercise Summary

In this exercise, you performed an application discovery, adding the WordPad application to a new
folder for the Sales team. Additional folders were added based on geographic location and
application type and moved based on organizational requirements.
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Exercise 3: Session Prelaunch and Lingering

Overview
The prelaunch and lingering features help users access server-based hosted applications quickly,
by starting sessions before they are requested (session prelaunch) and keeping application
sessions active after a user closes all applications (session linger).
In this exercise you will:

* Enable and configure application pre-launch.

* Enable and configure session linger.

* Test pre-launch and session linger using the Task Manager on XA-01.

Step by step guidance

Estimated time to complete this exercise: 20 minutes.

Step Action

File Action View Help

s 2EH
5 Citrix Studio (Acme)

O Search

™ Machine Catalogs

Actions

CiTRIX

Delivery Groups =

£ Delivery Groups | Delivery Groups | Applications (5) 1% Create Application
% f‘“"““ Showall Name + | Description Location state View »
0gging
+ @ Configuration - @ Applications Cal:ulamr Master Image  Sales\ Enabled & Refresh
& Admiistrators v~ = Command Prompt Master Image _ Applications Enabled B Hep
2 Controllers » @ Japan JINotepad Master Image ~ Sales\ Enabled
= Hosting @1 Paint Master Image  Sales\Japan\Graphics Apps\  Enabled Command Prompt =
s Licensing [E) Wordpad Master Image ~ Sales\ Enabled [ Properties
D storefront 8 Duplicate Application
[idy App-V Publishing
Disable

Click on the Delivery Group tab at the top.

20 e amee =lem

File Action View Help

e 2@

& Citrix Studio (Acme) " Actions
O Search CITRIX =
= Machine Catalogs - elwery Groups A
£ Delivery Groups Delivery Groups Create Delivery Group
5’ foucigs Devey S Machmeltipe | No. of machines Sessions in use No. of applications View »
°9ging Sales. Windows Server OS 1 0
. Configurati (Gl Refresh
“® g":j"'fat.'t"l State: Enabled Unregistered: 0 Disconnected: 0 @ e
ministrators el
B Contrllers Win 81 Desktops Windows Desktop OS 2 0 0 P
= Hosting State: Enabled Unregistered: 0 Disconnected: 0 Sales -
7 Licensing Win7 Desktops Windows Desktop OS 2 0 0 B add Machines
3 StoreFront State: Enabled Unregistered: 0 Disconnected: 0

Add Applications
&pp- Publishin I
[ App q [ Edit Delivery Group

B Turm On Maintenance Mode
@l Rename Delivery Group
Delete Delivery Group

B View Machines

B View Applications

[ Test Delivery Group

H Hep

Verify the Sales Delivery Group is selected and then click Edit Delivery Group on the right.
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Studio peers
Specify who can use the applications and desktops in this Delivery Group. You can assign users
and user groups who log on with valid credentials. Al ively or additit , you can enable
_ access for unauthenticated users.
Assign users:
Delivery Type
Domain Users (TRAINING\Domain Users)
[ Application Prelaunch j
Application Lingering
User Settings
StoreFront
Access Policy
Restart Schedule

\2[ Give access to unauthenticated (anonymous) users; no credentials are required to access
StoreFront
This feature requires a StoreFront store for unauthenticated users.

OK H Cancel ] [ Apply ]

On the Edit Delivery Group page, click Application Prelaunch.

Studio Prelaunch Sessions for Applications
With prelaunch, sessions launch when users log on to Receiver, so applications are available
sooner.
Users When do you want sessions to launch?

Delivery Type () Launch when users start an application (no prelaunch)

Application Prelaunch [ (® Prelaunch when any user in the Delivery Group logs on to Receiver for Windows ]

() Prelaunch when any of the following users log on to Receiver for Windows:

Application Lingering
Basic settings
Access Policy

Restart Schedule
Add... Remove

If no application is started, when do you want prelaunched sessions to end?

After a specified time: ‘:]

CJ When average load on all machines exceeds (%): =les

("] When load on any machine exceeds (%): -+

[ ok [ cancet | [ appy |

Select Prelaunch when any user logs on to Receiver for Windows.

Do not press Enter or click OK.
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Prelaunch Sessions for Applications

Studio
With prelaunch, sessions launch when users log on to Receiver, so applications are available
sooner.
Users When do you want sessions to launch?
Delivery Type _) Launch when users start an application (no prelaunch)

Application Prelaunch @ Prelaunch when any user in the Delivery Group logs on to Receiver for Windows

Aoplication Li . ) Prelaunch when any of the following users log on to Receiver for Windows:
pplication Lingering

Basic settings

Access Policy

Restart Schedule
Add... Remove

If no application is started, when do you want prelaunched sessions to end?

After a specified time:

hen average load on all machines exceeds (%): m =
hen load on any machine exceeds (%): m =

Enter the following information:

When average load time on all machines exceeds (%)
When load on any machine exceeds (%)
When average load time on all machines exceeds (%) 50
When load on any machine exceeds (%) 50

Do not press Enter or click OK.

Prelaunch Sessions for Applications

Studio
With prelaunch, sessions launch when users log on to Receiver, so applications are available
sooner.
Users When do you want sessions to launch?
Delivery Type _ Launch when users start an application (no prelaunch)

Application Prelaunch @ Prelaunch when any user in the Delivery Group logs on to Receiver for Windows

) Prelaunch when any of the following users log on to Receiver for Windows:

Basic settings

Access Policy

Restart Schedule

Add... Remove
If no application is started, when do you want prelaunched sessions to end?

After a specified time:

[ When average load on all machines exceeds (3%):

(¥ When load on any machine exceeds (%):

[ OK H Cancel ] [ Apply ]

Click Application Lingering.
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Studio Lingering Sessions for Applications

With lingering, sessions remain active after all applications are closed.

When do you want sessions to end?

U: -
— () Immediately after all applications in the session are closed (no lingering)

Delivery Type p Keep sessions active until: ]

Application Prelaunch After a specified time:

Application Lingering [Hours v ] Is l

User Settings [ The average load on all machines exceeds (%):

StoreFront i s

Access Policy [_] The load on any machine exceeds (%):

Restart Schedule il

[ Apply ]

On the Application Lingering page, check the box:

‘ Keep session active until: ‘ ‘

Do not press Enter or click OK.
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Studio Lingering Sessions for Applications

With lingering, sessions remain active after all applications are closed.

When do you want sessions to end?

Users @) Immediately after all applications in the session are closed (no lingering)
Delivery Type (®) Keep sessions active until:
Application Prelaunch After a specified time:
) £
Basic settings [¥) The average load on all machines exceeds (%):
Access Policy =
Restart Schedule @The load on any machine exceeds (%):

EX ED

[ ok ] [ Cancel ] [ Apply
Enter the following information:
After a specified time: Minutes, 2
When average load time on all machines exceeds (%)
When load on any machine exceeds (%)
When average load time on all machines exceeds (%) 50
When load on any machine exceeds (%) 50

Studio Lingering Sessions for Applications

With lingering, sessions remain active after all applications are closed.

When do you want sessions to end?

Users @) Immediately after all applications in the session are closed (no lingering)
Delivery Type (®) Keep sessions active until:
Application Prelaunch After a specified time:
=] [ T8
Basic settings (] The average load on all machines exceeds (%):
Access Policy =
Restart Schedule (] The load on any machine exceeds (%):

EX B0

Cancel ] [ Apply

Click OK.
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10.

& Citrix Studio (Acme) Actions
O search i~
® Machine Catalogs DelivenGioups
£ Delivery Groups Delivery Groups | Create Delivery Group
= Policies Delivery Group + | Machine type | No.of machines | sessions in use No. of applications View
@ t°99f"9 Sales Windows Server... 1 0 Al | G Refresh
4 (& Configuration State: Enabled Unregistered: 0 Disconnected: 0
£ Administrators Help
Controllers
= Hosting Details - Sal Sales
24 Licensing s vee [EL Add Machines
% StoreFront Details Machine Catalogs | Usage | % Add Applications
App-V Publishing e o
Delivery Group State Edit Delivery Group
B Turn On Maintenance ...
Name: Sales Enabled: Yes )
R Delivery G
Display Name: Sales Desktop & Apps Maintenance Mode: off o) Rename Delivery Group
Description: i Registered Machines: 1 Delete Delivery Group
Type: Random Desktops and applica...  Unregistered Machines: 0 View Machi
SettoVDAversion: 7.6 (recommended, to access t..  Powered off Machines: 0 % View Machines
Users: Domain Users (TRAINING\Do...  Total Machines: 1 B View Applications
Scopes: Al Installed VDA version:  7.6.0.5016 )
Test Delivery G
Operating System: Windows 2012 R2 (& Test Delivery Group
Session prelaunch:  Prelaunch for any user Help
Session lingering:  Keep session active

Review the Details pane for the Sales Delivery Group and verify the following information:

* Session Prelaunch: Prelaunch for any user

* Session lingering: Keep session active

11.

[ 7start

e 49

On the Student Desktop switch to XenCenter.

12.

X XenCenter

File  View

Pool Server VM Storage Templates Tools Window Help

Q Back ~ \/\ Forward ~ Add New Server New Pool ?3 New Storage H New VM | @ Shut Down % Reboot 0 Suspend

=lolx]

Q System Alerts: 2

Views:  Server View +|[@ xA-01 on 'xsdev-012.ondemand.vtc

Logged in as: Local root account |

o

= 0 XenCenter

£ General | emory | storage | Ne:wnrm'm_soie]performamel Snapshots | Logs |

VM General Properties
=1 [ xsdev-012.ondemand.vtc
(@@ ap
@ oc1 Properties
(@ sF1
@ saLt General
@ wn7-1 Name: XA-01
(@ win7-2
@ wins1-1 Description: XenApp 7.6 Worker VDA / Win 2012R2
Tags: <None>
Folder: <None>
(@ xas5-w Operating System: Windows Server 2012 R2 Standard
) ovD drives BIOS strings copied: No

5 150 Library
f3g Local Storage
% NFS virtual disk storage

Virtualization state: Optimized (version 6.2 installed)

Time since startup: 59 minutes
g Removable storage
Home Server: <None>
UuID: d235d83b-déb6-d6c0-43a4-f43db2a%a 1d8

Boot Options

Select XA-01 on the left and click the Console tab.

Expandall  Collapse all
|Iq A
v
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13.

‘ @ XA-01 on 'xsdev-012.ondemand.vtc' Loggedin as: Local root account |

Generall Memoryl Storage | Networking Console | performance | Snapshots I Logs ]

DVD Drive 1: | <empty> ﬂ Switch to Remote Desktop I

X
Press Ctrl+Alt+Delete to sign in.

234

Thursday, November 6

& 12

Send Ctrl+Alt+Del (Ctrl+Alt+Insert) V scale [ lUndock (Alt+Shift+U | Fullscreen (Ctrl+Enter)
p = ( )

Click Send Ctrl-Alt-Del at the bottom.

14.

Other user

training\administrator

Sign in to: training

Login with the following information:

Username Training\Administrator
Password Citrix123
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15.

administrator aa

From the Start screen, click Task Manager.

16.

Task Manager

_ﬂ-

There are no running apps

@ More details

Click More details.

End task

17.

File Options View

Name

Status

Apps (1)

[

Task Manager

Background processes (30)

Citrix Connection Center (32 bit)

Citrix Connection Manager (32 ...

-

b [m

7] Citrix Diagnostic Facility COM ...

 Citrix Group Policy Engine

B Citrix Receiver (32 bit)

Citrix Receiver Application (32 bit)

b [m

b [mE

| Citrix Remote Device Redirector

Citrix Service Host Executable

 Citrix Service Host Executable

1 Citrix Service Host Executable

1 Citrix Service Host Executable

(A) Fewer details

Clic

k the Users tab.

Task Manager

Processes | performance [[Users || Details | Services

0%

CPU

33%

Memory

7.7MB

23MB
3.6 MB
1.6 MB
27MB
3.9MB
46MB
20MB
0.8MB
0.8MB
0.8MB

0.7MB

[
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18.

File Options View

Processes[ Performance] Users lDetaiIs[ Servicesl

- 0% 33%
User Status CPU Memory

b | administrator (11) 0% 6a7ms |

@ Fewer details

Notice that only the Administrator is listed. This indicates that there are no

active sessions on XA-01.

19.

|2 291pM

On the Student Desktop, click the arrows to view additional tray applications.
20.

Right-click Citrix Receiver and click Exit.
21.

6 Citrix XenCenter Q/

ﬁ WinSCP -

f SSH, Telnet and Rlogin dient :‘K _

Windows Security

> All Programs
I Search programs and files @ Log off )I
sar| © . =0

On the Student Desktop click Start and then click Run...
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2 | I

== Typethe name of a program, folder, document, or Internet
——  resource, and Windows will open it for you.

Open: l regedit| ;IJ
I oK I Cancel Browse... |

Enter the following:

| Open: [ regedit

Click OK.

23. x

Do you want to allow the following program to make changes to this
computer?

V> Program name:  Registry Editor
Verified publisher: Microsoft Windows

j Show details [ Yes ] | No I

Change when these notifications appear

Click Yes in the UAC dialog box.
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24,

¢!’ Registry Editor

File Edit View Favorites Help

=10l x|

78 Computer Al | Type | pata
| HKEY_CLASSES_ROOT REG_SZ (value not set)
| HKEY_CURRENT_USER REG_SZ A
Bl J4 HKEY_LOCAL_MACHINE REG_SZ A
| BCDO00000000 REG_SZ 7/22/20149:15:12
|, HARDWARE REG_SZ
b SAM REG_SZ
e EZ%TRE REG_SZ DE2D236E-69FA-4DD6-8DFF-39EBIBBI6410
| AT Technologies REG_SZ C:\Program Files\Citrix\SelfServicePlugin\
¥ costesT REG_SZ 1
G Citix al REG_SZ C:\Program Files\Citrix\SelfServicePlugin\SelfService.exe
|, ADConfig 2b|LegacyFtalcons REG_SZ
|, ASC 2b]StartienuDir REG_SZ
|, Audio 2bUseCategoryAsStartMenuPath REG_SZ
|, AuthManager IsingMS REG_SZ
|| Citrix Desktop Delivery Controller ersion REG_SZ 4.1.200.46890
|| CitrixCAB ab]wsCAllowSettingsChanges REG_SZ
|, Client Hosted Apps :ab|wSCReconnectAll REG_SZ true
. Configuration — | 2b]wsCReconnectiode REG_SZ 3
o g::'adfpﬁv b]wsCsupported REG_SZ true
) ool
txUiMon
E
| InhibitPNAgent
|| EUEM
|, Graphics
GroupPolicy
HdxMediaStream
HdxMediaStreamForFlash
)
|| InstalDetect
|| InstallWizard
|, personal vDisk
|| PluginPackages
| PortICA =

|Computer\HKEY_LOCAL_MACHINE\SOFTWARE Citrix\Dazzle

4

Navigate to HKEY_LOCAL_MACHINE > SOFTWARE > Citrix > Dazzle and double-click

EnablePreLaunch.

pm. EnablePreLaunch must be set to true in order for Session Prelaunch to function.
This enables the feature for the client Windows Receiver. In production
environments this egistry setting can be modified with Group Policy.

25.

Edit String

Value name:

|EnabIePreLaunch

Value data:

)

Cancel |

Enter the following information (case sensitive):

| Value data:

| true |

and click OK.
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26.

File Edit View Favorites Help

- ), Dazze 2| [Name | Type | pata
J. InhibitPNAgent REG_SZ (value not set)
| EUEM REG_SZ A
4 Graphics REG_SZ A
Ju Grouppolicy REG_SZ 7/22/20149:15: 12
%] deMed!aSheam REG_SZ true
1. HdxMediaStreamForFlash REG_SZ
1 i; Client REG_SZ DE2D236E-69FA-4DD6-8DFF-39EB9BB96410
i' Install‘en REG_SZ C:\Program Files\Citrix\SelfServicePlugin\
\. InstalDetect REG_sz !
| InstallWizard REG_SZ C:\Program Files\Citrix\SelfServicePlugin\SelfService.exe
1. personal vDisk REG_SZ
| PluginPackages REG_SZ
| PortICA 14 ‘UsecategoryAsStarlMenuPam REG_SZ
| ProvisioningServices f‘b]UsingMS REG_SZ
| Receiver ]Version REG_SZ 4.1.200.46890
). ReceiverInside b] WSCAllowSettingsChanges REG_SZ
1. Security :ab|WsCReconnectAll REG_SZ true
1. Sessions ab)wSCReconnectMode REG_SZ 3
| SvcHost ab]WSsCSupported REG_SZ true
1. UNCLinks
| UniversalPrintDrivers
|, vdd
| VirtualDesktopAgent
. WelcomeScreen
|, XenDesktop =
1. XenTools
1. XenToolsInstaller
. XenToolsNetSettings
- |, Classes
- |, Clients
-, FullArmor
- |, Google
B |, Hewlett-Packard ';‘
B D

Close the Registry Editor.

27.

<0

DC1.RDP

g SSH, Telnet and Rlogin dient

Windows Security

] Search programs and fles

@ Logoff | »

B o - o

STUDENTDESKTOP

STUDENTDESKTOP
Windows 7 Professional
localuser

On the Student Desktop, click Start and then click All Programs.
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28.

STUDENTDESKTOP
@ Mozilla Firefox in: STUDENTDESKTOP
By winsce 3 E Windows 7 Professional
) Zic;:(ssones Music : localuser
]

. Games
:, Maintenance Computer
J. startup e
Windows Security

< Back

| search programs and fies B oot |
e -9

Click Citrix Receiver.

29.

) Citrix Receiver

Citrix Receiver™

J Installed successfully!

If you received instructions to set up Receiver with your email or
a server address, click Add Account.

_Addpccourt | e |

Wait a few seconds for the Receiver window to open. Click Add Account.
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30.

X|
Citrix Receiver™

Enter your work email or server address:

Ihttp:/’/'sfl training.lab/Citrix/AcmeSales|

0 If you do not need to add an account, click Cancel. If you need
to add an account later, start Citrix Receiver and choose
Accounts.

&\ The specified server address is not secure.

Next ‘ Cancel

Type the following information:

‘http://sfl.training.lab/Citrix/AcmeSales

and click Next.

31.

) Ctrix Recerver

Citrix Recelver

Connecting...

Connecting... will be displayed in the receiver window for several seconds.
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32.

%) Citrix Receiver ] X|

User name: ITraining\userl

Password: Iouuuul

I~ Remember my password

Log On I

Cancel

¢ Connection is not secure

When the authentication dialog box appears enter the following information:

Training\userl
Citrix123

User name
Password

and click Log On.

33.
Citrix Receiver
Wait for Receiver to log in completely and for Calculator and Notepad to appear.
34. e
fse| 2 ., @08
Switch back to XenCenter to view the XA-01 VM Task Manager.
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35.

File Options View

I Processes I Performancel Users I Details I Services I

0% 40%
User Status CPU Memory
3 H administrator (14) 0% 783 MB
b Y userl (8) 0%  59.7MB

@ Fewer details

Disconnect

Task Manager should still be open on the desktop. A session for user1 will appear after a
minute. This is the pre-launch session for user1.

36. .

san| @ 5 @0

Switch to Citrix Receiver on the Student Desktop.
37.
38.

Wait for Calculator to open and close the application.
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39.

) Citrix Receiver

Citrix Receiver

Q

efresh Apps
Accounts.
Log Off

In the Receiver window click User One and click Log Off.

40.
Citrix Receiver
Close Citrix Receiver.
Y sen| @ L @ [0) 8]
Switch back to XenCenter to view the XA-01 VM Task Manager.
42.

File Options View

Task Manager

Processes | Performance | Users Details]Services‘

User
P H administrator (14)

Status

0%
CPU
0%

B

38%

Memory

76.9 MB

[ b Y userl (6)

Disconnected

0%

20.8 MB ]

@ Fewer details

I Sign out H Switch user |

Notice that the user1 session is still present due to session linger being enabled.
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43.

File Options View

| Processes | Performancel Users | Details | Services |

T 0% 35%
User Status CPU Memory

3 H administrator (14) 0% 77.7MB l

@ Fewer details

Disconnect

In 2 minutes, the session will end due to the timeout threshold we configured earlier in this
exercise; only the currently logged in Administrator will be present.

44.

File Options View

I Processes I Performancel Users IDetails l Services I

User Status

> Y administrator (14)

@ tower et

Close Task Manager.

Exercise Summary

In this exercise, you configured session pre-launch and session linger for all users of the Sales
Delivery Group. We used the registry editor to enable pre-launch on the client machine’s Receiver
and we accessed the Task Manager of XA-01 to see the pre-launched and lingering session for
User1.
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Exercise 4: Connection Leasing

Overview

Connection leasing enables users to connect to previously accessed resources during times when
the Controller connection to the site database is unavailable.

In this exercise you will:
* Launch Calculator
* Shut down the SQL database server
* Verify the Calculator application is still accessible

e View XML file locations

Step by step guidance

Estimated time to complete this exercise: 15 minutes.

Step Action

' KJStart| @ .'a

Switch to DC1.

File Action View Help

| 7[5

£ Citrix Studio (Acme) A Actions
O Search CITRIX -
. -
Machine Catalogs RelizepiCionn:
£ Delivery Groups Delivery Groups | A ns (3) Create Delivery Group
[ Policies + | Machine type No. of machines Sessions in use No. of applications View 3
(# Logging Sales [T ——r 1 0 G Refresh
4@ Cgﬂh;':"f_“_'i“t State: Enabled Unregistered: 0 Disconnected: 0 B
ministrators el
& Contollers Win 81 Desktops Windows Desktop OS 2 0 0 i
W fosting State: Enabled Unregistered: 0 Disconnected: 0 TRl ~
= , L2115 T —|
2. Licensing Win7 Desktops Windows Desktop OS 2 0 0 @ addMachines
D Storefront State: Enabled Unregistered: 0 Disconnected: 0

8 Add Applications
Edit Delivery Group
@@ Tum On Maintenance Mode

(i App-V Publishing

&l Rename Delivery Group
Delete Delivery Group
B View Machines

B View Applications

[ Test Delivery Group

H Hep

e Catalogs

Setto VDA version: 7.6 (recommended, to access the latest features) Unregistered Machines: 0 -

Users: Domain Users (TRAINING\Domain Users) Powered off Machines: 0
Allow unauthenticated users Total Machines: 1
Scopes: All Installed VDA version:  7.6.0.5016
StoreFronts: - Operating System: Windows 2012 R2
Session prelaunch:  Prelaunch for any user
Session lingering: ~ Keep session active =
2

Click PowerShell at the bottom left.
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Enter the following command:

Add-PSSnapin Citrix.*

Press Enter.

This loads the Citrix PowerShell Snap-Ins that are required for interacting with the controller
from PowerShell.

T, Administrator: Windows PowerShell [=TelT

Verify ConnectionLeasingEnabled indicates True.
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PS C:\Users\administrator.TRAINING> Set-BrokerSite -ConnectionLeasingEnabled $false

Administrator: Windows PowerShell

Type Set-BrokerSite -ConnectionLeasingEnabled $false and press Enter.

Connection leasing is now disabled. Users will not be able to access
resources if the connection to the SQL database is unavailable.

Administrator: Windows PowerShell [=[a[xT]

Type Get-Brokersite and press Enter.

ey

BaseOU

BrokerServiceGroupUid

olorDepth

onfigurationSerys ceGrounliid

Fonnecti onLeasingEnabled

DesRroperonpTeTTo T
DnsResolutionEnabled
LicenseEdition
LicenseGraceSessionsRemaining
LicenseModel
LicenseServerName
LicenseServerPort
LicensedSessionsActive
LicensingBurnIn
LicensingBurnInDate
LicensingGraceHoursLeft

LicensingGracePeriodActive

LicensingOutOfBoxGracePeriodActive
letadataMap

Name

SecurelcaRequired E
rustRequestsSentToTheXmlServicePort :

Administrator: Windows PowerShell [= =[x

: 6bf9fab6-a734-48e3-b729-8de28efec511
: TwentyFourBit

2234495 3d-9845-4792-8b19-29e4bece0cOl
: False

e
: False
: PLT

: UserDevice

: ad.training.lab

: 27000

HY

: 2014.0815

: 8/14/2014 8:00:00 PM

sers\administrator. TRAINING> v

m >

Verify that ConnectionLeasingEnabled indicates False.

Lisart| (&) 5 |

On the Student Desktop, launch Internet Explorer.
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10.

Enter the URL of your Store

http://sf1/Citrix/AcmeSalesWeb/

11.

Citrix Receiver

Enter the following:

User Name

training\userl

Password

Citrixl23

Click Log On.

training\userl

12.

Click Apps.

13.

Citrix Receiver

Calculator

Click on the Calculator icon.
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14.

| caleulator [ =12 Fx

View Edit Help

0

MC MR MS M-+ M-
— CE c
78] 9

4[5 ][ 6 || * |
23

0

The Calculator application appears on the Student Desktop, close Calculator.

15.
Citrix Receiver
Activate...
Log Off
Click User One at the top and click Log Off.
16.

2

SQL1.RDP

On the Student Desktop, double-click the SQL1 shortcut.
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17 3 SQLL - SQL1 - Remote Desktop Connection

5 5 zssem

On the SQL1 desktop, click Start.

18.
Search

Ever

On the Start screen type Services.msc to search and then click on Services when it
appears.
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19.

Services
File Action View Help
@ Bez HmE »enw
. Services {Local) < Services (Local)
SQL Server (MSSQLSERVER) Name - Description Status Startup Type Log On &s )
. Secondary Logon Enables star... Manual Local Syste...
Stopfhe SEMC_E /. Secure Socket Tunneling Pr... Provides su... Manual Local Service
;i;?t::zg\';se % Security Accounts Manager  The startu? Running Automat?c Local Syste...
Server Supports fil..  Running  Automatic Local Syste...
Shell Hardware Detection Provides no.. Running  Automatic Local Syste...
Description: ) % Smart Card Manages ac... Disabled Local Service
22‘:;:232;‘:29; zﬁ;ﬁ':g;’r‘iid § Srart Card Device Enumera... Creates soft.. Running Manual (Trig.. Local Syste..
transaction processing. + Smart Card Removal Policy  Allows the s... Manual Local Syste...
- SNMP Trap Receives tra... Manual Local Service
Software Protection Enables the ... Automatic (D... MNetwork S...
Special Administration Con... Allows adm... Manual Local Syste...
+. Spot Verifier Verifies pot... Manual (Trig...  Local Syste...
. SQL Full-text Filter Daernon ... Service to la... Running Manual NT Service...
¢ L Server (MSSQLSERVER)  Provides sto...
. SQL Server Agent (MSSQLS...  Executes jo... Manual NT Service... £
SQL Server Analysis Services... Supplies onl... Running  Automatic NT Service...
SQL Server Browser Provides Q... Running  Automatic Local Service
<. SQL Server Distributed Repl... One or mor... Manual NT Service..,
<. SQL Server Distributed Repl... Provides tra... Manual NT Service...
<. SQL Server Integration Servi... Providesm.. Running  Automatic NT Service..,
2 SQL Server WSS Writer Providesth..  Running  Automatic Local Syste...
./ SSDP Discovery Discovers n.. Disabled Local Service v

', Extended ‘,4: Standard/

In the Services window, scroll down and select SQL Server (MSSQLSERVER) and click
Stop at the top left, this simulates a database failure.

20.

Drsart| (2] 5 |

On the Student Desktop switch back to Internet Explorer.

21.

You have logged off successfully.

Click Log On.
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22.

User name: training\userl

Citrix Receiver

Password:

Enter the following:

User Name training\userl
Password Citrix123

Click Log On.

23.

Citrix Receiver

There are no apps or desktops available to you at this time.

No apps or desktops are available because the SQL database is offline and Connection
Leasing is disabled.

24,

Citrix Receiver
Activate...

Log Off

There are no apps or desktops available to you at this time.

Click User One and then click Log Off.
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25.

[ % SQL1-5QL1 - Remote Desktop Connection ]
& DC1-DC1 - Remote Desktop Connection

Dsen| &) 4 [%)

On the Student Desktop switch back to SQL1.

26.

File Action View Help
@ Gz HmE >80

. Services (Local)

controllgd access of data, and rapid Q) Smart Card
transaction processing.
% Smart Card Removal Policy
£ SNMP Trap
£ Software Pratection

% Spot Verifier

. SQL Server Browser

5 SQL Server WSS Wiriter
£ SSDP Discovery

SQL Server (MSSQLSERVER) Name *
£ Secondary Logon
-he service £ Secure Socket Tunneling Pr...
% Security Accounts Manager
Description: 5‘5 Server
Provides storage, processing and . Shell Hardware Detection

£ Smart Card Device Enumera..,

£ Special Administration Con...

. SQL Server Agent (MSSQLS...
. SQL Server Analysis Services..,

. SQL Server Distributed Repl...
£, SQL Server Distributed Repl...
£ SQL Server Integration Servi...

Description

Enables star...
Provides su...
The startup ...
Supports fil...
Provides no...
Manages ac...
Creates soft...
Allows the s...
Receives tra...
Enables the ...
Allows adm...

erifies p:

Provides tra...
Provides m...
Provides th...
Discovers n...

Executes jo...
Supplies onl...
Provides SQ...
One or mor...

Status

Running
Running
Running

Running

Running
Running

Running
Running

Startup Type
Manual

Manual
Automatic
Automatic
Automatic
Disabled

Manual (Trig...

Manual
Manual

Automatic (D...

Manual

Manual (Trig...

Manual
Automatic
Automatic
Manual
Manual
Automatic
Automatic
Disabled

Log On As

Local Syste...
Local Service
Local Syste...
Local Syste...
Local Syste...
Local Service
Local Syste...
Local Syste...
Local Service
Netwaork S...
Local Syste...
Local Syste...
NT Service

NT Service...
NT Service...
Local Service
NT Service...
NT Service..,
NT Service...
Local Syste...
Local Service

Extended /(Standard/

In the Services window, verify SQL Server (MSSQLSERVER) is still selected and click Start.

27.

8 5QL1-5QL1 - Remote Desktop Connection
[ % DC1-DC1 - Remote Desktop Connection

Dsen| 2] o [%)

Switch back to DC1.
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28.

ey Administrator: Windows PowerShell

eGrouplid

rouplid

In the PowerShell window, type set-BrokerSite
and press Enter.

29.

ey Administrator: Windows PowerShell

: 6bfofabé
: TwentyFour
o 495

Grou
olutio

Edition

: UserDevice
ad.training.

sentToTheXml Ser

-ConnectionLeasingEnabled $true

Type Get-Brokersite and press Enter.
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30.

Administrator: Windows PowerShell
AINING>

TRAININ

lorDepth
nfiguratio

ReopGeroup
esolutionEn

Name
SecureIcaRequired
tRe S

FourBi

.training.lab

000
o]
2014.0815
8/14/2014

:00:00 PM

Verify that ConnectionLeasingEnabled indicates True. Close PowerShell.

31.

& SQL1-5QL1 - Remote Desktop Connection

&

% DC1-DC1 - Remote Desktop Connection

Lrsart| 2| 5 (%

Switch to SQL1.

32.

Services
File Action View Help
Y EIEEN
Services {Local) Services (Local)
SQL Server (MSSQLSERVER) Name - Description Status Startup Type Log On &s ~
Secondary Logon Enables star... Manual Local Syste..,
Stop fhe 55"‘/@9 Secure Socket Tunneling Pr...  Provides su... Manual Local Service
&;s?::jgj; Security Accounts Manager  The startup .. Rur\ning Automat?c Local Syste...
Server Supports fil..  Running  Automatic Local Syste...
Shell Hardware Detection Provides no... Running  Automatic Local Syste...
Description: Smart Card Manages ac... Disabled Local Service
E::;Iriﬁ:jt:zacg; Z;c;::::g;?:pid Srnart Card Device Enumera... Creates soft.. Running  Manual (Trig... Local Syste...
transaction processing. Smart Card Removal Policy  Allows the s... Manual Local Syste...
SNMP Trap Receives tra... Manual Local Service
Software Protection Enables the ... Automatic (D... Network S...
Special Administration Con... Allows adm... Manual Local Syste...
Spot Verifier Verifies pot... Manual (Trig... Local Syste...
SQL Full-text Filter Daermon ... Service to Manual NT Servic
SQL Server (MSSQLSERVER) Automatic
SQL Server Agent (MSSQLS...  Executes jo... Manual NT Service... E
SQL Server Analysis Services... Supplies onl.. Running  Automatic NT Service...
SQL Server Browser Provides SQ.. Running  Automatic Local Service
SQL Server Distributed Repl.. One ormor... Manual NT Service...
SQL Server Distributed Repl... Provides tra... Manual NT Service...
SQL Server Integration Servi... Provides m.. Running  Automatic NT Service...
SQL Server VSS Writer Provides th..  Running  Automatic Local Syste...
SSDP Discovery Discovers n... Disabled Local Service v

\ Extended A Standard

In the Services window, verify SQL Server (MSSQLSERVER) is still selected and click Stop.
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33.

BEIEN-1

Wait 90 seconds and then switch to Internet Explorer on the Student Desktop.

[ Connection Leasing has a 90 second delay in case database access can
be quickly recovered.

34.
You have logged off successfully.
Click Log On in the Internet Explorer window.
35.

User name: training\userl

Citrix Receiver

Password:

Enter the following:

User Name training\userl
Password Citrix123
Click Log On.
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36.

Windows 7 Desktop

Click Apps.

37.

Citrix Receiver

Calculator Notepad

Click on the Calculator icon.

38 | Calculator l;l_“-

View Edit Help

= s|~]T
[*<]

The Calculator application appears on the Student Desktop despite the database being
offline. Close Calculator.
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39.

Citrix Receiver

Activate..

Log Off

Notepad

Click User One and click Log Off.

40.

56
| 03] 411 X ) o Recewer

Logoff error

M any apps are st runming. please et them manuay.

Receiver will indicate a Logoff error, this is due to the database being offline.

Close Internet Explorer.

41.

b SQL1-SQL1 - Remote Desktop Connection @

% DC1-DC1 - Remote Desktop Connection

Dsa] @] - [%)

Switch back to DC1.

42.

= B X &

Open File Explorer.
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43.

Dl em-
G computer  View v e
2 [ % Data%\C ache\Lease: ] > [I[ search This pc 2]
Data%\Ci ache\Lease:
457 Favorites 47Folders
B Desktop

18 Downloads i Desktop [; Documents

] Recent places

b {8 This PC " Downloads w
‘L\'\e‘! Network k Pictures ! Videos

4 Devices and drives (2)

Music

- Local Disk (C:)
-

g4
> I ] % CD Drive (D)
S 136 GB free of 23.6 GB =/
4 Network locations (1)
<§ (Wad) (X)
e, 149GBfree of 23.6GB
9items EE

Navigate to %ProgramData%\Citrix\Broker\Cache\Leases

44. REr e Leases I
- e e )
€ * 1| kb « ProgramData » Citrx » Broker » Cache » Leases v G easch Lesse r
» Favorites bhoviic Dsb —
3L Recent places
™ Thes PC
€ Network
2mems 1 item selected q’-
These folders contain a sub-folder structure that holds the XML files for the leases. There
are two kinds of leases, enumeration and launch.
Enumeration leases are specific to user and endpoint; they contain the
browser names of resources that can be enumerated by the user from a
specific endpoint. Launch leases contain information specific to the user and
specifies the worker that was used in the last brokering.
45. | Close File Explorer.
46.

Disart| [27 (%

Switch back to SQL1.
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47.

File Action View
Y

£ Services (Local)

EIIEY

Help

[ »®unw

SQL Server (MSSQLSERVER)

Description:

Provides storage, processing and
controlled access of data, and rapid
transaction processing.

a
Name

econdary Logon

£ Secure Socket Tunneling Pr...

% Security Accounts Manager
O Server

. Shell Hardware Detection
£ Smart Card

£ Smart Card Device Enumera..,

. Smart Card Removal Policy
£ SNMP Trap
. Software Protection

% Special Administration Con...

Description

Enables star...
Provides su...
The startup ...
Supports fil...
Provides no...
Manages ac...
Creates soft...
Allows the s...
Receives tra...
Enables the ...
Allows adm...
erifies pot...
. Service to |

Status

Running
Running
Running

Running

Startup Type
Manual
Manual
Automatic
Automatic
Automatic
Disabled

Manual (Trig...

Manual
Manual

Automatic (D...

Manual

Manual (Trig...

Manual

Log On &s

Local Syste...
Local Service
Local Syste...
Local Syste...
Local Syste...
Local Service
Local Syste...
Local Syste...
Local Service
Network S...
Local Syste...
Local Syste...

QL Server Agent (MSSQ

. SQL Server Analysis Services..,

£ SQL Server Browser

£ SQL Server Distributed Repl...
£ SQL Server Distributed Repl...
£ SQL Server Integration Servi...

5 SQL Server VSS Writer
£, SSDP Discovery

Supplies onl...
Provides SQ...
One or mor...
Provides tra...
Provides m...
Provides th...
Discovers n...

Running
Running

Running
Running

Manual
Automatic
Automatic
Manual
Manual
Automatic
Automatic
Disabled

NT Service...
Local Service
NT Service..,
NT Service...
NT Service...
Local Syste...
Local Service

Extended /(Standard/

In the Services window, verify SQL Server (MSSQLSERVER) is still selected and click Start.
Close the Services window.

48.

Close the connection to SQL1.

Exercise Summary

In this exercise, you tested Connection Leasing by launching an application while the SQL server
was offline. You also reviewed the lease XML file locations.
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Exercise 5: Broker Throttling

Overview

Broker throttling limits the number of actions that can be executed on the hypervisor. This prevents
performance issues that result when a hypervisor is overloaded. We can limit the maximum number
of simultaneous actions, personal vDisk inventory updates and new

In this exercise you will:
» Configure broker throttling in Studio.

* Test broker throttling by starting and stopping VMs with Personal vDisk.

Step by step guidance

Estimated time to complete this exercise: 15 minutes.

Step Action

1,
osen| @ 5 O%)

Switch to the DC1 connection.

File Action View Help

& 9| (]

£ Citrix Studio (Acme) Actions
O Search :
-
= Machine Catalags DelikepiCioups
£ Delivery Groups Delivery Groups ications (5) | Create Delivery Group
= Policies Delivery Group ¥ Machine type No. of machines Sessions in use. No. of applications View
g'ggi,‘"g . Sales Windows Server OS 1 [ @ Refresh
4 > Configuration State: Enabled Unregistered: 0 Disconnected: 0
£ Administrators H Hep
52 Controllers Win 81 Desktops Windows Desktop OS 2 0 o
State: Enabled Unregistered: 0 Disconnected: 0 Telien vas
Ty Win7 Desktops Windows Desktop OS 2 0 0 @ AddMachines
3 StoreFront State: Enabled Unregistered: 0 Disconnected: 0

1% Add Applications
[E Edit Delivery Group
B Tum On Maintenance Mode

[igy App-V Publishing

@i Rename Delivery Group
[ Delete Delivery Group
B View Machines

B View Applications

[ Test Delivery Group

H Hep

Click Hosting on the left.
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Step Actio

File Action View Help

3.

|

& Citrix Studio (Acme)
O Search
Machine Catalogs
£ Delivery Groups
[= Policies
[i# Logging
4 [@» Configuration
£ Administrators
Controllers
™ Hosting
&% Licensing
3 StoreFront

[ App-V Publishing

XS1

Internal

Citrix XenServer...

http://192.168.10.5

Enabled

Actions

Hosting A

E Add Connection and R...

B
>

Edit Connection

Turn On Maintenance ...
Delete Connection
Rename Connection
View Machines

Test Connection

BOAEF DB

Help

Connection

Name:

Address:

Username:

Scopes:
Maintenance Mode:

Xs1
http://192.168.10.5
hypervisoradmin
All

Off

Select the X81 hypervisor connection.

4

File Action View Help

s 2

&3 Citrix Studio (Acme)
0O Search
Machine Catalogs
£ Delivery Groups
[= Policies
[# Logging

4 [@» Configuration

3 Controllers
Hosting
&% Licensing
[ StoreFront

£ Administrators

[ App-V Publishing

CiTRIX

XS1

Internal

Citrix XenServer...

http://192.168.10.5

Enabled

Actions

|Hosting . .2

E Add Connection and R...
View »

G Refresh

ﬂ Help

XS1 =

[® Edit Connection

f8 Tumn On Maintenance ...
& Delete Connection

@i Rename Connection
B View Machines

[ Test Connection

ﬂ Help

Connection

Name:

Address:

Username:

Scopes:
Maintenance Mode:

Xs1
http://192.168.10.5
hypervisoradmin
All

Off

Click Edit Connection on the right.

4
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Step Action
S e

Studio Connection Properties

Host address: http://192.168.10.5

User name: hypervisoradmin
Connection Properties
Password: eescccce
[Aduances |
High availability (HA) servers: 0 servers

Edit HA servers...

ok | [ cancel | [ ppy ]

Click Advanced on the left of the Edit Connection page.

S e

Studio Advanced

These settings enable you to specify a maximum number of simultaneous actions, or percentage
of machines, per hosting connection. For settings with absolute and percentage values, specify
both. The lower of the two values is used.

Connection Properties
Absolute Percentage
Advanced
Simultaneous actions (all types): %
Simultaneous Personal vDisk inventory updates: %
Maximum new actions per minute:
Learn more

Connection options:

Use this setting only when recommended by Citrix Technical Support or the product
documentation.

| ok [ cencel | [ Appiy |

Enter the following:

[y

| Maximum new actions per minute. |

The hypervisor connection XS1 will now be limited to performing only one new action per
minute. Production environments will have a higher limit, but we are using 1 to demonstrate
functionality.

Click OK.
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Step Actio

Tols o e =l

File Action View Help

Actions

-
CiTRIX ;
- -
Address B Add Connection and Resources

ja) Ty broup:
[= Policies X1 Citrix XenServer® http://184.173.117.154 View N
[# Logging Internal
4 @ Configuration G Refresh
£ Administrators H Help
£5 Controllers
Hosting Xs1 -
Zu Licensing [B: Edit Connection
D Storefront B Tum On Maintenance Mode
[idy App-V Publishing i
& Delete Connection
@l Rename Connection
B View Machines
[ Test Connection
H Hep

Details - XS1
| oetois | Asminisators |
Connection
Name: Xs1
Address: http://184.173.117.154
Username: root
Scopes: Al
Maintenance Mode: off -

Click Machine Catalogs on the left.

8. |a o amsee |-ioms

File Action View Help

ez
£ Citrix Studio (Acme) Actions
O search )
N
0 Machine Catalogs Machine Catalogs
£ Delivery Groups Machine Catalog + | Machine type No. of machines Allocated machines & Create Machine Catalog
[= Policies Win 2012 R2 Windows Server OS 1 1 View »
[i# Logging Allocation Type: Random User data: - Provisioning method: Manual Refiesh
Alng effes|
4 > Configuration Win81 Desktops Windows Desktop OS (Virtual) 2 8
8 Administrators Allocation Type: Random User data: On local disk Provisioning method: Manual Help
5 Controllers ——————
= Hosting Win81 Desktops =
o Licensing [ Add Machines
D StoreFront [ Edit Machine Catalog

App-V Publishin
[z App 9 B View Machines

[B} Delete Machine Catalog
@i Rename Machine Catalog
[ TestMachine Catalog

Help
. . n
Double-click the Win81 Desktopsmachine catalog.
File Action View Help
e 2
£ Citrix Studio (Acme) . Actions
O Search CiTRIX -
' Machine Catalogs MEEalet)
2 Delivery Groups Search results for (Machine Catalog Is "Win81 Desktops™) [ select Columns
[ Policies i
% Loaging Desktop OS Machines (2) hid r
4 @ Configuration Name + | Machine Catalog | Delivery Group | user Maintenance Mo... | Persist User Cha.. | Power State Registration state | (&4 Refresh
8 Administrators | [T L e On Local Registered Help
Controllers g1 - -
% o Win81-2.trainin... Win81 Desktops  Win 81 Desktops On Local Registered Selected Items (2 of 2) %
4 Licensing 9 Delete
@ storeFront B suspend
[l App-V Publishing
B Restart
B Force Restart
B ShutDown |
B Force Shutdown

Hold the Shift key to select both Win81-1 and Win81-2 and click Shut Down.
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10.

0 Are you sure you want to shut down 2 machines?

Click Yes.

[fsen] @ & BO)

Switch to XenCenter.

11.

1 2' X XenCenter

Fle View Pool Server VM Storage Templates Tools Window  Help
Qsack - () rorvard - | [ AddNewserver | B Newpool ¥5) Newstorage 1] newwm | (@) shutponn () Reboot ([ suspend (@) Force shutdown

Views:  Server View '“ [} Win81-1 on 'xsdev-012.ondemand.vtc'
Se.

= €3 XenCenter

=10l

Q System Alerts: 2

7]
Logged in as: Local root account |

£ General | Memory | Storage | Networking | Console | Performance | Snapshots | Logs |

VM General Properties
= [ xsdev-012.ondemand.vtc
AD
@ oct Properties Expandall  Collapse all
@ st =
@ st General [[(a)
@ win7-1 " )
A
Description:
Tags: <None>
@ xa-01 N
@ XAB5C Folder: <None>
[ xas5-w Operating System: Windows 8.1Pro
€59 ovp drives BIOS strings copied: No
£ 150 Library
Local Storage Virtualization state: Optimized (version 6.2 installed)
59 NS virtualdisk storage Time since startup: 1hour 30 minutes
5] Removable storage
Home Server: <None>
uum: b27dd426-€793-2d90-289% b6 2ae47eb419
Boot Options v

Notice that Win81-1 is shutting down.
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Step Action

13. -ioix

File View Pool Server VM Storage Templates Tools Window Help

Q sack ~ () Forward - | [k AddNew server New Pool 5 New storage ] Newwn | (@) start () Reboot ([} suspend asxstem Alerts: 2
Views:  Server View v| | [ wing1-2 Logged in as: Local root account |
| . fo) Gene"d|Menory[su>rage|Ne!worldnglConso!elPerformmlSnaDstleogs |

£l €3 XenCenter VM General Properties

& [ xsdev-012.ondemand.vtc
@ a0
[@ oc1 Properties Expandall  Collapse all
(@ sF1 .
@ soLt General |(a)
[ win7-1

Description:
Tags: <None>
@ XxassC Folder: <None>
@ XA65-W Operating System: Windows 8.1Pro
% DVD drives BIOS strings copied: No
£ 150 Library
g Local Storage Home Server: <None>
53 NFs virtual disk storage uu: 17af0ees-606c-8406-f066-6de00ec3c 127
53 Removable storage
Boot Options )

Win81-2 shuts down approximately 1 minute after Win81-1.

While shutdown of Win81-1 and Win81-2 was requested simultaneously, we limited
new actions to 1 per minute. This creates the delay we see shutting down Win81-2.

1 4 - X XenCenter i =lo1x]
File View Pool Server VM Storage Templates Tools Window Help
Qsack + () rorward ~ | (i AddNew server Newpool ¥5) Newstorage ] Newwn | (@) start () Reboot ([} suspend QSystem Alerts: 2
Views:  Server View v| | €) XenCenter l
‘ O search | Logs |
= 0 XenCenter Overview
= [ xsdev-012.ondemand.vtc
@ a0
@ oct Search Options ¥ |
(@ sF1
Disks Network
% ;/QL; ) Name CPU Usage Used Memory (ava / max KBs) (avg / maxKBs) Address
in7-
- xsdev-012.ondemand.vtc R [ ~
5 Default install of XenServer 4% of 8 CPUs 21582 of 32740 MB e RS Wi
AD e C—
Active Directory Server /Win201.. 0% of 2 CPUS 593 of 2048 MB R OE Rz 1B 10
DC1 — [——— .
@ XA65-C XenApp 7.6 Delivery Controller / Wi... 1% of 2 CPUs 1833 of 2048 MB 24 n 192.168.10.15, fe0:...
SF1 [E— [———"]
g XASE:"’ Xenapp 7.6 StoreFront Server /Wi... 2% of 2 CPUs 899 of 1024 MB 37 oo fennl
DVD drives
sqLL _ —— C—
5 150 Library MS SQL 2012 Database / Win 201..  10% of 1 CPU 916 of 2048 MB e e 192.168.10.18
g Local Storage @ Win7-1 — [—
10/19 0/0 192.168.10.101, feB...
53 NFS virtual disk storage B 0% of 1CPU 553 of 2048 MB
Removable sto Win7-2 [E— |
5 Removable storage AT ST 2TATML 2/5 0/0 192.168.10.100, feB...
@ wing1-1 . . . . .
@ wing1-2 o o > o 192.168.10.105, fes...

Click Win81-1, hold Shift, and click Win81-2.
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Step Actio

15. laix]

File View Pool Server VM Storage Templates Tools Window Help

Qsack - () Forvard ~ L_é. Add New Server NewPool 5] New Storage [[E] New vM I Start I Reboot ({]]) suspend QSystem Alerts: 2

Views:  Server View 'I ‘ €) XenCenter |
Search.. O search ILogs |
E €3 XenCenter Overview
2] E xsdev-012.ondemand.vtc
@ a0
@ oc1 Search Options ¥
(@ sF1
Disks Network
% \S:;}L; ) Name CPU Usage Used Memory (ava / maxKBs) (avg | maxKBs) Address
fin7-
-] xsdev-012.ondemand.vtc [ -
[ win7-2 B Default install of XenServer 4%0f8CPUS 21582 of 32740 MB S PR e
AD — [E—
B Active Directory Server /Win201.. 0% of 2 CPUS 593 of 2048 MB 2 oL LZ1stl
XA-01 D1 [E— [—1 .
% XAG5-C @ XenApp 7.6 Delivery Controller / Wi... 1% of 2 CPUs 1833 of 2048 MB. 24 m 192.168.10.15, feso:...
SF1 [E—— [—]
g XAG5-W Xenapp 7.6 StoreFront Server / Wi... 2% of 2 CPUSs 899 of 1024 MB 37 /0 Ee o
DVD drives
: sqLL _ —— Co—
5 150 Library B MS SQL 2012 Database / Win 201..  10% of 1 CPU 916 of 2048 MB ofo i 192.168.10.18
g Local Storage @ win7-1 — C—
10/19 0/0 192.168.10.101, fe8...
53 NFS virtual disk storage 0% of 1 CPU 553 of 2048 MB
{53 Removable storage (@ win7-2 g e 2/s 0/0 192.168.10.100, fes...
[[@ win81-1 . ~ . . .
[@ wins1-2 o o o o 192.168.10.105, fe8...
16. laix

File View Pool Server VM Storage Templates Tools Window Help

Q Back ~ @ Forv ard ~ E} Add New Server Eﬁ] New Pool B New Storage H New VM @ Shut Down @ Reboot 0 Suspend QSystem Alerts: 2

Views:  Server View vI | €) XenCenter ‘
} O search I Logs I
= Q XenCenter Overview
2] [i xsdev-012.ondemand.vtc
Search Options ¥
Used Disks Network
Name CPU Usage S (avg / max KBs) (avg / max KBs) Add
-l xsdev-012.ondemand.vtc CH— E—
B Default install of XenServer 13%of 8CPUS 23647 of 32740 MB ZEEEE TR,
AD — =]
l Active Directory Server / Win 201... 0% of 2 CPUS 593 of 2048 MB 3/ o/ 182.168.10.11
pc1 — = .
@ XAGS-C IE XenApp 7.6 Delivery Controller / Wi... 0% of 2 CPUs 1847 of 2048 MB 3/ n 192.168.10.15, fed0:...
SF1 — =
g XAGS-W B Xenapp 7.6 StoreFront Server [ Wi.. 2% of 2 CPUs 899 of 1024 MB e e po2ss
DVD drives
. sqLL e [ —
5 150 Library B MS SQL 2012 Database / Win 201... 2% of 1 CPU 916 of 2048 MB i n 192.168.10.18
g Local Storage @ Win7-1 — [—
0/ 0f0 192.168.10.101, fes...
% NFS virtual disk storage 0% of 1 CPU 550 of 2048 MB
£ Removable storage @ win7-2 e e 0/0 0/0 192.168.10.100, fe8...

Both VMs start immediately because XenCenter is initiating the operation and not the
Delivery Controller. The Delivery Controller may shut down one of the VMs after it is started.

17. =)

File View Pool Server VM Storage Templates Tools Window Help

Q Back ~ - Forward ~ % Add New Server t’ﬁ‘ New Pool B New Storage H New VM @ Shut Down % Reboot 0 Suspend Q System Alerts: 2

Views:  Server View +|[© xencenter |
| O search |Logs |
= €3 XenCenter oz
= B xsdev-012.ondemand.vtc
@ a0
@ oc1 Search Options ¥ I
Disks Network
Name CPU Usage Used Memory (avg / max KBs) (avg / maxKBs) Address
- xsdev-012.ondemand.vtc CH— [e— )
R 13%of8CPUS 23647 of 32740 MB ZROL/LISIZ TS s 128 ses 0
AD e R
Active Directory Server / Win 201... 0% of 2 CPUs 593 of 2048 MB 3/ /0 Tzt
DC1 — [— N
XenApp 7.6 Delivery Controller /Wi... 0% of 2 CPUS 1847 of 2048 MB 3t n B2l S
SF1 e [— )
Xenapp 7.6 StoreFront Server [ Wi... 2% of 2 CPUs 899 of 1024 MB o/ /o fztalid
SQL1 e u— )
{53 150 Library B MS SQL 2012 Database / Win 201... 2% of 1 CPU 916 of 2048 MB R L AR
@ Local Storage @ Win7-1 e —
0/0 0/0 192.168.10.101, fes...
51 NFS virtual disk storage 0% of 1 CPU 550 of 2048 M8 !
Removable st Win7-2 — o —
% emovable storage @ 0% of 1 CPU 557 of 2048 M8 0/0 o/o 192.168.10.100, fes...

Close XenCenter.
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Exercise Summary

In this exercise, you configured broker throttling for the hosting connection to XS1. You then tested
the limitation on new actions by stopping PVD VMs from Studio.

71 | CiTRIX



Module 2

What’s new in Director for XenApp 7.6

This module explores three Director features for XenApp 7.6. Licensing alerts are now provided to
notify administrators of possible licensing concerns, administrators can assign themselves to user
machines for troubleshooting purposes, and a detailed hosted applications usage report is available
to provide usage data to administrators.

Exercises in this module

Exercise 1: Licensing Alerts
Exercise 2: Assign Users to Machines in Director
Exercise 3: Hosted Applications Usage Report
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Exercise 1: Licensing Alerts

Overview

Licensing alerts make you aware of issues that might impact user connections. Director also
displays a recommended action to correct the condition. Some of the conditions displayed in
Director are:

* All licenses have expired.

* Licenses are about to expire.

* Citrix license grace period has expired.

* The Supplemental Grace Period is active and all installed licenses are currently in use.
In this exercise you will:

* Change the license server to SQL1.

* View licensing alerts in Director.

* View licensing details for DC1.

* Change the license server back to AD.

Step by step guidance

Estimated time to complete this exercise: 15 minutes.

RIEEE R |
Switch to the DC1 connection.
2.

File Action View Help
«o z(E 8=

&4 Citrix Studio (Acme)

ci Actions
Search iTRIX v
o o * Search A
™ Machine Catalogs
£ Delivery Groups Search results for ‘(Machine Catalog Is "Win81 Desktops")' [ Select Columns
(= Policies . = = View N
@ Logging Desktop OS Machines (2) | Server OS Machines (0) | Sessions (1)
4 [ Configuration + | Machine Catalog | Delivery Group ‘ User Maintenance Mo... | Persist User Cha.. | Power State Registration State | (&) Refresh
£ Administrators Win81-1.trainin... Win81 Desktops  Win 81 Desktops  TRAINING\User]  Off On Local Registered H Help
Controllers Win81-2trainin..  Win81 Desktops ~ Win 81 Desktops - Off On Local On Registered

™ Hosting Win81-1.training.lab -
% Delte
orefron B Suspend
App-V Publishing
B Restart
BB Force Restart

B ShutDown
B Force Shutdown

Click Licensing on the left.
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Step Action

3.

File Action View Help

9| 2z
&4 Citrix Studio (Acme) Actions
O Search - N
0 Machine Catalogs ﬂmﬁ
£ Delivery Groups Licensing Overview sole
[= Policies E3@ Change License Server
(# Logging . Site Overview [id Edit Product Edition
4 &5 Configuration N
£ Administrators . 3 LogOn
License use
53 Controllers View »
™ Hosting —  Refresh
&4 Licensing G] Refres
StoreFront. [ Hel
gAPP-V Publishing Site information iz ’
Site: Acme Edition: XenDesktop Platinum
Server:  licenses.citrixvirtualclassroom.com License model: User/Device
Port: 27000 Required SAdate:  2014.0815
m (@ 10 ave “read only”access o the icense senvr.To 2dd icenses, contact your
Licenses license server administrator.
Product + | Model Expiration Date [ subscription Advantag... [ Type Quantity [
Citrix XenApp Platinum Concurrent 12/1/2014 @ 20141201 @ Retail 100 -
Citrix XenApp Platinum Concurrent 12/1/2014 © 20141204 @ Retail 100 [
Citrix XenApp Platinum Concurrent 12/1/2014 @ 20141205 @ Retail 100
Citrix XenDesktop App Concurrent 12/1/2014 @ 20141201 @ Retail 100
Citrix XenApp Advanced Concurrent 12/1/2014 @ 20141201 @ Retail 100
Citrix XenDesktop VDI Concurrent 12/1/2014 @ 20141201 @ Retail 100
Citrix XenDesktop VDI Concurrent 12/1/2014 ° 2014.1202 ° Retail 100
Citrix XenDesktop VDI Concurrent 12/1/2014 @ 20141203 @ Retail 100
Citrix XenDesktop VDI Concurrent 12/1/2014 @ 20141204 @ Retail 100 J
- -

Click Change License Server on the right.

We are changing the license server for this lab exercise to a server with no licenses
installed in order to demonstrate licensing alert functionality.

License server address

sql1.training.lab

Connect

Enter the following information:

OK Cancel

\ License Server Address

‘sqll.training.lab

and click Connect.
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Step Action

5.

This certificate is not trusted:

This is the first time that you have connected to this server. Its identity cannot be
verified automatically because it does not appear to have an SSL certificate that
was issued by a public or private certificate authority.

() Do not connect me

sql1.training.lab

View certificate

| need to verify that this server is secure.

trust this server, remember it next time | connect.

Select Connect me, and click Confirm.

License server address

sqll.training.lab

| a [ Connect

Connected to trusted server
View certificate

Click OK.
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Step Action

7.

= Citrix Studio
File Action View Help
e [ 3

&4 Citrix Studio (Acme)

O Search

0 Machine Catalogs

£ Delivery Groups Licensing Overview | Licensing Administrators
[= Policies

# Logging Site Overview

4 [§» Configuration
£ Administrators

3 Controllers [ © Required product licenses are not installed. Show details ¥ ]
? Hosting
& Licensing License use

[ StoreFront
@ App-V Publishing

Site information

Site: Acme Edition: XenDesktop Platinum (30-day t...
Server: sqll.training.lab License model: User/Device

Port: 27000 Required SA date: 2014.0815

Licenses

[ Product + [ Model Expiration Date | Subscription Ad... | Type Quantity

Verify that no product licenses are available.

BE S

Actions
Licensing -
% License Administration...
5 Allocate Licenses
@ Add Licenses
ﬁ Change License Server
[E4 Edit Product Edition

View 4
|G} Refresh

H Hep

Mozilla Firefox

On the Student Desktop, double-click the Mozilla Firefox shortcut.

Navigate to http://dc1.training.lab/director

10.

User name

22 Director

Password

Domain

Enter the following:

User Name training\administrator
Password Citrix123

Click Log on.
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Step Action

11.

Director

Acme

EdgeSight

User Connection Failures |0 Failed Desktop OS Machines [0

License Server
As of 9/24/2014 11:20 AM

Failed Server OS Machines [0

il
Trends

Required product licenses are not installed.
Licenses were not found for this product.

© DCLtraining.lab

Delivery Controllers
As of 9/24/2014 11:20 AM

0

Details

Licensing Status 2

=

..
Search Administrator v CITRIX®
4

Data updated every minute | €

Filters

Recommended Action
Purchase and allocate product licenses.

License server state: Ok
Grace state: Out Of Box Grace Period Expired

Time until grace expires: 0 hours

Sessions Connected .
9 1020AM 1025 AM

View Historical Trend

Notice that there are 2 issues with Licensing Status. If only 1 issue is reported, wait
severral minutes and click the refresh icon at the top right.

12.

License Server
As of 8/20/2014 11:12 AM

The License Server does not currently have the required product licenses installed.

Required product licenses are not installed.
Licenses were not found for this product.

Recommended Action
Purchase and allocate product licenses.

13.

@ DCl.training.lab

Delivery Controllers
As of 9/24/2014 11:22 AM

The Delivery Controller, DC1, is currently unlicensed,

with 0 days remaining.

Details

License server state: Ok
Grace state: Out Of Box Grace Period Expired

Time until grace expires: 0 hours

Grace Period licensing is expired

14.

© DCl.training.lab

Delivery Controllers
As of 9/24/2014 11:22 AM

Click on Details.

Details

License server state: Ok
Grace state: Out Of Box Grace Period Expired

Time until grace expires: 0 hours

15.

@ DCL.training.lab

Delivery Controllers

As of 9/24/2014 11:23 AM

Scroll down to review the licensing information for DC1.

Overview

The Out-Of-Box Grace period expired; further license requests will be rejected.
Last licensing event time: 9/24/2014 11:20 AM (For more details please check the event log.)

Server: sqll.training.lab
Port: 27000
Product Edition:  PLT

Product Id: XDT
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Step Action

16.

¢|[B- coce Flerd 3 &

i

Director = EdgeSight ~ Acme

Trends

User Connection Failures [0 Failed Desktop OS Machines [0 Failed Server OS Machines |0

License Server
/24/2014 11:25 AM

Required product licenses are not installed.
Licenses were not found for this product.

Overview

Delivery Controllers
As of 9 /2014 11:25 AM

Sessions Connected

View Historical Trend

Filters

Licensing Status 2

ciTRIX'

Administrator v

Data updated every minute €

Recommended Action
Purchase and allocate product licen:

The Out-Of-Box Grace period expired; further license requests will be rejected.

Last licensing event time: 9/24/2014 11:20 AM (For more details please check the event log.)
Server: sqll training.lab

Port 27000

Product Edition:  PLT

Product Id: XDT

1110AM 1115AM

Kl

Close Firefox.

17.

[istart| =2
Switch back to DC1.

18.

File Action
e x
&4 Citrix Studio (Acme)

O Search
% Machine Catalogs

View Help

Actions

Licensing -

& License Administration...

£ Delivery Groups Licensing Overview | Licensing

[= Policies

[# Logging
4 [ Configuration

£ Administrators

Controllers
E Hosting
&% Licensing
3 StoreFront
[#y App-V Publishing

Site Overview

© Required product licenses are not installed.

License use

Site information

@ Allocate Licenses

[iz] Add Licenses

3 Change License Server
[i4 Edit Product Edition

Show details ¥
View »
|G Refresh

Help

Site: Acme Edition: XenDesktop Platinum (30-day t...
Server: sqll.training.lab License model: User/Device
Port: 27000 Required SA date: 2014.0815
Licenses
Product + | Model Expiration Date Subscription Ad... Type Quantity

Click Change License Server at the right.
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Step Action

19.

This certificate is not trusted:

Warning! Since you last connected to it, the settings for this server have changed.
Connecting to this server could compromise your security.

sql1.training.lab:27000

View certificate

() Do not connect me
| need to verify that this server is secure.

| trust this server, remember it next time | connect.

Select Connect me, and click Confirm.

20.

License server address

I licenses.citrixvirtualclassroom.com

Enter the following information:

‘ License Server Address ‘ Licenses.citrixvirtualclassroom.com

Click Connect.

21.

This certificate is not trusted:

This is the first time that you have connected to this server. Its identity cannot be
verified automatically because it does not appear to have an SSL certificate that
was issued by a public or private certificate authority.

licenses.citrixvirtualclassroom.com
View certificate

() Do not connect me
| need to verify that this server is secure.

| trust this server, remember it next time | connect.

Select Connect me and click Confirm.
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Step Actio

22.

License server address

licenses.citrixvirtualclassroom.com

| a [ Connect

Connected to trusted server

View certificate

Click OK.

23.

File  Acon  View Help
= [ @@
53 Citroe Studkos (Aceme)

D Seach
B Machine Catalogs

A i

8 Delrery Groups Licensing Overview &o License Administration Console
5 Policier WA Change License Server
# Loggmg Site Overview [id EdrProduct Ednion
4 @ Configunticn 2
8 Administrators B togon
58 Controliers @ Trial period has expired Show detals ¥ .
W Hanting
B et it nformation
) Storefront H Hep
(& 2pp-V Publisting Sive: Acme £amon XenDeskiop Platisum (30-day triaf)
Server licenses. citrixvirtualclassroom.com Lcense modet User/Device
pore 27000 RequredSadae 20140818
( R R W“
| Prose 4 Mooe tapeation Date Sumacription Advantag Type Quarnsty
Cierix XenApp Platinum Concurrent 1212014 Q 020 ©Q Read 100 =
Cotrie XenApp Platinum Comcurrent Q@ a1 © Retwd 00 '
Citrix Xenipp Platinum Contuirest © 04105 O rei 100
Citrix XenDesktop App Concurrent Q 204120 ©Q FReuil 100
Citrux XenApp Advanced Comcurrent O oa0m @ Retad 100
Citvie XanDesktop VDI Cancurrent © 201410 © e 100
Citrix XenDesktop VDI Concurrent Q 04202 Q@ rem 100
Citex XenDesktop VD! Concusrent ©Q mane ©Q Retadl 100
Citrix XenDesktop VDI Concument © M4 Q Remd 00
Citrtx XenDesictop VO Comeurrent © 2041208 Q@ Fewn 100
Citeix XenDesktop VOI Comcurrent @ 2041206 Q@ Retait 100 )

minutes click Refresh periodically.

Verify licenses are now available. The trial period warning will disappear after a few

24,

B Citrix Studio (Acme)
D Search
™ Machine Catalogs
8 Delivery Groups

(51 Policies
o Loagra Site Overview
4 @ Configuration
A »?Ammmtwu Ucense use
[ Controliers
® Hostng —
Ze Licenzng
B 2orefronn Stte ik
a~ fpp ¥ Publishing ite information
Siter Acme
Sever  licenses.citrivvirtualclassroom com
Port 27000
Licenses
Product 4 Model
Citrix XenApp Platinum Concurrent
Citrix XenApp Platinum Concurrent
Citrix Xenlpp Platinum Concurrent
Citrix XemDesktop App Concutrent
Citrix XemApp Advanced Concurrent
Citrix XenDesitop VDI Concurrent
Citrix XenDesitop VDI Concurrent
Citrix XenDesktop VOI Concurrent 12172014
Concurrent 12/1/2014

Citrix YemDesktop VU

Editon YenDesktop Platirmm
License madet Usex/Device
Required SAdate: 2040815

Q5% T et sy acue 0 e s e T4 234 b, o
prspecs

conse

Sudscription Advantag... | Type
Q@ 20101 [
O 20141204 @ Fewi
Q 008 ©Q e
Q oa2m [
© 0 © e
© 040 © Rewi
Q@ 041202 © Remi
© 141208 © el
V] O e
- -~

Close Citrix Studio and then close the connection to DC1.

& License Administration Console
BR Chenge License Servee
@ tdnProduct Edition
R logOn
View >
O Refresh

B e

Quantity

1888888888
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Exercise Summary

In this exercise, you changed the license server setting in Studio to a server with no installed
licenses. You logged into Director to view the details of the licensing alerts and then restored the
original license server setting in Studio.
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Exercise 2: Assign Users to Machines in Director

Overview

Troubleshooting of user issues often requires the administrator to replicate these issues. Director
allows administrators to assign themselves to the user’s statically assigned machine in order to log
in for troubleshooting purposes as long as the administrator belongs to the same Delivery Group.

In this exercise you will:
* Launch the Windows 7 PVS Desktop.
* Assign an administrator to the Desktop.
* Access the Desktop as the administrator.
* Remove the administrator from the assigned users.

* Verify the administrator no longer accesses the user’s desktop.

Step by step guidance

Estimated time to complete this exercise: 25 minutes.
Step Action
1.
/ .
[7start | a2 | e

Click the Internet Explorer icon at the lower left of the Student Desktop.

2. | Enter the URL of your Store
http://sf1/Citrix/AcmeSalesWeb/

User name: training\userl

Password:

Citrix Receiver

Log On

Enter the following:

User Name training\userl
Password Citrix123
Click Log On.
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CitrixReceiver

Click the Windows 7 Desktop.

%% Windows 7 Desktop - Desktop Viewer

e

Libraries Control Panel

Control Panel

1‘ XPS Viewer

$j Windows Fax and Scan

Devices and Printers

Disconnect

SULGH USEr

Close programs and log off.

» All Programs

@J Shut down || »

Once the desktop launches, click Start, click the arrow next to Shut down and then click
Log off.

Lo CiTRIX'



6. " W,
Citrix Receiver
7.
Mozilla Firefox:
On the Student Desktop, double-click the Mozilla Firefox shortcut.
8. Navigate to http://dc1.training.lab/director/
9.
PO User name
22 Director
Password
Domain
Enter the following:
User Name training\administrator
Password Citrix123
Click Log on.
10. ; ———
Director  EdgeSight  Acme
Click Search at the top right.

84 | CiTRIX



11.

~
Director ' EdgeSight ~ Acme 5 BN rcministater -

User One TRANING Usedl |
User Ten (TRAINING Ws er10}
User Thirteen (TRAINING\User 3)

Enter the following information:

Search for User
Search for user Userl

Click User One (Training\User1) when it appears.

citrIX

12.

Select a Session ¢

Desktops

Windows 7 Desktop (TRAINING\WIN7-1)

Windows 8 Desktop

Select the Windows 7 Desktop session.

13.

Director  EdgeSight

Restart O User is currently not connected.

Last connection attempt  Swccess [11/6/2016 308 PM)
Endpoint IP 192168.1010

Delivery Group Win) Desktops

Click Details at the top right.

14,

cimix:
e

Activity Manager Machine Details Session Details

[ “oprcen [ omcemose
1 No data is available.
Mac hine name 0 i 1 User is currmntly not conmected.
Desplay name
Dy oW, Last connection attempt
Machine Catalog
Remote PC access
S Indpoint IF
Registration state
05 type
Abocation type
Machine IP
Organizational unit
VDA version

Delivery Group

Hest
Sesver

VM rame
Py

Memory 204 M8
Hard disk unce

Avg. disk sec/tramfer 0
Current disk queue length
VDA hotfixes

Note the current machine and then click Manage Users.
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15.

Users

O, Administrator]
(TRAINING\Administrator)

e M

User One (TRAINING\User1)

Type Administrator, click Training\Administrator when it appears and click Add.

16.

Assigned Users

(TRAINING\Administrator)

User One (TRAINING\User1)

Verify that Training\Administrator appears in the Assigned Users list and close the Users
dialog box.

Lrsarn| (8] & @]

Switch back to Internet Explorer.

17.
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18.

/& Citrix Receiver - Windows Internet Explorer E

J tp:sf1/Citrix/Ac 2= 14]/ x| B citix Receiver

You have logged off successfully.

=10l x|

i 2g 80

Citrix Receiver

Click the Windows 7 Desktop.

training\administrator ¥

Click Log On.
19.
CitrixReceiver A
Enter the following information:
User Name training\administrator
Password Citrix123
Click Log On.
20.

Q
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21.

3% Windows 7 Desktop - Desktop Viewer

E -
‘.,. =
-

Libraries  Control Panel

E

Administrator

3

Computer

%

-
Network

o

Recyde Bin

Wait for the desktop to launch.

Select a Session ¢

Desktops

Windows 7 Desktop (TRAINING\WIN7-1)

Windows 8 Desktop

Click the Windows 7 Desktop session.

22.
brsen| @] (@
Switch back to Firefox.
23.
Director  EdgeSight
Click Search at the top right.
24. Director  EdgeSight  Acme rmfim BTl coooasor  CITRIX
Enter the following information:
Search for User
Search for user | Administrator
Click (Training\Administrator) when it appears.
25.
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26.

Activity Manager

Appications | | Brocewes |

cimix:
e

27.

Director ' EdgeSight 4« Q

Dashboard

.:
-

Activity Manager

Appications

Machine Detalls

o oo | oo [

Machine name NIN N
Display name

Delivery Group

Machine Catalog

Remote PC access

Site name
Registration state
05 type
Allocation type
Machine IP

Organizational unit
VDA version

Host

Server Zondemandadc
VM name

vePy

Memary 2044 M8

Hard disk 268

Avg. disk sec/transfer 0001

Current disk queue length o

VDA hotfixes = none -

Notice that Training\Administrator was connected to the previously assigned machine.

Actiity Manager (]

Session Details

Sewion State
Application State
Anomymous

Tiane in state

Endpoint name
Endpolnt IP
Connection type
Receiver version
ICARTT

Latency
Launched via
Connected via

Unfiltered

28.

f}startl fil = |T

Switch back to the Windows 7 PVS Desktop.

29.

3% Windows 7 Desktop - Desktop Viewer

Libraries Control Panel

«XPSViewer

S,}/mdowsmmds@

Default Programs:

Disconnect
% Remote Desktop Connection
SYCChUser:
G rerte
[Close programs and log off.
» All Programs
I Search programs and files @j i

e o

Click Start, click the arrow next to Shut down and then click Log off.

oo [E 3:18PM BE
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30.

bsen| 2| 5[] B

Switch back to Firefox.

31.

Cannot retrieve the data.

Data source unresponsive or reported an error. View server
event logs for further information.

You will notice that Activity Manager data is unavailable. This is because there are no
longer any active session on the selected desktop.

32.

Drector  EdgeSight

Activity Manager Machine Details

Machine name
Display name
Delivery Group
Machine Catalog
Remote PC access
Site name
Registration state
05 type
Allocation type
Machine IP
Organizational unit
VDA version

Cannot retrieve the data.

Host
Server

VM mame

)

Memory

Hard disk

Avg. disk sec/transter
Current disk queve length
VDA hotfixes

Click Manage Users.

] Desk
Win? Desktops
No
Acme
Re ered
jows 7 Service Pack 1

012 ondermand.vic
Win7-1

1
2044 MB
68

0003
0

none

Session Details

ro

Session State Actrve
Application State Desktop

Time in state

Endpoint name
Endpoint IP
Connection type
Receiver version
IKARTT

Latency
Launched via
Connected via

Unfittered

33.

Assigned Users

(TRAINING\Administrator)

User One (TRAINING\User1)

Click the X next to (Training\Administrator).
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34.

Assigned Users

User One (TRAINING\User1)

Close the Users window.

35. _
rsan| (2] . @]
Switch back to Internet Explorer.
36. ==
Citrix Receiver training\administrator Q
Log Off
Click training\administrator and then click Log Off.
37.

You have logged off successfully.

Click Log On.
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38.

Enter the following

Citrix Receiver

User name:

Password:

information:

training\administrator

User Name

training\administrator

Password

Citrix123

and click Log On.

39.

Citrix Receiver

Click the Windows 7 PVS Desktop.

4 0 . 2% Windows 7 Desktop - Desktop Viewer

Libraries

<
82

Administrator

iy

Computer

Recyde Bin

o=

Control Panel

Dstan| © 5 [0

Wait for the desktop to load completely.
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41.

bsen| 2| 5[] B

Switch back to Firefox.

42.

Director | EdgeSight  acme : i :"‘" v agmnistator  CHTRIX

Click Director at the top left.

43.

Director ' EdgeSight  Acme : ” ST admnistrator » CITRIX

Click Search at the top right.

44,

Director  EdgeSight  Acme D W BTl oooaner  CITRIX

Dashboard  Trends Filters

Enter the following information:

Search for User
Search for user Administrator

Click (Training\Administrator) when it appears.

45.

Select a Session ¢

Desktops

Windows 7 Desktop (TRAINING\WIN7-2)

Windows 8 Desktop

Click the Windows 7 Desktop session.

46.

Director  EdgeSight ~ Acme @ I Administrator ~ CITRIX'

Dashboard Trends Filters

ai Windows 7 Desktop (TRAINING\WIN7-2) = .

Restart Activity Manager

Shadow

Applications Processes

Application Name a. Status

Click Details at the top right.
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47.

Director = EdgeSight

Acme @

Dashboard

Windows 7 Desktop (TRAINING\WIN7-2)

Activity Manager

Machine Details

~ 3+
il

Trends Filters

Notice that Training\Administrator was now assigned to the other Win7 desktop by

XenDesktop.

Machine name
Display name
Delivery Group
Machine Catalog
Remote PC access
Site name
Registration state
0S type

Allocation type
Machine IP
Organizational unit
VDA version

Host

Server

VM name

vCPU
Memory
Hard disk

Avg. disk sec/transfer
Current disk queue length

VDA hotfixes

RAINING\WIN
Windows 7 Desktop
Win7 Desktops

Win7 Desktops

No

Acme

Registered

Windows 7 Service Pack 1
Static
19216810100
CN=WIN7-2,
7605020

=...aining,DC=lab

XS1
xsdev-012.ondemand.vtc
Win7-2

1
2044 MB
24 GB

0

Session Details

Session Control v

Session State
Application State
Anonymous
Time in state

Endpoint name
Endpoint IP

Connection type
Receiver version

ICARTT

Latency
Launched via
Connected via

Hosted Applications SmartAccess Filters

Unfiltered

Administrator v CITRIX"
o

Activity Manager (4

Active
Desktop
No

4 minutes

STUDENTDESKTOP
1921681010

HDX

14.1.200.2

186 ms

Oms

SF1 training.lab (192.168.1...
STUDENTDESKTOP.training.lal

48.

[ 7start

e

Switch back to Internet Explorer.

49.

Citrix Receiver

training'

Log Off

Click training\administrator and the click Log Off.
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50. /6 Gitrix Receiver - Windows Internet Explorer o =10(x]
/ ttp: //sf1/Citrix/AcmeSalesWeb, x4 x B citrix Receiver x °

You have logged off successfully.

Close Internet Explorer.

Exercise Summary

In this exercise, you launched a desktop as User1, assigned an administrator to that desktop and
then accessed the user’s assigned desktop as the administrator in order to troubleshoot the user’'s
connection issues. Next, you removed the assignment and verified the administrator account no
longer launches the previously assigned desktop.
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Exercise 3: Hosted Applications Usage Report

Overview

Director provides new capacity reports that show the usage of hosted applications over time.
Several new methods enable you to easily access the usage data as trends and aggregate values.

In this exercise you will:
* View Hosted Application Usage in Director.
* Export the Hosted Application Usage Report.
* View the exported application report PDF.

Step by step guidance

Estimated time to complete this exercise: 15 minutes.

1.
Dsa| @ 5 (@

Switch to Firefox.

O |/|\I)|l '-ﬁ-'

Dashboard Trends Filters

.
administrator v CITRIX
.

e

Director  EdgeSight
ai Wi VS Desktop (TRAINING\PVS-02)

Session Details

Session Control »

Session State
Application State  Desktop

Machine Details

Activity Manager

Machine name F Disconnected
Windows 7 PVS Desktop
Delivery Group PVS Windows 7
Machine Catalog PVS Win7

Remote PC access No

Display name
Anonymous No

Time in state 1 minute

Application Name & Status

% Add Account Running Endpoint name STUDENTDESKTOP
Endpoint IP 1921681010

Connection type HDX

Site name Acme

Registration state Registered

Click on Trends at the top.

0S type
Allocation type
Machine IP
Organizational unit
VDA version
Host

Server

VM name
vCPU

Memory

Hard disk

Avg. disk sec/transfer
Current disk queue length

VDA hotfixes

Windows 7 Service Pack 1
Static

192.168.10.101 ICARTT
CN=PVS-02,0U=...aining,DC=lab Latency
76.0.5020

Receiver version

Launched via

Xs1 Connected via

xs32dal-624.ondemand.vtc

s Unfiltered

1

2043 MB
n/a
0.005

2

- none -

Hosted Applications SmartAccess Filters

14.1.200.2

0Oms

0Oms

SF1.training.lab (192.168.1...
studentdesktop (192.168.10.10)
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Step Action

3.

Drector EdgeSight Acme AR s samestntor > CITRIX

Number of Concurrent Sessions

Lport
Oevery Groug: | AN >
Time period Last 2 hours v | Ending |now hd
Apply
= Peak concumrent sessions  — & Peak connected sessions
€ Peak disconaected sessions

Click the Hosted Applications Usage tab at the top.

Drector EdgeSight  Acme

adminsstrator v cl-m!x'

Hosted Applications Usage
@ Allhosted applications © Single application
Timepeied:  Nlastadmd = Jending [now v

— Peak Concurrent Appication Instances

Change Delivery Group to Sales and Time period to Last 7 days and then click Apply.
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Orecr Eces s clrapx

Connection Failures Failed Desktop OS Machines Failed Server OS Machines Logon Performance Load Evaluator Index

Hosted Applications Usage ‘ Export ‘

@ All hosted applications " Single application

Delivery Group: [Sales -
Time period: |Last 7 days ~ | Ending [now -
‘ Apply ‘

— Peak Concurrent Application Instances

8312014 s/1/2014 s/2/2014
Application Based Usage

Application Name a. Folder Path Peak Concurrent Instances Total Instances Total Launches  Total Usage Duration (hr:... Total Distinct Users

Al n/a 2 2 2 0:16 : &

Calculator n/a 0 0 0 0:00 0

Command Prompt na 1 1 1 0:16 1

Microsoft PowerPoint 2010 n/a 0 0 0 0:00 0

Microsoft Word 2010 n/a 0 0 0 0:00 0

Notepad na 1 1 1 0:00 2 |

Paint n/a 0 0 0 0:00 0

View the updated Application Based Usage at the bottom.

Director EdgeSig Acme &) i administrator v Ci‘l‘ll!x'

Dashboard Filters

Connection Failures Failed Desktop OS Machines Failed Server OS Machines Logon Performance Load Evaluator Index Hosted Applications Usage

Hosted Applications Usage

@ All hosted applications ¢ Single application

Delivery Group: [ Sales -
Time period: | Last7 days ~ | Ending [now  ~
‘ Apply ‘

— Peak Concurrent Application Instances

s 8312014 s sr2/2014
Application Based Usage

Application Name 4. Folder Path Peak Concurrent Instances Total Instances Total Launches  Total Usage Duration (hr:... Total Distinct Users

Al n/a 2 2 2 0:16 : A

Calculator na 0 0 0 0:00 0

Command Prompt na 1 1 1 016 1

Microsoft PowerPoint 2010 n/a 0 0 0 0:00 0

Microsoft Word 2010 na 0 0 0 0:00 0

Notepad na 1 1 1 0:00 2 I

Paint n/a 0 0 0 0:00 0

Click Export at the top right.
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Step Action
7.
Export Report

WETL M Applisage

The report might take several minutes to generate.

Enter AppUsage as the Name and click Export.

Opening AppUsage.pdf
You have chosen to open:

\@| AppUsage.pdf

which is: Firefox HTML Document
from: http://dc1

~What should Firefox do with this file?

" Open with IFirefox (default) ﬂ

{* SaveFile |

I~ Do this automatically for files like this from now on.

OK Cancel I

Once exporting completes, you will be prompted to open or save the file. Select Save File
and click OK.

V| o] @ (5] e

Open File Explorer on the Student Desktop.
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Step Action
10. | e

] _ (o] x|
~ Libraries ~
File Edit View Tools Help
Organize ¥  New library ¥ v 0 @
3¢ Favorites Libraries
Desktop Open a library to see your files and arrange them by folder, date, and other properties.
‘:’i Recent Places i‘ Documents & Music
) \7 Library & Library
- Libraries
%) pocuments 5| Pictures Videos
o) Music \:’7 Library &, Library
(&5 Pictures
B videos
% Computer
& Local Disk (C:)
“! Network
SEE 4 tems
!
Click Downloads at the left.
1 1 . r Downloads 3 _J_.I- o il
6-0 & ~ localuser ~ Downloads v m| Search Downloads
Fle FEdit View Tools Help
Organize v Indudeinlibrary v  Sharewith v  New folder = v 0 @
¢ Favorites Name ~ I Date modified | Type | Size I I
P Desktop I || AppUsage.pdf I 9/8/2014 2:05PM PDF File 14KB
& Downloads
] Recent Places
4 Libraries
@ Documents
& Music
[&5) Pictures
i Videos
1% Computer

&, Local Disk (C2)

“! Network

}’ 1 item

Double-click AppUsage.pdf.
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2 N ]
; \I Windows can't open this file:

File:  AppUsage.pdf
To open this file, Windows needs to know what program you want to use to
open it. Windows can go online to look it up automatically, or you can manually
select from a list of programs that are installed on your computer.
What do you want to do?

(" Use the Web service to find the correct program
¢ Select a program from a list of installed programs

Choose Select a program from a list of installed programs and click OK.

openwith x|

; Choose the program you want to use to open this file:
File:  AppUsage.pdf

= Yinternet Explorer ~7] Notepad
Microsoft Corporation *4 Microsoft Corporation

39J, Paint %= windows Photo Viewer
(220 Microsoft Corporation Microsoft Corporation

= WordPad
&) Microsoft Corporation

Type a description that you want to use for this kind of file:

[V Always use the selected program to open this kind of file

If the program you want is not in the list or on your computer, you can look for the appropriate program on the
Web.

.

Click Browse...

101 |

CiTRIX



Step Action

14. x

GDV | . v Computer ~ Local Disk (C:) v Program Files v Mozilla Firefox + v m | Search Mozilla Firefox
Organize v  New folder

¢ Favorites Name ~ Date modified I Type I Size =
Bl Desktop | browser 9/3/2014 10:27 AM File folder
& Downloads || defauits 9/3/2014 10:27AM  File folder
Ll Recent Places |, dictionaries 9/3/2014 10:27 AM File folder

ﬁ Libraries | uninstall 9/3/2014 10:27 AM File folder
@ Documents .. webapprt 9/3/2014 10:27 AM File folder
,J‘i Music @ crashreporter.exe 8/26/2014 4:13 AM Application 112
[/ Pictures ?) firefox.exe 8/26/2014 4:13 AM Application

Videos [5] maintenanceservice.exe 8/26/2014 4:14 AM Application 112
"’Q maintenanceservice_installer.exe 8/26/2014 4:14 AM Application 194
18 Computer [ plugin-contai 8/26/20144:14AM  Applicati 19
ugin-container.exe 3 icaton
&, Local Disk (C2) d |
== plugin-hang-ui.exe 8/26/2014 4:14 AM Application 28
G‘! Network & updater.exe 8/26/2014 4:14 AM Application 267
=
= ' PR Al imma e a4 a ana PR ~n
< | »
File name: Ifirefox.exe ;] IPrograms (’~exe:*-pif;’~com;*-béj
4

Browse to C:\Program Files\Mozilla Firefox, select firefox.exe and click Open.

" T x|

; I Choose the program you want to use to open this file:
File:  AppUsage.pdf

/2= Internet Explorer 7] Notepad

Microsoft Corporation *'/ Microsoft Corporation
< Paint “"l I Windows Photo Viewer
G Microsoft Corporation Microsoft Corporation

= WordPad -irefox
=} Microsoft Corporation Mozilla Corporation

Type a description that you want to use for this kind of file:

[V Always use the selected program to open this kind of file

If the program you want is not in the list or on your computer, you can look for the appropriate program on the
Web.
OK Cancel |
Click OK.
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Step Action

1 6 - AppUsage.pdf x |- [&] x|

& @ flefifc:p Jsage.pdf CI@VG({@E }D‘ B A =

= <+ Automatic Zoom *

ApplUsage
Delivery group: Sales

Time period:
8 8/28/2014 1:00:00 PM -
9/4/2014 11:00:00 &AM

Peak conourrent applications
instances

872372014 873072014 8/3172014 8772014 37272014 97372014 97472014
Friday Satuday Sunday Monday Tuesday Wednesday Thursday

Review the AppUsage graph for the Sales Delivery Group.

17. e = SER]

& @ fiedicn Jsage e c|[B- cose Aled 3 & =

= + Automatic Zoom *

Application Based Usage

Application Name Folder Path Peak Concurrent Total Instances Total Launches Total Usage Duration | Total
Instances (hr:min)
All Applications 2 2 2 0:16 2
Calculator 1] 0 0 0:00 0
Cormmand Prompt 1 1 1 0:16 1
Microsoft PowerPoint 0 o] 0 0:00 0
2010
icrosoft Word 2010 0 0 0 0:00 0
otepad 1 1 1 0:00 2
Paint 0 0 0 0:00 0

Scroll to the next page to view detailed application usage. Close Mozilla Firefox.

Exercise Summary

In this exercise, you reviewed the hosted application usage report, and exported a PDF copy for
distribution.
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Exercise 4: Using Director with XenApp 6.5

Overview

Director provides

In this exercise you will:
* Install Remote Assistance on XA65-W
* Install the Director WMI Provider on XA65-W
* Add XA65-W to Director

* Test Shadowing from Director with XenApp 6.5

Step by step guidance

Estimated time to complete this exercise: 20 minutes.

Step Action
1. | On the Student Desktop, double-click the shortcut for XA65-W.

A

-
XAG5-W.RDP

2.
QStart| o I -
On the XA65-W Desktop, open Server Manager.
3 . E_,_ Server Manager

File Action View Help

- [l

Server Manager (XA65-W)

#m Diagnostics 3 Get an overview of the status of this server, perform top management tasks, and add or remove server roles and features.
! Configuration L

&5 Storage

~ Server Summary

Click Features on the left.
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Step Action

4.

~' Features Summary

~) Features: 7 of 42 installed

Desktop Experience
Group Policy Management
Ink and Handwriting Services
Ink Support.
Remate Server Administration Tools
Role Administration Tools
Remote Desktop Services Tools
Remote Desktop Session Host Tools
Windows Process Activation Service
Process Model
MET Environment
Configuration APIs
\MNET Framework 3.5.1 Features
JNET Framework 3.5.1
XPS Viewer

Click Add Features.

?}} View the status of features installed on this server and add or remove features.

ﬂ Features Summary Help

A% Add Features

5 Remove Features

Add Features Wizard [ X '

-
e Select Features
Gl

Features
Confirmation
Progress

Results

Select one or more features to install on this server,
Features:

[E .NET Framework 3.5.1 Features (Installed)
[] Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encryption
[] BranchCache
l: Connection Manager Administration Kit
Desktop Experience (Installed)
[] pirectaccess Management Console
[] Failover Clustering
Group Policy Management (Installed)
[E 1nk and Handwriting Services (Installed)
[] 1nternet Printing Client
l: Internet Storage Name Server
[] LPR Port Monitor
[] Message Queuing
[ multipath 1j0
[ mMetwork Load Balancing
[] Peer Mame Resolution Protocol
[ Quality Windows Audio Video Experience
e A ance

| Remate Differential Comoression

<

More about Features

|»

o

< Preyvious |I Mext = I

Description:

Remote Assistance enables you {or a
support person) to offer assistance to
users with computer issues or
questions, Remote Assistance allows
you to view and share control of the
user's deskkop in order to
troubleshoot and Fix the issues. Users
can also ask for help from friends or
co-workers.,

Install Cancel

Select Remote Assistance and click Next.
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Step Action

6. | Add Features Wizard E3
| ﬁ% I Confirm Installation Selections
' Features
- To install the Following roles, role services, or features, click Install.
Confirmation
@ 1 informational message below
Progress
Results ® This server might need to be restarted after the installation completes.
Remote Assistance
Print, e-mail, or save this information
< Previous Mext > | I Install I Cancel
Click Install.
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Step Action

7. Add Features Wizard | X|
ﬁ% Installation Results
Features
The following roles, role services, or features were installed successfully:
Confirmation
Progress Remote Assistance '@" Installation succeeded
Results
Print, e-mail, or save the installation report
= Previous ldext > I I Close I Carncel
Wait for installation to complete and click Close.
Close Server Manager.
8. .
b @ (6] %]
On the Student Desktop, switch to XenCenter.
9' X XenCenter =101 x|
File View Pool Server VM Storage Templates Tools Window Help
e Back ~ Forward ~ % Add New Server New Pool New Storage New VM ; Shut Down 3 Reboot \&.:) Suspend QS stem Alerts: 10
Views: Server View v” ° XenCenter l
[5 £ Home ISearchITags | Logs |
=] E xsdev-003.ondemand.vtc Citl‘ix xenserver
naustry leading, open source platrorm for cloud, server an eSKLop virtualization
B Industry leadi latform for cloud d desktop virtualizati
[ sF1
@ sqL1 -
[ xa-01 a
=1 DVD drives # %&
% 1SO Library
g Loca sorage LEARN ADD UPGRADE TRY
53 NFS virtual disk storage )
53 Removable storage about using a server XenServer Desktop
XenCenter Virtualization
Click XA65-W on the left.
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Step Action

10. o

File View Pool Server VM Storage Templates Tools Window Help

Q Back ~ (L3 Forward ~ I% Add New Server New Pool @ New Storage H New VM @ Shut Down % Reboot 0 Suspend a System Alerts: 10

Views:  Server View v“ @ XA65-W on 'xsdev-003.ondemand.vtc' Loggedin as: Local root account I
[-‘7:‘51'”‘... O General |Memory| Storage ] Network’ngl Console IPerformance I Snapsho(sl Logs I
= €9 XenCenter VM General Properties
= [ xsdev-003.ondemand.vtc

[ a0
@ Dci Properties Expand all Collapse all
(@ sF1 —
@ saLt General | (~)
[ xa-01
[ xassC
@ Description: XenApp 6.5 Worker / Win 2008 R2
% DVD drives Tags: <None>

% 1SO Library

Local Storage
% NFS virtual disk storage Operating System: Windows Server 2008 R2 Enterprise
=3 Removable storage

Folder: <None>

BIOS strings copied: No
Click the Console tab.
11.
|@ XA65-W on 'xsdev-003.ondemand.vtc' Logged in as: Local root account |
General | Mernoryl Storage I Networking Console IPerformanoe I Snapshots I Logs I
DVD Drive 1: l XenApp_and_XenDesktop 7_6.iso ;I Switch to Remote Desktop | |
Using the DVD Drive 1 selector, chose the XenApp_and_XenDesktop 7_6.iso installation
DVD.
12. ‘
Dsar| & = O
Switch to the XA65-W Remote Desktop Connection.
13.

r}StartI H &5

On the XA65-W Desktop, open File Explorer.
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Step Action
14. Il DirectorwMiProvider _ (O] x|

G\ ) { ~ CD Drive (D:) XA and XD 7.6 ~ Support v DirectorWMIProvider v 2 I Search DirectorWMIPravider
Organize ¥  Sharewith v = v ) 9
¢ Favorites WETED = Date modified | Type I Size | |
B Deskiop ﬂ%‘ DirectorWMIProvider_x64 7122j2014 1:26 PM Windows Installer P... 792 KB
% Downloads 5 DirectorwMIProvider_xa6 71222014 1:26PM  Windows Installer P... 792 KB

=, Recent Places

4 Libraries
| Documents
J Music
k= Pictures

8 videos

1M Computer
‘:_, Local Disk {C:)
&4 CD Drive (D:) XA and :
S cf (Wad) (X2)

ﬁ_l Metwork

Navigate to D:\Support\DirectorWWMIProvider and double-click DirectorWMIProvider_x64.

15.

]‘é Citrix Director WMI Provider Setup !El E

Welcome to the Citrix Director WMI
Provider Setup Wizard

The Setup Wizard will install Citrix Director WHMI Provider on
wour computer, Click Next to continue or Cancel to exit the
Setup Wizard.

Back Mext Cancel |

Click Next in the Citrix Director WMI Provider Setup window.
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Step Action

16.

]’,? Citrix Director WMI Provider Setup !E m

End-User License Agreement
Please read the following license agreement carefully @
Common Public License Version 1.0 _;J
THE ACCOMPANYING PROGRAM IS PROVIDED UNDER THE TERMS OF
THIS COMMOMN PUBLIC LICENSE ("AGREEMENT"). ANY USE,
REPRODUCTION OR DISTRIBUTION OF THE PROGRAM CONSTITUTES
RECIPIENT'S ACCEPTAMNCE OF THIS AGREEMENT.
1. DEFINITIONS
"Confribution" means: Ll

I accept the terms in the License Agreement

Print Back I Mext I Cancel |
Read and respond to the license agreement and click Next
17.

i'\; Citrix Director WMI Provider Setup

Destination Folder
Click Mext to install to the default folder or click Change to choose anather, @

Install Citrix Director WHMI Provider to:

IC:\,Program Files|Citrix}

Change... |

Back I MNext I Cancel

Click Next to accept the default installation path.
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Step Action

18.

ﬂ; Citrix Director WMI Provider Setup

Ready to install Citrix Director WMI Provider

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back Install Cancel

Click Install.

]’.‘§ Citrix Director WMI Provider Setup !E m

Completed the Citrix Director WMI
Provider Setup Wizard

Click the Finish button to exit the Setup Wizard.

Back Finish Cancel

Wait for installation to complete and click Finish.
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Step Action

Bl B DirectorwMIProvider _ (O] x|
G\ ) |~ CDDrive {D:) %A and XD 7.6 ~ Support ~ DirectorWMIProvider v 2 I Search DirectorWMIProvider O]
Organize v 5 Install ~ = v [l @

- Favorites MName “ Date modified | Type Size | |
B Desktop ]ﬁ‘! DirectorWMIProvider_x64 7122{2014 1:26 PM Windows Installer P...
4 Downloads i DirectorwMIProvider_xa6 7/22{2014 1:26 PM windows Installer ... 792 KB
-\ Recent Places
Close File Explorer by clicking the X at the top right of the window.
©5—| Command Prompt ‘
=) Internet Explorer ——
(& p
] Notepad > administrator
Documents
Computer
MNetwork
Control Panel
Devices and Printers
Administrative Tools »
Run...
Windows Security
4 All Programs
I |Search programs and files L'L.‘J Log of bl

[Crstart) & &
On the XA65-W Desktop, click Start and then click Command Prompt.

22.| Next, we will check if WinRM is enabled.

[¢+] Administrator: Command Prompt

All rights reserved.

C:\Users\administrator .TRAININGOWinrm gc_

In the command prompt window type winrm gqc and press the Enter key.
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Step Action

23.| WinRM is not set up for remote management.

Microsoft Windows [Version 6.1.76011
Copyright (c> 2809 Microsoft Corporation. All rights reserved.

C:\Users\administrator.TRAINING>Winrm gc

WinRM already is set up to receive regquests on this machine.

WinRM is not set up to allow remote access to this machine for management.
The following changes must he made:

Create a WinRM listener on HTITP://%* to accept WS—Man requests to any IP on
machine.
Enable the WinRM firewall exception.

Make these changes [y/nl? _

Type y and press the enter key.

24.

mmand Prompt

Microsoft Windows [Uersion 6.1.76611]
Copyright (c)> 2009 Microsoft Corporation. All rights reserved.

C:\Users\administrator.TRAINING>Winrm gc

WinRM already is set up to receive requests on this machine.

WinRM is not set up to allow remote access to this machine for management.
The following changes must be made:

Create a WinRM listener on HITP://* to accept WS—Man requests to any IP on this
machine.

Enable the WinRM firewall exception.

Make these changes [y/nl? y

WinRM has heen updated for remote management.

Created a WinRM listener on HITP://* to accept WS—Man requests to any IP on this
machine.
WinRM firewall exception enahbhled.

C:\Users\administrator.TRAINING>D: _

Verify that the WinRM listener and firewall exception were created successfully.

Type D: and press the enter key to switch to the D Drive.
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Step Action

25.

ommand Prompt

Microsoft Windows [Uersion 6.1.76011
Copyright <(c> 2809 Microsoft Corporation. All rights reserved.

C:\Users\administrator.TRAINING>Winrm gc

WinRM already is set up to receive requests on this machine.

WinRM is not set up to allow remote access to this machine for management.
The following changes must be made:

Create a WinRM listener on HITP://%* to accept WS—Man requests to any IP on this
machine.
Enable the WinRM firewall exception.

Make these changes [y/nl? y
WinRM has been updated for remote management.
Created a WinRM listener on HTTP://* to accept WS—Man requests to any IP on this

machine.
WinRM firewall exception enabled.

C:\Users\administrator.TRAINING>D:

liD:\>cd "x64\Uirtual Desktop Components"_

Type cd “x64\Virtual Desktop Components” and press the Enter key to switch to the
Virtual Desktop Components folder.

26. | In order for Director to retrieve information from the XA server, it is necessary to enable
WinRM permission for administrators.

: Command Prompt
Copyright {(c)> 2089 Microsoft Corporation. All rights reserved.

C:\Users\administrator.TRAINING>Winrm gc

WinRM already is set up to receive requests on this machine.

WinRM is not set up to allow remote access to this machine for management.
The following changes must be made:

Create a WinRM listener on HITP://%* to accept WS—Man requests to any IP on this
machine.
Enable the WinRM firewall exception.

Make these changes [y/nl? y

WinRM has been updated for remote management.

Created a WinRM listener on HTTP://% to accept WS—Man requests to any IP on this
machine.

WinRM firewall exception enabled.

C:\Users\administrator.TRAINING>D:

D:\>cd "x64\Uirtual Desktop Components"

D:\x64\Uirtual Desktop Components>ConfigRemoteMgmt /configuwinrmuser “training\do
main admins"

Type ConfigRemoteMgmt /configwinrmuser “training\domain admins” and press the
Enter key.
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Step Action

27.

rator: Command Prompt

machine.
WinRM firewall exception enabled.

C:\Users\administrator.TRAINING>D:

D:\>cd "x64\Virtual Desktop Components"

D:\x64\Uirtual Desktop Components>ConfigRemoteMgmt /configwinrmuser “"training\do
main admins"'

Conf iguring WinRM exceptions...

Current SDDL for WinRM is default

Conf iguring WinRM Root SDDL...

EnaRling/Disahling WMI permissions on Machine : XA65-V for User : training\domai
n admins...
Enabling/Disabling WMI rmi i for root\CIMU2
Enabling/Disabling WMI *mi i for root\Citrix
Enabling/Disabling WMI g for root\RSOP
Enabling/Disabling WMI g for root\citrix\director\actions
Adding training\domain admins to Performance Monitor Users...

i in admins to Event Log Readers...
Group Portica SDK Users does not exists in XA65-W...
Group WinRMRemotellMIUsers does not exists in XA65-UW...
WinRM configuration successful?

D:\x64\Uirtual Desktop Components>

Verify WinRM configuration completed successfully and then close the Command Prompt
Window.

28.| Close the Remote Desktop Connection to XA65-W by clicking the X at the upper right corner
and then clicking OK.

29.| Now we will add the XenApp 6.5 server to director using DirectorConfig.exe.

3

DC1.RDP

On the Student Desktop, double-click the shortcut for DC1.

30. ™ —
- = X wd
Click Start.
31.

Search

Everywhere +

fen_]| Command Prompt

Command Prompt

Type Command Prompt to search and then click on Command Prompt when it appears.
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Step Action

32.

B Administrator: Command Prompt |;|£-

icrosoft Windows [Uersion 6.3.96001]
(c> 20813 Microsoft Corporation. All rights reserved.

:\Users\administrator.TRAINING>cd \inetpub\wwuroot\director\tools_

Type cd \inetpub\wwwroot\director\tools and press the Enter key to change to the
tools directory.

33.

Administrator: Command Prompt M

icrosoft Windows [Uersion 6.3.96001]
(c> 2813 Microsoft Corporation. All rights reserved.

:\UsersNadministrator.TRAINING>cd \inetpub\wuwuroot\director\tools

:\inetpub\uwuwuroot\Director\tools>DirectorConfig /xenapp XA6G5-U_

Type DirectorConfig /xenapp XA65-W and press the Enter key.

34.

Administrator: Command Prompt

icrosoft Windows [Uersion 6.3.96001
(c)> 2013 Microsoft Corporation. All rights reserved.

:\Users\administrator.TRAINING>cd \inetpub\wuwuroot\director\tools
:\inetpub\wuwuroot\Director\tools>DirectorConfig /xenapp XA65-Y
command XENAPP executed successfully on site Director

winrm default configuration set successfully?

command REGISTERDOTNET started executing on site Director

Deployment Image Servicing and Management tool
ersion: 6.3.9600.16384

Image Uersion: 6.3.96008.16384

[Enabling featured(s>

Command REGISTERDOTNET executed successfully on site Director

Director configuration completed?

:\inetpub\uwuwuroot\Director\tools>

Verify configuration was successful and close the Command Prompt window.

35.

Close the Remote Desktop Connection to DC1 by clicking the X in the upper right corner
and then clicking OK.

36.

('Start| 8l S ,?

On the Student Desktop, launch Internet Explorer.
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37.| Navigate to http://XA65-C.training.lab

38.
Citrix XenApp

Log on

o

Enter the following information:

User name Userl
Password Citrix123

Click Log on.

39.

Loggedon s vser -~ &. cimx

Messages Settings Log Off ¥

Main Select view: ¥
[P (W

MS PowerPoint MS Word

Click MS Word to launch the application.

40 I Rt N Documentl - Microsoft Word o B R
Home Insert Page Layout References Mailings Review View (A 0
B X | soa T o A o | A | B | IS~ 4=~ = | 22 6 |4 M
], Coigom < A A A ) =i = AaBbCcDc | AaBbCcDc AaBbCi -
Paste B 7 U ~abe x, X* | [\~ ¥~ A' TNormal |TNo Spaci.. Headingl — Change Editing
PR 4 | styles~ |~
Clipbo... & Font [P Paragraph I Styles ]
Lix]
-~
-
2
o
¥
Page: 1 of 1 | Words: 0 | |EEIL§5 2= 1006 (- U (3

Wait for Microsoft Word to launch.
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Step Action

41.

)

Mozilla Firefox

On the Student Desktop, double-click the shortcut to Mozilla Firefox.

42. | Navigate to http://DC1.training.lab/Director

43.

User name

22 Director Administrator

Password

Enter the following information:

User name Administrator
Password Citrix123
Domain Training

Click Log on.

44, PR

Director  EdgeSight ~ Acme : rowss e Aomg

User Connection Failures 0 Failed Desktop OS Machines | 0 Failed Server OS Machines | 0 Licensing Status ' 0 Data

Jotal Ealled Server O5 Machines [0 ] Total Failed Server OS Machines

Failed to Start

: 0
0 Stuck on Boot 0

Failed Server OS Machines Unregistered

Asof10/292014 259 PM e g

0

Sessions Connected

View Historical Trend

W Average Logon Duration e Number of Logons

Average Logon Duration

(i ]

View Historical Trend

Notice that Director shows 0 Sessions Connected, despite User1’s active instance of
Microsoft Word. XenApp 6.5 sessions are not reflected here.
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Step Action

45. prR—
Director Edge&ght Acme Trlelr‘|lds FI'I-;';"S - ADMINISTRATOR Ci'I'R!X'
User Connection Failures ' 0 Failed Desktop OS Machines | 0 Failed Server OS Machines | 0 Licensing Status ' 0 Da!aupda!ede\'erymmu!e (4
Click Search at the top right.
46.
Search for Search for user
User Eleven (TRAINING\Userl11)
User Fifteen (TRAINING\Userl5)
User Fourteen (TRAINING\User14)
User One (TRAINING\User1)
User Ten (TRAINING\User10)
Type user1l and then click User One (Training\User1) when it appears.
ar. Director | EdgeSight ~ Acme T e
&% UserOne m (
Terminate Activity Manager
izl Applications Processes
Application Name a. Status
(W Documentt - Microsoft Word Running
The Activity Manager shows all running applications for User1. Click Shadow on the left.
48.
Shadow Session
Initializing Remote Assistance Connection...
Remote assistance will take a few seconds to initialize.
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Step Action
49. x|

You have chosen to open:
2 Invite.msrcincident
which is: Windows Remote Assistance Invitation
from: http://dc1.training.lab

What should Firefox do with this file?

" SaveFile

I | Do this automatically for files like this from now.on.

Click OK to open the Remote Assistance Invitation.

50.
B Windows Remote Assistance | X

Would you like to allow HelpAssistant to connect to your
computer?

After connecting, HelpAssistant will be able to see whatever is on your
desktop.

[Yes ]l No I

What are the privacy and security concerns?

Click Yes to allows Remote Assistance to connect to the open Microsoft Word Session.

51 R +% Windows Remote Assistance - Helping User One -10] x|

R Request control |:Eﬂ Actual size I ./ Chat I ; Settings |@ Help |

v o &

iz e 01 % [aeco amcee AaBbe . A P
- A- BEE W is- S - | tNomw | SNoZmo. Hewangl | Shampr | o

|© Viewing the screen Y

You have successfully shadowed User1’s XenApp 6.5 session from Director.

52.| Close all open windows.
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Exercise Summary

In this exercise, you reviewed the hosted application usage report, and exported a PDF copy for
distribution.
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